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Abstract

Today, many studies assess vulnerabilities, threats, and attacks in flying ad hoc networks (FANETs) to provide solutions for coun-
termeasures. Protecting FANETs against attackers and coordinating connections are challenging. The purpose of this study is to
increase and maintain communication security. In this paper, a fuzzy trust-based secure routing scheme (FTSR) is presented in
FANETs. FTSR utilizes two trust assessment mechanisms, namely local trust and path trust. Local trust strategy is a distributed
process for finding reliable neighboring nodes and isolating hostile nodes on the network. In this regard, only reliable nodes are
allowed to contribute to the path discovery procedure. This lowers the risk of forming fake paths in FANETs. Path trust strategy
is responsible for identifying hostile nodes that are not identified in the local trust process. This strategy shows a general view of
the trust status of the desired path. To design this mechanism, the source node runs a fuzzy system to select the safest path between
source and the destination. Finally, network simulator 2 (NS2) implements FTSR, and the results such as malicious detection rate,
packet delivery ratio, packet loss, accuracy, and delay are obtained from the simulation process. These results indicate that FTSR
presents better performance compared to TOPCM, MNRiRIP, and MNDA. However, FTSR takes more time to find paths compared
to TOPCM.

Keywords: Flying ad hoc networks (FANETs), Fuzzy logic, Cybersecurity, Routing, Artificial intelligence (AI)
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1. Introduction

Unmanned aerial vehicles (UAVs), also called drones, have
a structure similar to aircraft, but the big difference between
UAVs and classic aircraft is that UAVs can perform their mis-
sions without a human pilot [1, 2]. UAVs have attracted a lot5

of attention due to numerous applications in many parts. Addi-
tionally, the drone market has experienced huge growth in the
past decades. For example, in the United States, the number of
UAVs registered by the federal aviation administration (FAA) is
855,860 by May 2022 [3], so that recreational and commercial10

targets used 63% and 37% of these UAVs, respectively. Ac-
cording to Drone Market Report 2020 in [6], the experts have
estimated that software advances will increase their global mar-
ket from £15.8 billion to more than £30.2 billion in the range
of 2020-2025. Additionally, a PwC report presented based on15

the British gross domestic product (GDP) forecasts that drones
will increase £42 billion in revenue, decrease £16 billion in net
costs, and provide suitable conditions for more than 628,000
jobs by 2023 [7]. In addition, based on statistics presented
in [8], the experts have estimated that the UAV market with20

a Compound Annual Growth Rate (CAGR) of $14.1 billion in
2020 experiences exponential growth and reaches $21.8 billion
in 2027 [9].

Initially, drones were used to carry out military missions.
As a result, they gained many capabilities to use in many appli-25

cations. Today, their applications are not limited to military ar-
eas. For example, they can be used in agriculture, media cover-
age, emergency services, healthcare, atmospheric guidance, ob-
ject recognition, tracking, monitoring, and data collection [10].
When occurring the COVID-19 epidemic, UAVs perform vari-30

ous missions such as monitoring the movement of vehicles and
individuals, preventing gatherings, delivering drugs, and spray-
ing disinfectants. In addition, drones can extend their coverage
area using multi-UAV networks and form a flying ad hoc net-
work (FANET). This network allows different UAVs to commu-35

nicate with each other. For this reason, providing security for
the exchanged data between UAVs and protecting them against
cyber-attacks are very important research areas, which should
be considered. Constrained resources and wireless communi-
cations in FANET have created gaps to penetrate, launch at-40

tacks, and damage to the network due to cyber threats [11, 12].
UAVs, which are a fundamental part of FANET, have charac-
teristics, including small size, low storage capacity, constrained
energy source, and low processing power. To design any se-
curity system, a balance between lightweight and efficiency of45

the designed security system should always be considered. To
achieve a strong security system, it is necessary to find the vul-
nerable points of FANET and attempt to fix them. Attackers
use these vulnerable points to penetrate the network in order
to carry out destructive activities such as deleting or changing50

data in the network. These destructive activities can lead to
unpleasant events, including the breakdown of UAVs, unsafe
landings, and collisions. In FANET, the most important vulner-
able points are wireless connections between UAVs, the possi-
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bility of physical access to UAVs in the air, dynamic topology,55

constrained resources, unencrypted GPS data, and the hardware
vulnerability of UAVs. These vulnerable points create security
gaps in the network and thus provide suitable conditions for at-
tackers to launch various attacks on the network [32, 33].

Trust management is a strong security solution to prevent60

various attacks in FANET. Trust management means the evalu-
ation of the reliability of UAVs based on their communication
history in the network. Based on the evaluations performed
on communications and interactions between UAVs, the trust
system determines whether an entity is trustworthy or untrust-65

worthy. Recently, many researchers have proposed trust-based
routing methods. Routing is the data transfer process between
UAVs in FANET. The most important existing routing proto-
cols are static, proactive, reactive, geographic, and hierarchical
routing [34, 35, 36].70

Based on the points mentioned above, the main challenge
in a trust-based routing method is how to ensure network se-
curity in FANETs. In a routing process, trust evaluation helps
UAVs to detect and neutralize routing attacks such as black hole
(BH), wormhole (WH), selective forwarding (SF), and flooding75

attacks. In BH, the attacker deceives normal UAVs to transmit
their data through these hostile nodes [37, 38]. Then, the BH
node drops these packets. In WH, one or more attacker nodes
deceive normal UAVs to send their packets through the WH tun-
nel. Then, the attackers use the tunnel to send data packets to80

the other side of the network and steal data. In addition, in SF,
network availability is damaged. This attack is difficult to de-
tect due to the unpredictable behavior of SF nodes because they
behave dually. They choose a random time period to conduct
their hostile operations on the network. In this period, SF nodes85

are similar to BH nodes and drop data packets. After this time
period, SF nodes have completely normal and correct behavior
and send data packets to desired nodes. In a flooding attack,
the attacker sends a large number of packets to drain the re-
sources of UAVs and reduce the network bandwidth. This pro-90

cess leads to the abnormal performance of UAVs so that their
memory capacity is full and their energy is lost. Therefore, it
is very important to design a lightweight and efficient defense
system to counteract and neutralize these attacks. Studies indi-
cate the fact that few research works have tackled cyber-attacks95

and provided efficient security solutions in FANET [39, 40].
In this paper, a fuzzy trust-based secure routing scheme

(FTSR) is presented for FANET to detect BH, WH, SF, and
flooding attacks in the network. In recent years, these attacks
have been responsible for most security events in FANETs. Due100

to the increasing popularity of this technology and its use in
various areas, the importance and necessity of this research
have become more and more evident. While researchers do
some efforts to respond to the problems and challenges men-
tioned above in past years, there are still many gaps in relation105

to the security of these networks. This paper attempts to fill
existing gaps by presenting a novel security method based on
fuzzy logic. FTSR considers two trust assessment mechanisms,
namely local trust and path trust. A local trust strategy is used
to find reliable neighboring UAVs. However, this strategy may110

not be able to distinguish all hostile nodes because some attack-
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ers, such as Grey hole, are trying to hide and not be diagnosed
with local trust. Therefore, the detection of these nodes will
be done by the path trust strategy. This mechanism presents a
general picture of the trust status of the path formed between115

source and destination. The path trust mechanism is designed
using fuzzy logic and implemented in the source node to iden-
tify the safest route between source and destination. In general,
the main contributions of our work are as follows:

• FTSR suggests a trust-based routing method in FANET.120

While many existing trust-based routing methods focus
solely on one type of attack, FTSR can simultaneously
neutralize four different types of the most dangerous at-
tacks in FANETs.

• FTSR uses a local trust strategy to find normal neighbor-125

ing nodes and isolate malicious nodes in the network. Lo-
cal trust refers to the trust of a UAV relative to its neigh-
boring nodes. It is obtained from three security param-
eters, i.e. BH and SF-based local trust, WH-based local
trust, and flooding-based local trust. According to this130

mechanism, each node detects some malicious neighbor-
ing and creates a list of potentially malicious UAVs to
prevent their effect on the network performance.

• In FTSR, in order to improve security, only nodes that
are identified as trustworthy in the local trust evaluation135

mechanism participate in the route discovery process. This
issue reduces the risk of forming fake routes in the net-
work.

• In FTSR, the format of the route request message (RREQ)
has been modified and five parameters, including energy140

change rate, delay, packet loss rate, packet transmission
frequency, and packet reception frequency are added to
this message. These parameters are used to evaluate the
paths formed between source and destination so that the
safest path is chosen for sending data.145

• In FTSR, fuzzy logic is used for the first time based on
our best knowledge of research background to design a
path trust mechanism to deal with cyber-attacks against
FANETs. In this regard, FTSR proposes a route selec-
tion process based on path trust evaluation. This path150

trust mechanism is a fuzzy system, which includes three
inputs, namely BH and SF-based path trust, WH-based
path trust, and flooding-based path trust. The output of
this fuzzy system determines the trust status of the routes
formed between source and destination. The purpose of155

this process is to detect black hole, flooding, wormhole,
and selective forwarding attacks so that unsafe paths are
identified and removed from the network. In addition,
FTSR finds a safe route with low delay and a small num-
ber of hops to improve network performance.160

• FTSR is compared with TOPCM, MNRiRIP, and MNDA
in terms of hostile node detection rate, packet delivery
rate, packet loss rate, accuracy, and delay. This evalu-
ation shows the optimal performance of FTSR in com-

parison with other routing methods. Although, FTSR re-165

quires more time to find paths compared to TOPCM.

The organization of this paper is as follows: Section 2 in-
cludes some research works related to secure routing in FANETs.
Section 3 illustrates the principal concepts of fuzzy theory due
to its use in FTSR. In Section 4, we describe the network and170

attack models in FTSR. Our scheme is demonstrated in Section
5. The results related to the simulation process are stated in
Section 6. Section 7 summarizes the conclusions of this paper.

2. Related works

Francelin et al. in [13] provided an efficient security so-175

lution called tunicate swarm political optimization-based deep
residual network (TSPO-DRN) to form secure connections in
FANETs. This scheme introduces a new metaheuristic algo-
rithm called TSPO, which mixes political optimizer (PO) and
tunicate swarm algorithm (TSA). TSPO constitutes routing paths180

between flying nodes. It applies a fitness function that includes
link quality and distance. TSPO-DRN defines three agents,
namely evaluator, decision maker, and defender. The evaluator
is responsible for monitoring the exchanged data and checking
the behavior of UAVs. The result of this evaluation is recorded185

in the table stored in the source UAV and the report is sent to
the decision maker. This agent uses the DRN technique and ex-
amines each path in accordance with five factors, for example
round trip time, signal power, delivered packets, packet size,
and number of input packets to identify malicious paths. Then,190

the decision maker determines hostile UAVs and sends a warn-
ing to the defender. To identify attackers, the defender utilizes
test packets to check the formed paths. If there is an attacker on
the path, this node will prevent test packets to reach the desti-
nation, and the defender will not receive any acknowledgment195

from the destination UAV. After sending a certain number of
the test packets, the defender examines whether the desired path
suffers from a lot of lost packets. If yes, it concludes that there
are hostile UAVs in this route and eliminates that path.

Buksh et al. in [14] suggested the trust-oriented peered cus-200

tomized mechanism (TOPCM) in FANETs to calculate the trust
of UAVs and to identify and separate hostile UAVs on the net-
work. In TOPCM, the routing idea is inspired by AODV, but
one difference is that TOPCM modifies the route request and
route response packets used in the routing operations. This205

scheme uses two trust modules, namely evaluator and deci-
sion maker to gain the trust value of UAVs along the discov-
ered path. The trust evaluator considers broadcast ID, destina-
tion address, next-hop ID, and current node ID to analyze the
trust level of UAVs. Next, it records the trust related to each210

UAV in a trust table. Evaluation operations are carried out by
monitoring RREQ and extracting evaluation parameters from
it. In TOPCM, when a UAV broadcast RREQ, it must send
an ACK message called R packet for the previous-hop UAV.
This R packet contains information required to calculate trust.215

Then, the decision maker is responsible for comparing the trust
of UAVs with the threshold trust and identifying the hostile and
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honest UAVs based on the result obtained from the evaluation
module.

Fotohi et al. in [15] introduced an agent-based self-protective220

system (ASP-UAVN) to guarantee communication security in
UAV networks. The purpose of this system is to discover se-
cure paths between UAVs according to the routing strategy pre-
sented in AODV. This approach focuses on three attacks namely
selective forwarding, wormhole, and sink hole to improve the225

packet delivery ratio and the malicious detection rate. ASP-
UAVN presents a multi-agent security system inspired by the
human immune system (HIS). The system has three trust agents
(i.e. evaluator, decision maker, and defender) and a knowledge
base. The evaluator is responsible for analyzing the behavior230

of UAVs in the discovered paths and recording the gathered
information in a trust table. In the evaluation operations, the
evaluator calculates a probability value that indicates the pres-
ence of hostile UAVs in a path. For this reason, it sends hello
packets to the destination through the discovered paths and re-235

ceives the ACK message. Finally, if this probability is greater
than a threshold, the relevant path will be destructive, and must
be eliminated. Other agents will evaluate the rest of paths in
next steps. The decision maker has a direct relationship with
the knowledge base and is responsible for examining suspicious240

paths. The decision maker obtains a threshold value in accor-
dance with delay, packet delivery, packet loss rate, and packet
sending rate to separate malicious paths from suspicious paths.
Finally, the defender analyzes the UAVs in the desired path to
identify and separate hostile UAVs. In this operation, each UAV245

uses test packets to find fake paths. Finally, the source UAV
evaluates paths with low thresholds based on round trip time
and the signal power to choose the safest paths for data transfer.

Du et al. in [16] offered the adaptive trust strategy-based
lightweight mutual identity authentication scheme (ATS-LIA)250

in FANETs. ATS-LIA focuses on the energy constraint of UAVs
in the network. If the energy level of UAVs is more than an
energy threshold, these nodes are allowed to participate in the
networking operations, and their trust will be evaluated. Oth-
erwise, these nodes will leave the network to recharge. In this255

method, the total trust of each UAV is obtained from local trust,
global trust, and energy trust, and UAVs with the highest trust
level can communicate with the ground station. Then, ATS-
LIA provides a lightweight authentication mechanism that uses
an elliptic curve encryption technique to confirm the UAV ID.260

Finally, the performance of ATS-LIA is evaluated based on an
accurate security analysis to measure its resistance to various
attacks.

Agron et al. in [17] suggested a secure routing scheme
based on the ground station (GS) for FANETs. The role of GS265

in the routing operation is critical because this operation is cen-
tralized. GS obtains information such as geographical location,
flight time, and link status from UAVs to control network con-
nectivity. It calculates the cost of network links with regard to
the spatial information of the nodes. Then, it searches different270

routes in the network and sends them to the UAVs. This method
introduces an authentication technique that combines symmet-
ric and asymmetric cryptography methods. In this technique,
symmetric keys and digital signatures are used to encrypt rout-

ing messages and ensure communication security, respectively.275

The purpose of this mechanism is to guarantee data integrity
and authentication on the network. The key distribution center
(KDC) is responsible for providing public and private keys for
each UAV on the network. In addition, the routing operation
uses the TWINE algorithm and the packet leash mechanism to280

tackle wormhole attacks.
Bhardwaj et al. in [18] presented a hierarchical secure rout-

ing approach (SecRIP) for FANET. It utilizes the chaotic al-
gae algorithm (CAA) and the dragonfly algorithm (DA) to form
clusters and choose cluster heads (CHs), respectively. Cluster-285

ing has increased scalability and energy efficiency in SecRIP.
When forming a cluster, the distance between UAVs is con-
sidered in the fitness function to reduce energy consumed in-
side the cluster. The DA-based CH selection algorithm regards
several factors, including consumed energy, network longevity,290

delay, received signal power, and UAV movement. In SecRIP,
CHs are directly connected to each other, and communication
security is guaranteed using a Lattice-based cryptosystem called
NTRU. SecRIP rises the packet delivery ratio and reduces delay
and overhead.295

Muruganandam and Manickam in [19] provided a malicious
node detection algorithm (MNDA) for mobile ad hoc networks.
MNDA applies a stealthy assault location solution to separate
fake and actual routing packets in MANET. To achieve this
goal, a dynamic malicious node detection algorithm has been300

used to identify hidden hostile nodes. MNDA employs the DSR
routing protocol to discover network paths. On each route, in-
termediate UAVs act as routers, which forward packets from
the source UAV to the destination UAV. In MNDA, each in-
termediate UAV collects some information such as the packet305

propagation delay of other intermediate UAVs, and stores it in
a table. MNDA employs this information to locate intermedi-
ate UAVs and calculate the expected time for incoming the next
packet from the source UAV. In the next step, MNDA detects
hostile nodes and picks out a suitable path. This method can310

well identify hostile nodes and prevent the collision of packets.
Note that empirical results show that MNDA is efficient.

Rahmani et al. in [20] proposed a modified OLSR named
OLSR+ in FANET. OLSR+ seeks to achieve energy efficiency
and path stability on the network. In OLSR+, a novel solu-315

tion has been presented to compute link lifetime. This solution
has used factors like link quality, distance, relative speed, and
movement direction. In OLSR+, a fuzzy system is introduced
to pick out multipoint relays (MPRs). According to this sys-
tem, nodes, which include high energy, long link lifetime, and320

high neighbor degree, obtain a greater MPR chance than other
UAVs. Moreover, to calculate the routing table, OLSR+ regards
path energy and lifetime to form stable paths.

Lee et al. in [21] presented a fuzzy logic-based routing
approach in FANETs. In this approach, the authors have at-325

tempted to solve the broadcast storm problem in AODV. To
solve this problem, each UAV calculates a score, and UAVs that
get the required score can participate in broadcasting routing
messages. This balances the energy consumption of network
UAVs and consequently improves network lifespan. To calcu-330

late this score, the direction of UAVs, energy, link quality, and
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Table 1: Comparison of related works.
Approach Benefits Weaknesses

TSPO-DRN [13] Using deep learning technique, speed up convergence rate using TSPO,
increasing packet delivery ratio, reducing delay, ability to detect selec-
tive forwarding, sink hole, and wormhole

Not presenting simulation setting such as initial population, UAV speed,
and mobility model, high computational complexity, lack of energy ef-
ficiency in the routing operations, high overhead

TOPCM [14] The ability to identify and isolate hostile nodes in the network, appro-
priate PDR, high detection accuracy

High overhead, long delay in the path discovery process

ASP-UAVN [15] Using HIS algorithm to design a self-organized security mechanism,
ability to detect wormhole, sink hole and selective forwarding attacks,
ability to identify and isolate hostile nodes, high PDR, high accuracy

High computational complexity, long delay in the safe path selection
process, high consumed energy

ATS-LIA [16] Providing a lightweight authentication mechanism, managing con-
sumed energy in the network, decreasing computational overhead and
managing routing overhead, ability to detect different attacks in the net-
work

Failure to do sufficient experimental scenarios, not evaluating the mali-
cious detection rate, not examining the trust status of UAVs, not evalu-
ating the consumed energy in the network

Agron et al. [17] Ability to detect different attacks on the network, presenting a hybrid
authentication mechanism, high PDR

Presenting a centralized routing scheme, high routing overhead, low
scalability, lack of sufficient testing scenarios, lack of energy efficiency
in the routing process

SecRIP [18] Introducing a cluster-based routing method, high scalability, energy ef-
ficiency, improving PDR, reducing delay in the routing process

High computational complexity due to the simultaneous use of two
metaheuristic algorithms, not having attack model and not providing
a security analysis, not testing the security status of UAVs in the pres-
ence of hostile nodes, not evaluating energy consumption or network
lifetime

MNDA [19] Ability to detect different attacks on the network, providing a dynamic
malicious detection algorithm to identify hidden hostile nodes, prevent-
ing packet collision

Low scalability, low PDR, low detection accuracy, long delay in the
routing process, incompatibility with FANET environment

OLSR+ [20] Considering the energy problem when creating paths and selecting
MPRs, extending network lifetime, trying to create stable paths, intro-
ducing a new technique to calculate network lifetime

Failure to test network performance with regard to the speed of UAVs,
high routing overhead, not presenting a proper security mechanism to
ensure secure data transfer

Lee et al. [21] Solving the broadcast storm problem, balancing the energy consump-
tion of UAVs and extending network lifetime, preventing path failure,
and replacing failed paths quickly

Failure to evaluate the network performance with regard to the speed of
UAVs, high routing overhead, the lack of secure connections between
UAVs

distance are considered. Additionally, this method uses a fuzzy
structure to pick out more suitable paths. It has presented a suit-
able solution to prevent path failure. In addition, when failing
paths, these routes are quickly replaced with novel paths so that335

the data transfer process will not be disrupted.
Table 1 summarizes the related works and expresses their

benefits and weaknesses. Based on the trust-based routing so-
lutions reviewed in this section, it can be seen that most of these
methods focus only on one type of attack. While the proposed340

method, can simultaneously neutralize and deal with four types
of the most dangerous attacks, namely BH, WH, SF, and flood-
ing in FANET. To achieve this goal, FTSR considers two trust
evaluation mechanisms, i.e. local trust mechanism and path
trust mechanism. This local trust strategy is applied to find345

trusted neighbor nodes. However, the local trust mechanism
may not be able to detect all hostile nodes because some attack-
ers like SF try to hide themselves in the network. Therefore,
these nodes are detected using the path trust mechanism, which
presents a global view of the trust status of the path formed be-350

tween source and destination. It is designed using a fuzzy sys-
tem and is embedded in the source node to identify the safest
route between source and destination.

3. Basic concept

Fuzzy logic (FL) is an appropriate and accurate strategy355

based on approximate and ambiguous data [22, 23]. Nowa-
days, fuzzy-based routing approaches, for example [20], [21],
and [24] use fuzzy theory to obtain routing paths and make
the best routing decisions. Fuzzy sets are different from clas-
sic sets because they allow an element to be partially a mem-360

ber of a set. Usually, a fuzzy system (FS) has four compo-
nents, namely fuzzifier, fuzzy rules, inference engine, and de-

fuzzifier. Fuzzification categorizes numerical scales into fuzzy
sets. To achieve this goal, it defines linguistic variables and
a variety of membership functions (MFs) such as triangular,365

trapezoidal, and Gaussian, and converts crisp data into suit-
able linguistic values. The task of MFs is to make a map of
input variables and their membership degree. Fuzzy rules il-
lustrate linguistic propositions that indicate the input-output re-
lationships. Experts empirically define them. A fuzzy rule is370

displayed as ”IF antecedent(s) THEN consequent(s)”, so that
antecedents and consequents represent input space and output
space, respectively. They are defined through a combination
of fuzzy sets. The inference engine makes an approximate ar-
gument for achieving the desired solution. The inference pro-375

cess maps fuzzy inputs to fuzzy rules to produce fuzzy output.
The most important inference methods are Min-Max, averag-
ing, and clipped center of gravity. Finally, the choice of defuzzi-
fication techniques is very important and effective in the speed
and accuracy of a fuzzy system. Defuzzification determines380

how to extract the crisp value from the fuzzy output. The most
famous defuzzification methods are centroid, bisector, Mean of
Maximum (MoM), Largest of Maximum (LoM), and Smallest
of Maximum (SoM). The centroid method is commonly used
for defuzzification operations because it provides more reliable385

results than others [25].

4. System model

This section explains the system model used in FTSR. It
consists of two main parts: network model and attack model.

4.1. Network model390

In FTSR, FANET includes N flying nodes (i.e. Ui, i =
1,2, . . . ,N) and a ground control station (GCS). The UAVs are
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randomly scattered on the network. Moreover, there are a num-
ber of hostile UAVs on this network. Figure 1 depicts the net-
work model in FTSR. In this model, each UAV is equipped395

with a communication module to connect with GCS and other
flying nodes on the network. All network nodes utilize the
IEEE.802.11a standard in their MAC layer because it provides a
proper bandwidth and supports highly dynamic topology [26].
Each UAV has a unique ID and connected to GPS to inform400

its location on the network. FTSR utilizes the air-to-air (A2A)
channel. Since there are a lot of missing packets in less fad-
ing, this model can be stated according to the free space model.
Thus, Equation 1 calculates the path loss of the A2A channel
[27].405

PLAA(di j) = β10log
di j
10 +α (1)

where β is the path loss exponent. When the propagation
model is free space, its value is β = 2. Also, the path loss of the
reference point is α , which is computed using Equation 2:

α = 10log(
4πw

c )
10 (2)

Where w and c = 3×108 m/s are the carrier frequency and
the light speed, respectively. Additionally, the distance between410

Ui and U j is displayed as di j and calculated by Equation 3.

di j =

√
(xi − x j)

2 +(yi − y j)
2 +(zi − z j)

2 (3)

So that (xi,yi,zi) and (x j,y j,z j) are the locations of Ui and
U j, respectively.

When transferring l bits from Ui to U j, the consumed en-
ergy of Ui (sender) and U j (recipient) is computed according to415

Equations 4 and 5, respectively.

Etx (l,di j) = l ×Eelec + l × ε f s ×d2
i j (4)

Erx (l) = l ×Eelec (5)

Where Eelec that the energy used by the recipient/sender cir-
cuit to receive/send one bit. ε f s refers to the signal amplifier
coefficient in free space.

4.2. Attack model420

In FANET, UAVs use wireless communication channels to
exchange information between themselves. This can provide
conditions for hostile attackers to penetrate and consequently
cause serious security damage to the network because these at-
tackers are able to launch different attacks to disrupt the data425

transfer and routing processes. This subject indicates the im-
portance and necessity of effective solutions to differentiate and
separate malicious nodes in the network and ensure that reliable
nodes execute the routing operations. FTSR attempts to detect
and prevent attacks such as black hole (BH), wormhole (WH),430

selective forwarding (SF), and flooding.

• Black hole attack: In FANET, BH nodes declare that
they have zero-cost paths and encourage UAVs to trans-
fer their data through this fake path. In BH, the attacker

Figure 1: Network model in FTSR.

Figure 2: Black hole attack

eliminates all packets transferred through this fake path435

[28, 29]. This attack is trying to disconnect the links be-
tween UAVs and trick them to transmit their packets aim-
lessly in a long time in order to lose their energy and shut
down due to the limited power supply. Figure 2 depicts a
BH attack.440

• Wormhole attack: WH is a severe threat in FANET.
Usually, two hostile nodes start such an attack and create
a WH tunnel between themselves. See Figure 3. In WH
tunnels, two hostile nodes are falsely claiming to be so
close together. The tunnel is created to transfer the data445

between the hostile nodes, and the attackers claim that
they have the fastest path to the desired area to persuade
other UAVs for transferring their data through the WH
tunnel [28, 29]. The attack can be carried out by hostile
UAVs that have more resources than ordinary UAVs. In450

WH, the attackers forge a short and efficient path to trick

6



Figure 3: Wormhole attack

UAVs and attract traffic. Thus, the hostile node is able
to track the communication of the transmitter UAV, hear
and copy its data packets, and manipulate or collect the
network traffic. WH could be the basis of other attacks,455

including Man in the Middle [30]. Therefore, dealing
with WH is very important.

• Selective forwarding: In SF, also called the Greyhole
attack, upon receiving a route request packet, the hostile
node sends a fake route reply packet to the source UAV460

to create an unsafe path. Then, the SF node selectively
removes some packets and sends other packets. BH is
a simple form of SF and eliminates all passing packets
[28, 29]. Figure 4 depicts a SF attack. This attack can
be implemented in two ways: removing a specific type of465

packet or deleting packets sent to a specific destination.
This attack is trying to disconnect communication links
between UAVs and divert packets to a particular destina-
tion.

• Flooding attack: In this attack, the hostile node reg-470

ularly sends fake route requests to the desired UAV to
empty its battery and fill its memory because the attacker
knows that UAVs save much information about these fake
requests [28, 29]. Thus, the desired UAV will inevitably
reject actual requests sent by legal UAVs because the ca-475

pacity of its memory is over. Additionally, the attack in-
creases the energy used by the desired UAV and accel-
erates its death. This affects network longevity. Due to
the limited power supply in the UAVs, it is very impor-
tant to deal with these attacks. Figure 5 depicts a flooding480

attack.

5. Proposed method

This section describes the fuzzy trust-based secure routing
approach (FTSR) for flying ad hoc networks. FTSR contains

Figure 4: Selective forwarding attack

Figure 5: Flooding attack
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Figure 6: The format of hello message.

Figure 7: The broadcast of hello messages and the creation of the neighbor
table.

the following phases:485

• Neighbor discovery

• Local trust assessment

• Path discovery

• Path trust-based route selection

• Path maintenance490

5.1. Neighbor discovery phase
Initially, each UAV, for example, Ui (i = 1,2, ...,N so that

N is the number of UAVs in the network) regularly distributes
a hello message to its neighbors. It involves the status informa-
tion of Ui, for example, identifier (IDi), queuing delay (Tqueue),495

remaining energy (Et
i ), and location (xt

i ,y
t
i,z

t
i). The format of

this message is shown in Figure 6. Upon getting hello mes-
sages from other UAVs, Ui constructs a neighbor table to store
their status information. See this process in Figure 7. To sim-
plify this figure, only the broadcast of hello messages by Ui is500

shown in Figure 7. Moreover, the format of the neighbor table
is presented in Table 2.

Table 2 holds the status information about the location and
energy of neighboring UAVs such as U j. Additionally, it has
three important fields, namely link delay (T t

i j), local trust (LT t
i j),505

and potentially malicious UAVs (PMUs).

• Link delay (Tt
ij): This field holds the time needed to

transfer a hello message from Ui to U j at the current mo-
ment (i.e. t). T t

i j considers various delay scales like prop-
agation (T t

prop), queuing (T t
queue), media access (T t

mac),510

and transmission (T t
trans). According to the scales men-

tioned above, Equation 6 calculates T t
i j.

T t
i j = T t

prop +T t
queue +T t

mac +T t
trans (6)

so that T t
prop is a delay scale for indicating the time when

data is transmitted through the wireless media. It is di-
rectly proportional to the transfer distance and obtained515

from Equation 7.

T t
prop =

Distt (Ui,U j)

c
(7)

so that c= 3×108 m/s and Distt (Ui,U j) refer to the light
speed and the distance from Ui to U j at the current time
t, respectively.

Distt (Ui,U j) =

√(
xt

i − xt
j

)2
+
(

yt
i − yt

j

)2
+
(

zt
i − zt

j

)2

(8)

where
(

xt
j,y

t
j,z

t
j

)
and

(
xt

j,y
t
j,z

t
j

)
are gotten from hello520

messages and indicate the locations of Ui and U j at the
moment t, respectively. Also, T t

queue comes from hello
messages and expresses the time when the packet arrives
at the start of the buffer queue. T t

mac is the time of media
access and estimated using ACK packets.525

T t
mac = tACK − tS (9)

where tACK and tS are two moments for indicating the
ACK reception time and the packet sending time, respec-
tively. In addition, T t

trans indicates the data transfer time,
which is obtained from Equation 10.

T t
trans =

msgsize

br
(10)

where msgsize and br illustrate the length of messages and530

the data transfer rate, respectively.

• Local trust (LTt
ij): This field holds the trust value of Ui

relative to a neighboring node, like U j. LT t
i j is gained

from a local and decentralized manner. After calculat-
ing this parameter, Ui can detect and remark some hostile535

neighboring nodes so that these hostile nodes cannot af-
fect network performance. We explain how to get this
parameter in Section 5.2.

• Potentially malicious UAVs (PMU): It contains a list of
binary values so that PMU j corresponds to U j. It means540

whether U j has been remarked as a hostile UAV in the lo-
cal trust evaluation process. After calculating local trust
(LT t

i j) in Section 5.2, this value is standardized by Equa-
tion 11.

LT standard
i j =

LT t
i j −µi j

σi j
(11)
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Table 2: The format of neighbor table.
Identifier Location Remaining energy Link delay Local trust Potentially Malicious UAVs (PMUs) Valid interval

ID j

(
xt

j ,y
t
j ,z

t
j

)
Et

j T t
i j LT t

i j 0/1 V Dt

where µi j and σi j are the mean and standard deviation of545

LT t
i j, they will be calculated according to Equations 12

and 13, respectively.

µi j =
1
Ni

Ni

∑
j∈Nei

LT t
i j (12)

σi j =

√√√√ 1
Ni

Ni

∑
j∈Nei

(
LT t

i j −µi j

)2
(13)

In Equations 12 and 13, Ni and Nei represent the num-
ber of neighbors and the neighbor set of Ui, respectively.
Now, if LT t

i j is less than µi j (i.e. LT standard
i j < 0), Ui re-550

marks U j as a hostile node and puts PMU j = 1. Other-
wise, if LT standard

i j ≥ 0, Ui remarks U j as an honest node
and puts PMU j = 0. When PMU j = 1, it means that U j is
a hostile node, and Ui does not transfer any route request
message (RREQ) to this node and ignores all RREQs or555

RREPs received from this node. Thus, Ui isolates U j.
Now, if PMU j = 0, this means that Ui has identified U j as
an honest node in the local trust assessment phase (Sec-
tion 5.2). In this case, this node can participate in the
routing process.560

Algorithm 1 expresses the pseudo code of the neighbor dis-
covery phase. The time complexity of this algorithm is calcu-
lated below.

Line 1 of Algorithm 1 includes a while loop, which is con-
stantly repeated during the simulation period. The number of its565

iterations is equal to the simulation time. Inside the while loop,
an IF command is intended to determine the broadcast time of
the hello message (Lines 2-22). This IF command includes the
following commands.

• A For loop (in lines 3-6) is repeated N times. The purpose570

of this loop is to spread hello messages by UAVs. This
loop consists of two commands (Lines 4 and 5) that have
fixed run times, c1 and c2.

TFor (n) = N (c1 + c2) (14)

Assume that there is a fixed number c so that c ≥ c1 +c2.

TFor (n) = N (c1 + c2)≤ cN (15)

• An IF condition (in lines 7-21) is used to enter the in-575

formation of neighboring UAVs in the neighbor table and
includes the following commands:

– Four commands (in lines 8-11) with fixed run times
r1, r2, r3, and r4.

– A command (in line 12) whose run time depends on580

Equation 6. This equation runs at a fixed execution
time r5.

– A command (in line 13) that depends on Algorithm
2 whose time complexity is O(Ni).

– The command (in line 14) whose implementation585

time is determined by Equation 11. This equation
depends on the number of neighbors of each UAV
(i.e. Ni).

– An IF-ELSE command (lines 15-19) that has a fixed
run time r6.590

Therefore, the overall run time of this IF condition is calcu-
lated as follows:

TIF (n) = r1 + r2 + r3 + r4 + r5 +Ni +Ni + r6 (16)

Suppose that there is a fixed number like r:

TIF (n) = r1 + r2 + r3 + r4 + r5 +Ni +Ni + r6 ≤ rNi (17)

As a result, the overall time complexity of Algorithm 1 is
equal to:595

T (n) = ts (TFor (n)+TIF (n)) = ts (cN + rNi) (18)

Note that Ni ≪ N,

T (n) = ts (cN + rNi)≤ tsN (c+ r) (19)

Therefore, the time complexity of Algorithm 1 is O(tsN).

5.2. Local trust assessment phase
This section explains the local trust assessment phase, which

is a distributed process. Local trust (LT t
i j) represents the trust600

value of Ui relative to a neighboring node like U j. After cal-
culating LT t

i j, Ui can detect some hostile neighboring UAVs
and does not allow them to affect network performance. As
explained in the attack model (Section 4.2), FTSR focuses on
BH, WH, SF, and flooding attacks. Thus, UAVs are evaluated605

in accordance with three security scales, namely BH and SF-
based local trust (LT BH−SF

i j ), WH-based local trust (LTWH
i j ), and

flooding-based local trust (LT F
i j ).

• BH and SF-based local trust (LTBH−SF
ij ): When black

hole (BH) or selective forwarding (SF) attacks occur on610

the network, the most common solution to detect these
attacks is to analyze the packet loss rate (PLR) and the
packet reception frequency (PRF) in UAVs. PLR deter-
mines how many hello packets are lost. Additionally,
PRF indicates the frequency of hello packets received by615

U j at interval [t, t +∆t]. A BH or SF node experiences
a high PLR and a low PRF. Therefore, the evaluation of
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Algorithm 1 Neighbor discovery process
Input: Ui: UAVs in the networks so that i = 1,2, ...,N

TimeHello: Hello broadcast time
HT = 0: Timer for hello message
t = 0: Timer for simulation process
ts: Simulation time

Output: Neighbor table
Begin

1: while t ≤ ts do
2: if HT = TimeHello then
3: for i = 1 to N do
4: Ui: Transfer a hello message to its neighboring nodes;
5: HT = 0;
6: end for
7: if Ui receives a hello message from a new neighbor such as U j then
8: Ui: Add a new entry to its neighbor table;
9: Ui: Extract ID j from the hello message and insert it into the node ID field

of the neighbor table;

10: Ui: Extract
(

xt
j ,y

t
j ,z

t
j

)
from the hello message and record it in the location

field in the neighbor table;
11: Ui: Obtain Et

j from the hello message and record it in the residual energy
field of the neighbor table;

12: Ui: Calculate T t
i j based on Equation 6 and insert it into the link delay field

in the neighbor table;
13: Ui: Determine LT t

i j according to Algorithm 2 and record it in the local trust
field of the neighbor table;

14: Ui: Standardize LT t
i j based on Equation 11;

15: if LT standard
i j < 0 then

16: PMU j = 1;
17: else
18: PMU j = 0;
19: end if
20: Ui: Insert PMU j into the potentially malicious UAV field in the neighbor

table;
21: end if
22: end if
23: HT = HT +1;
24: end while

End

these two scales can help Ui to be informed of the pres-
ence of a BH or SF node around itself. This evaluation is
performed by Equation 20.620

LT BH−SF
i j = Ψ(1−PLR j)+(1−Ψ)PRFj

= Ψ

(
1−

msgdropped
j

msgtotal

)
+(1−Ψ)

(
msgreceived

j
∆t

)
(20)

where msgdropped
j and msgtotal are the number of miss-

ing hello packets and all packets, respectively. Moreover,
msgreceived

j is the number of packets gotten at [t, t +∆t]. Ψ

is a weight coefficient and shows the effect of PLR j and
PRFj on the value of LT BH−SF

i j . Ψ is an adjustable weight625

in [0,1]. If the value of Ψ is less than one and approaches
zero, PRFj will have a greater effect on LT BH−SF

i j than
PLR j, so if Ψ = 0, then LT BH−SF

i j is only evaluated based
on PRFj, and PLR j has no effect on it. In contrast, if
the value of Ψ is close to one, PLR j has more effect on630

LT BH−SF
i j than PRFj, so if Ψ = 1, LT BH−SF

i j depends only
on PLR j. In this paper, Ψ is set to 0.5 so that PLR j and
PRFj have the same effect on LT BH−SF

i j .

• WH-based local trust (LTWH
ij ): When the WH attack

occurs in the network, the tunnel formed between two635

hostile nodes does not allow the UAVs, which are close
to the attackers to find valid paths because the WH node
claims that it has a short path to the destination. These
attacks increase network congestion, queuing delay, and

lost packets. Thus, the scales mentioned above increase640

the need to re-transfer packets on the network. An appro-
priate solution to detect such an attack is to evaluate the
link delay, the packet transfer frequency (PTF), PRF, and
PLR. PTF indicates the frequency of sent packets at time
[t, t +∆t]. This evaluation is done through Equation 21.645

LTWH
i j = ω1

(
1− T t

i j
max
j∈Nei

T t
i j

)
+ω2 (1−PLR j)+

ω3 (1−PT Fj)+ω4PRFj

= ω1

(
1− T t

i j
max
j∈Nei

T t
i j

)
+ω2

(
1−

msgdropped
j

msgtotal

)
+

ω3

(
1−

msgtrans f erred
j

∆t

)
+ω4

(
msgreceived

j
∆t

)
(21)

where Nei is the neighbor set of Ui, T t
i j is the delay be-

tween Ui and U j. msgdropped
j is the number of missing

packets in U j, and msgtotal is the total number of packets.
Moreover, msgtrans f erred

j and msgreceived
j indicate the total

number of sent and received packets at [t, t +∆t], respec-650

tively. ω1, ω2, ω3, and ω4 are weight coefficients, and
their value is limited to [0,1] and Σ4

i=1ωi = 1. Each co-
efficient shows the effect of the corresponding parameter
on the value of LTWH

i j . If ω1 has a larger value (closer to
one) than other coefficients, then one-hop delay (T t

i j) is655

the most influential parameter on LTWH
i j . In addition, if

ω2 has a greater value than other weights, PLR j is known
as the most effective parameter in determining LTWH

i j .
Likewise, if ω3 = 1, LTWH

i j depends only on PT Fj. In
addition, if ω4 = 1, LTWH

i j will be determined based on660

PRFj. In this paper, it is assumed that these parameters,
including PLR j, T t

i j, PT Fj, and PRFj have the same ef-
fect on LTWH

i j , and as a result, four weight coefficients
have the same value (ω1 = ω2 = ω3 = ω4 =

1
4 ).

• Flooding-based local trust (LTF
ij): When a flooding at-665

tack occurs in the network, the hostile node experiences
a high PTF. Thus, the memory of the target nodes will
be full, and consequently, the consumed energy and de-
lay will be increased in the network nodes. Therefore,
the solution to detect the attack is to evaluate the energy670

change rate (ECR), delay (T t
i j), and PTF. This evaluation

is performed based on Equation 22.

LT F
i j = λ1 (1−ECR j)+λ2

(
1− T t

i j
max
j∈Nei

T t
i j

)
+λ3 (1−PT Fj)

= λ1

(
1−

Et−1
j −Et

j
t−(t−1)

)
+λ2

(
1− T t

i j
max
j∈Nei

T t
i j

)
+

λ3

(
1−

msgtrans f erred
j

∆t

)
(22)

where Et−1
j and Et

j are the remaining energy of U j in two
moments t − 1 and t, respectively. In addition, Nei in-
dicates the set of neighbors of Ui, T t

i j is the delay be-675

tween Ui and U j. It is gotten from the neighbor table.
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msgtrans f erred
j indicates the total number of sent packets at

[t, t +∆t]. λ1, λ2, and λ3 are weight coefficients and show
the effect of three parameters, ECR j, T t

i j, and PT Fj, on
the value of LT F

i j , respectively. These weight coefficients680

are limited to [0,1] and Σ3
i=1λi = 1. If λ1 = 1, LT F

i j will
be determined only based on ECR j, and other parame-
ters do not affect its value. Now, if λ2 has a larger value
than other weight coefficients, then T t

i j is known as the
most effective parameter in determining LT F

i j . Similarly,685

if λ3 = 1, LT F
i j depends only on PT Fj. In this paper, it is

assumed that ECR j, T t
i j, and PT Fj have the same effect

on LT F
i j , and as a result, three weight coefficients have the

same value (i.e. λ1 = λ2 = λ3 =
1
3 ).

Finally, Equation 23 calculates the direct trust of Ui relative690

to U j (i.e. LT direct
i j ) according to three security scales, LT BH−SF

i j ,
LTWH

i j , and LT F
i j .

LT direct
i j = min

(
LT BH−SF

i j ,LTWH
i j ,LT F

i j

)
(23)

FTSR utilizes the window mean with exponentially weighted
moving average (WMEWMA) to renew LT direct

i j . WMEWMA
intends a window whose length is w. It records the last w val-695

ues of LT direct
i j . As a result, Ui does not rely only on the present

value of LT direct
i j and uses its historical values to achieve a better

view of the trust level. LT direct
i j is updated according to Equation

24.

LT direct
i j (q) = (1−Φ)

q−1
∑

k=q−w
LT direct

i j (k)

w
+ΦLT direct

i j (t) (24)

where Φ shows the effect of the current value and the his-700

torical values of LT direct
i j in updating the value of LT direct

i j . In
general, Φ is adjustable in [0,1]. If Φ has a large value and close
to one, then LT direct

i j is updated only based on its current value,
and if Φ is close to zero, the historical values of LT direct

i j have
a greater effect on its updated value. This weight coefficient is705

determined based on the stability value of LT direct
i j . If it is un-

stable, Φ approaches one so that the updated value of LT direct
i j

is determined based on its present value. While if LT direct
i j is

stable, Φ will be close to zero so that the historical values play
a stronger role in the updating process.710

Next, the indirect trust of Ui relative to U j (LT indirect
i j ) is

gained. It represents a trust analysis by the recommenders,
which are common and trusted neighboring UAVs whose trust
level is higher than LTthreshold . Suppose R=

{
n1

Recommender,n
2
Recommender, ...,n

p
Recommender

}
contains p recommenders between Ui and U j. In this case,715

LT indirect
i j is obtained using Equation 25.

LT indirect
i j =

1
p

p

∑
x∈R

(
LT direct

ix ·LT direct
x j

)
(25)

where LT direct
ix and LT direct

x j are two direct trust values of
Ui to Ux and Ux to U j, respectively. Moreover, Ux is a recom-
mender between Ui and U j. Finally, local trust is achieved based

on the sum of direct and indirect trusts through Equation 26.720

LT total
i j = γLT direct

i j +(1− γ)LT indirect
i j (26)

so that γ shows the effect of LT direct
i j and LT indirect

i j in deter-
mining LT total

i j . In general, γ ∈ [0,1] is an adjustable coefficient.
If γ is close to zero, LT indirect

i j has more effect on LT total
i j than

LT direct
i j , so if γ = 0, then LT total

i j will only be evaluated based
on LT indirect

i j , and LT direct
i j has no effect on it. In contrast, if725

γ approaches one, LT direct
i j has a greater effect on LT total

i j than
LT indirect

i j , so if γ = 1, LT total
i j depends only on LT direct

i j . In this
paper, γ is set to 0.5 so that LT direct

i j and LT indirect
i j have the same

effect on LT total
i j .

Algorithm 2 shows the pseudo-code related to this process.730

The time complexity of this algorithm is calculated below.
This algorithm consists of seven commands (lines 1-7) whose

run times are determined by Equations 20 to 26.

• The run time of Equations 20 to 22 depends on the num-
ber of neighboring nodes (i.e. Ni).735

• Equation 23 has a fixed execution time, i.e. O(1).

• Equation 24 depends on the window length w.

• Equation 25 depends on the number of recommenders be-
tween Ui and U j (i.e.p). Note that p ≪ Ni, consequently
the time complexity of Equation 25 is O(Ni).740

• Equation 26 has a fixed run time, i.e. O(1).

According to the above items, time complexity of Algo-
rithm 2 is O(Ni).

Algorithm 2 Local trust evaluation
Input: Ui: UAVs in the networks so that i = 1,2, ...,N
Output: LT t

i j : Local trust between Ui and U j
Begin

1: Ui: Calculate LT BH−SF
i j based on Equation 20;

2: Ui: Compute LTWH
i j according to Equation 21;

3: Ui: Obtain LT F
i j from Equation 22;

4: Ui: Calculate LT direct
i j according to Equation 23;

5: Ui: Update LT direct
i j using the WMEWMA scheme based on Equation 24;

6: Ui: Compute LT indirect
i j according to Equation 25;

7: Ui: Calculate LT total
i j by using Equation 26;

End

5.3. Path discovery phase

Suppose the source node (US) searches for a suitable path to745

the destination (UD) to transfer its data, but it does not find such
a path. In this case, US starts a path discovery procedure and
makes a route request (RREQ) message. Then, it distributes the
RREQ to its neighboring UAVs, except nodes that have PMU =
1. As a result, attackers are separated on the network to reduce750

the risk of fake paths in the network. This procedure is depicted
in Figure 8.

The structure of RREQ is illustrated in Figure 9. In the
following, the fields of this message are described.
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Figure 8: Path discovery procedure by sending RREQs.

• Message type: If this field is set on one, this control mes-755

sage is a RREQ.

• Hc: It holds the hop count related to a path from US to
the current UAV. US sets this field on one. Then, one unit
is added to this field at each hop. The aim of this scale is
that the attacker may deceive US by announcing the path760

with a low hop count than legal paths. US can identify the
fake paths by evaluating this scale.

• Message ID: It is a special ID associated with the ad-
dress of US to control the message and prevent repeated
messages.765

• ∆ER: This field is the variance of the energy change level
of UAVs in the desired path between US and UD. If a
route has a high ∆ER, the UAVs available in this path
experience unbalanced energy consumption. Thus, there
is likely a flooding attack on this path. As a result, the770

source node prefers to select paths whose ∆ER is close to
zero. This scale is calculated below.

∆ER = σ
2

Ui∈Routek
(ECRi)=

1
Hc +1

Hc+1

∑
Ui∈Routek

(
ECRi −µ

ECR
Routek

)2

(27)

where Ui indicates the UAVs available in the present path
(Routek). In addition, ECRi is the energy change rate of

Ui in [t −1, t] so that ECRi =

(
Et−1

i −Et
i

t−(t−1)

)
. Et−1

i and Et
i775

indicate the remaining energy in two moments t − 1 and
t, respectively. Additionally, µECR

Routek
is the average energy

change of UAVs available in Routek so that µECR
Routek

=

1
Hc+1

Hc+1
∑

Ui∈Routek

ECRi. Hc also indicates hop count along

Routek.780

• TR: This field holds the end-to-end delay in Routek. It
is equal to the sum of the link delays between the inter-
mediate UAVs available in Routek. When TR is low in
a route, it is more appropriate for sending data because
hostile nodes cannot be in this route. This scale is ob-785

tained from Equation 28.

TR =
Destination

∑
Ui,U j∈Routek

T t
i j (28)

where Ui and U j represent two consecutive nodes on Routek.
Destination is UD, and T t

i j indicates the link delay be-
tween Ui and U j in Routek. It is calculated using the in-
formation stored in the neighbor table.790

• PLRR: This field holds the packet loss rate in a path. It
is equal to the maximum PLR in the nodes available on
Routek. Unsecure paths have a lot of PLR. As a result,
this scale can help diagnose these paths on the network.
This value is calculated using Equation 29.795

PLRR = max
Ui∈Routek

(PLRi) = max
Ui∈Routek

(
msgdropped

i
msgtotal

)
(29)

where msgdropped
i and msgtotal are the number of pack-

ets deleted in Ui and the total number of packets, respec-
tively.

• PTFR: This field holds the packet transfer frequency in
a path. It is proportional to the mean of the PTF of UAVs800

available in Routek and is obtained from Equation 30.
Safe routes have lower PTF. In contrast, if a route con-
tains hostile nodes, the possibility of PLR will increase,
and the need to re-transfer the packets will increase.

PT FR =
1

Hc +1

Hc+1

∑
Ui∈Routek

PT Fi =
1

Hc +1

Hc+1

∑
Ui∈Routek

(
msgtrans f erred

i
∆t

)
(30)

where msgtrans f erred
j represents the number of sent pack-805

ets in the interval [t, t +∆t]. Hc also indicates the hop
count in Routek.

• PRFR: This field holds the packet reception frequency
of a route. It is equal to the mean of PRF of intermediate
UAVs in Routek and is calculated through Equation 31.810

Secure paths have more PRF. In contrast, the presence of
hostile nodes in a path increases the likelihood of losing
the packets and lowers PRFR.

PRFR =
1

Hc +1

Hc+1

∑
Ui∈Routek

PRFi =
1

Hc +1

Hc+1

∑
Ui∈Routek

(
msgreceived

i
∆t

)
(31)

so that msgreceived
j indicates the total number of packets

received in the interval [t, t +∆t]. Hc also indicates the815

hop count in Routek.
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Figure 9: The structure of RREQ.

Figure 10: Sending the RREP message to US.

• Source IP address: It holds the address of US that for-
wards RREQ.

• Destination IP address: It holds the address of UD.

• Source sequence number: It ensures that the informa-820

tion of the reverse path to US is fresh.

• The destination sequence number: Before US chooses
a path, the field ensures that the path is fresh.

When a neighboring node receives this RREQ message, it
first ensures that it is not repetitive. Then, it broadcasts the825

RREQ again for its neighbors on the network. This procedure
is repeated until the RREQ message arrives UD or the node with
a valid path to UD. Note that the local trust presented in Section
5.2 can detect some hostile nodes. For example, in Figure 8, U2
was identified as a hostile node, and no RREQ message is sent830

to it. While some attackers, such as Grey hole, may hide and
not be diagnosed with local trust. For example, the hostile node
U6 has not been identified as an attacker. It has participated
in the routing process. The detection of these nodes is done at
the path trust phase described in Section 5.4. After the RREQ835

messages arrive at the destination or node with a valid path,
this node prepares a route reply (RREP) message and sends it
to US to identify different routes to UD. Figure 10 depicts this
procedure.

The pseudo-code related of the procedure is presented in840

Algorithm 3. In the following, the time complexity of this algo-
rithm is analyzed. This algorithm uses an IF condition (in lines
1-14), which includes the following commands:

• Two commands (lines 2 and 3) that have fixed run times,
b1 and b2, respectively.845

• A while loop (in lines 4-10), which is repeated N time in
the worst case. So that N is the total number of UAVs
in the network. This loop contains an IF-ELSE condition
(in lines 5-9) with a fixed run time b3.

• Two commands (in lines 11 and 12), which have fixed850

run times b4 and b5, respectively.

• A command (line 13) whose run time is dependent on
Algorithm 4, whose time complexity is O(N).

Therefore, the time complexity of this algorithm is calcu-
lated as follows:855

T (n) = b1 +b2 +b3N +b4 +b5 +N (32)

Consider a fixed number b ≥ b1 +b2 +b3 +b4 +b5:

T (n) = b1 +b2 +b3N +b4 +b5 +N ≤ bN (33)

As a result, the time complexity of Algorithm 3 is O(N).

Algorithm 3 Route discovery process
Input: Ui: UAVs in the networks so that i = 1,2, ...,N

US: Source UAV
UD: Destination UAV

Output: Forming a path between US and UD.
Begin

1: if US wants to send its data packet to UD and US does not have any path to UD in its
routing table then

2: US: Produce a route request message (RREQ);
3: US: Send RREQ to its neighboring UAV, for example U j ;
4: while RREQ is received by UD or RREQ is received by a UAV having a path to

UD do
5: if PMU j = 1 then
6: Uj: Delete RREQ;
7: else if PMU j = 0 then
8: Uj: Send RREQ to its neighbors;
9: end if

10: end while
11: UD: Generate a route reply (RREP) message;
12: UD: Send RREP to US;
13: US: Select the safest route from the paths between US and UD based on Algorithm

4;
14: end if

End

5.4. Fuzzy trust-based path selection phase

In this section, US evaluates the various paths found in the
path discovery phase with regard to a fuzzy-based path trust860

process to decide on the safest route. In Figure 11, we as-
sume that the three paths have been found between US and UD:
Route(1) : US−U1−U4−U5−UD, Route(2) : US−U1−U3−
U4−U5−UD, and Route(3) : US−U1−U3−U6. Among these
paths, Route3 is a fake route that includes U6. Each path is865

known by six scales, Hc, ∆ER, PLRR, PT FR, PRFR, and TR.
They can be extracted from RREQ.
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Figure 11: Finding various path between US and UD.

According to these scales mentioned above, the evaluation
of the path trust (RTR) is based on a fuzzy system. This sys-
tem is responsible for evaluating the trust level of paths in ac-870

cordance with these six scales. This fuzzy system follows the
Mamdani fuzzy inference. It consists of three inputs, namely
BH and SF-based path trust (RTBH−SF ), WH-based path trust
(RTWH ), and flooding-based path trust (RTF ). Also, this system
has an output, namely path trust (RTR), and a knowledge base.875

Note that US is responsible for implementing the fuzzy system
and determining the trust level of different paths.

5.4.1. Fuzzy inputs
In FTSR, the fuzzy trust system includes three inputs, namely

RTBH−SF , RTWH , and RTF .880

• BH and SF-based path trust (RTBH−SF): When a black
hole attack or a selective forwarding attack occurs on a
path, it experiences a high PLR and low PRF. Therefore,
RTBH−SF is achieved according to Equation 34.

RTBH−SF =

(
PRFR

max
R∈RouteSet

(PRFR)

)
(

PLRR
max

R∈RouteSet
(PLRR)

) (34)

where R indicates the present path that must be assessed.885

RouteSet is a set of all paths found between US and UD.
The diagram of the membership function (MF) associ-
ated with RTBH−SF is illustrated in Figure 12. According
to this figure, RTBH−SF contains three modes namely low,
medium, and high.890

• WH-based path trust (RTWH): When a wormhole at-
tack occurs on a path, the fake path shows lower hops
than legal paths. While this fake path increases the end-
to-end delay, PLR, and PTF and lowers PRF. According
to [31], the authors prove that the number of hops in a895

Figure 12: The diagram of MF associated with RTBH−SF .

legal path must be D(US,UD)
RT

≤ Hc ≤ 2
(

D(US,UD)
RT

)
so that

D(US,UD) is the distance between US and UD, and RT
indicates the transmission radius. Now, if Hc of a path
is less than D(US,UD)

RT
, there is likely a WH attack on this

path. While if Hc of a path is more than 2
(

D(US,UD)
RT

)
,900

it will have an adverse effect on network performance.
In these two cases, it lowers the WH-based path trust
(RTWH ). As a result, RTWH can be calculated using Equa-
tion 35.

where R is the present path that must be assessed. RouteSet905

indicates a set of the discovered paths between US and
UD. The diagram of MF associated with RTWH is pre-
sented with RTWH in Figure 13. As shown in this figure,
RTWH contains three modes, namely low, medium, and
high.910

• Flooding-based path trust (RTF): When a flooding at-
tack occurs on the path, it increases PTF, ECR, and the
end-to-end delay in that path. Therefore, RTF is calcu-
lated through Equation 36.

RTF =
1(

ECRR
max

R∈RouteSet
(ECRR)

)
+

(
TR

max
R∈RouteSet

TR

)
+

(
PT FR

max
R∈RouteSet

PT FR

)
(36)

where R and RouteSet are the current path and the set915

of all paths found between US and UD, respectively. The
diagram of MF associated with RTF is shown in Figure
14. According to this figure, RTF contains three modes,
namely low, medium, and high.

5.4.2. Fuzzy output920

The output of this system is the path trust (RTR), which is
a combination of three fuzzy inputs (i.e. RTBH−SF , RTWH , and
RTF ). It includes seven modes (i.e. extremely low, very low,
low, medium, high, very high, and extremely high). The dia-
gram of MF related to RTR is shown in Figure 15.925

5.4.3. Knowledge base
The proposed system considers the rules presented in Table

3. For example, Rule 1 will be stated below.
Rule 1: IF RTBH−SF is Low AND RTWH is Low AND RTF

is low THEN RTR is Extremely low.930

Algorithm 4 expresses the pseudo-code related to the path
selection procedure. In the following, the time complexity of
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RTWH =



(
PRFR

max
R∈RouteSet

(PRFR)

)
+

(
Hc

max
R∈RouteSet

(Hc)

)
(

TR
max

R∈RouteSet
TR

)
+

(
PLRR

max
R∈RouteSet

(PLRR)

)
+

(
PT FR

max
R∈RouteSet

(PT FR)

) , D(US,UD)
R ≤ Hc ≤ 2

(
D(US,UD)

R

)
(

PRFR
max

R∈RouteSet
(PRFR)

)
(

TR
max

R∈RouteSet
TR

)
+

(
PLRR

max
R∈RouteSet

(PLRR)

)
+

(
PT FR

max
R∈RouteSet

(PT FR)

)
+

(
Hc

max
R∈RouteSet

(Hc)

) , Otherwise

(35)

Figure 13: The diagram of MF associated with RTWH .

Figure 14: The diagram of MF related to RTF .

Figure 15: The diagram of MF corresponding to RTR.

Table 3: Knowledge base in the proposed fuzzy-based trust system.
Fuzzy system inputs Fuzzy system output

Fuzzy rules RTBH−SF RTWH RTF RTR
1 Low Low Low Extremely low
2 Low Low Medium Very low
3 Low Low High Low
4 Low Medium Low Very low
5 Low Medium Medium Low
6 Low Medium High Medium
7 Low High Low Low
8 Low High Medium Medium
9 Low High High High

10 Medium Low Low Very low
11 Medium Low Medium Low
12 Medium Low High Medium
13 Medium Medium Low Low
14 Medium Medium Medium Medium
15 Medium Medium High Very high
16 Medium High Low Medium
17 Medium High Medium High
18 Medium High High Very high
19 High Low Low Low
20 High Low Medium Medium
21 High Low High High
22 High Medium Low Medium
23 High Medium Medium High
24 High Medium High Very high
25 High High Low High
26 High High Medium Very high
27 High High High Extremely high

this algorithm is analyzed. It consists of 8 commands (in lines
1-8) whose time complexities are determined by Equations 34,
35 and 36.935

• The time complexity of Equation 34 is O(N).

• The time complexity of Equation 35 is O(N).

• The time complexity of Equation 36 is O(N).

Therefore, the time complexity of Algorithm 4 is O(N).

5.5. Path maintenance phase940

At this phase, the path maintenance procedure is carried out
to restart the path discovery procedure when occurring a route
failure. US periodically examines whether the paths available
in the routing table are still connected. In order to validate the
paths, US regularly sends a path validation message through the945

existing path. If this message is successfully gotten by UD, it
will respond by sending an acknowledgment message (ACK)
to confirm that this path is connected. Otherwise, if US does
not get any ACK message from UD after a certain time, then US
will be informed of the disconnected route and will begin the950

path discovery procedure to get new paths in accordance with
Section 5.3.
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Algorithm 4 Route selection process based on the fuzzy route
trust evaluation
Input: Ui: UAVs in the networks so that i = 1,2, ...,N

US: Source UAV
UD: Destination UAV

Output: Selecting a path between US and UD.
Begin

1: US: Calculate the route trust based on BH and SF attacks (RTBH−SF ) using Equation
34;

2: US: Convert RTBH−SF to a fuzzy variable using the fuzzy membership function (FMF)
presented in Figure 12;

3: US: Compute the route trust based on WH attack (RTWH ) according to Equation 35;
4: US: Fuzzify RTWH according to the FMF displayed in Figure 13;
5: US: Obtain the route trust based on flooding attack (RTF ) from Equation 36;
6: US: Transform RTF into a fuzzy variable using the FMF represented in Figure 14;
7: US: Calculate the fuzzy value of the route trust (RTR) based on the proposed fuzzy

system;
8: US: Convert the fuzzy vale of RTR to a crisp value using the FMF presented in Figure

15;
End

Algorithm 5 illustrates the pseudo-code related to the pro-
cess whose time complexity is presented below. Algorithm 5
contains a while loop (in lines 2-15) that is repeated at the sim-955

ulation time (ts). This while loop contains an IF condition (in
lines 3-13) to measure the time of sending a path validation
message. This IF condition includes the following commands:

• A command (line 4) that has a fixed run time h1.

• A IF condition (lines 6-8) with a fixed run time h2.960

• A command (line 9) with a fixed run time h3.

• A IF condition (lines 10-12) whose run time depends
on Algorithm 3. The time complexity of Algorithm 3
is O(N).

Therefore, the time complexity of Algorithm 5 is calculated965

below.
T (n) = ts (h1 +h2 +h3 +N) (37)

Suppose there is a fixed number h so that h ≥ h1 +h2 +h3:

T (n) = ts (h1 +h2 +h3 +N)≤ htsN (38)

Therefore, the time complexity of Algorithm 5 is O(tsN).

6. Simulation and result evaluation

For performance and efficiency analysis, the simulation op-970

eration of FTSR is performed using Network simulator 2 (NS2).
This operation considers the simulation parameters introduced
in Table 4. According to this table, the network is 800×800×
800 m3 for the simulation operation. In this network, the num-
ber of nodes and packets varies between 10-70 nodes and 30-975

300 packets, respectively. The movement of UAVs in the FANET
is defined by the random waypoint model. The traffic model is
the constant bite rate (CBR), and its rate is 1 Mbps. Finally, the
performance of FTSR is examined with regard to the malicious
detection rate, PDR, PLR, accuracy, and delay, and the results980

are compared with those of TOPCM [14], MNRiRIP [14], and
MNDA [19]. In the following, these evaluation criteria are in-
troduced.

Algorithm 5 Route maintenance process
Input: US: Source UAV

UD: Destination UAV
V T = 0: Timer
t = 0: Timer for simulation process
ts: Simulation time
RTValidation: Route validation period

Output: Checking the formed path between US and UD
Begin

1: US: Check whether the discovered route between US and UD is valid periodically;
2: while t ≤ ts do
3: if V T = RTValidation then
4: US: Unicast a route validation message to UD;
5: V T = 0;
6: if UD receives the route validation message from US then
7: UD: Send a ACK message to US;
8: end if
9: US: Wait for receiving the ACK message from UD;

10: if US does not receive the ACK message form UD then
11: US: Start the route discovery process based on Algorithm 3;
12: end if
13: end if
14: V T =V T +1;
15: end while

End

Table 4: Simulation parameters.
Evaluation criteria Value

Simulation tool NS2
Network dimensions 800×800×800 m3

Mobility model Random waypoint
Traffic model Constant Bite Rate (CBR)

CBR rate 1 Mbps
The number of UAVs 10-70

The number of packets 40, 80, 120, 160, 200, 240, 280, 300
Simulation time 100 s

Traffic type TCP
Communication range 200-300 m

Number of malicious nodes 15 % of the total network nodes

• Malicious node detection rate: It expresses the ability
of the security mechanism to detect hostile nodes on the985

network.

• Accuracy: This evaluation criterion illustrates how many
hostile nodes have been correctly identified by the secu-
rity mechanism.

• Packet delivery ratio (PDR): This criterion is defined990

as the ratio of the packets gotten by UD to all packets
produced by US.

• Packet loss rate (PLR): It indicates the percentage of
missing packets that have not reached UD.

• End-to-end delay (EED): This criterion is defined as the995

average time when a data packet is produced by US until
the moment of this packet arrives to UD.

6.1. Malicious node detection rate and accuracy

Figure 16 shows a comparison of different schemes accord-
ing to the detection rate. In this figure, FTSR has the high-1000

est detection rate, meaning that this parameter has been im-
proved compared to TOPCM (about 11.85%), MNRiRIP (ap-
proximately 50.49%), and MNDA (about three times). Also,
Figure 17 displays the accuracy of different schemes for detect-
ing hostile UAVs correctly. According to this figure, FTSR is1005
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Figure 16: The detection rate of hostile nodes in different schemes.

highly accurate and operates better (about 8.97%) than TOPCM.
This proves that FTSR designs a robust security mechanism be-
cause this security mechanism uses two techniques, namely lo-
cal trust and fuzzy-based path trust to detect hostile UAVs ac-
curately. Another point that can be deduced from Figure 16 is1010

that there is a direct relationship between the number of UAVs
and the detection rate in FTSR and TOPCM. Therefore, when
there are a high number of UAVs in the network, these schemes
can better detect hostile UAVs and vice versa. However, there
is no such relationship in MNRiRIP and MNDA. According to1015

Figure 17, FTSR, TOPCM, and MNRiRIP have high accuracy
for detecting hostile nodes when the density of UAVs is high.
However, the accuracy of MNDA is almost constant, it has no
change when increasing the number of UAVs. The main reason
is that FTSR uses several parameters such as PLR, PRF, PTF,1020

delay, the number of hops, and energy change rate to identify
hostile nodes. When the UAV density is low, the probability
of path failure is highly increased, and all UAVs experience
a high number of missing packets. Thus, the designed secu-
rity mechanism cannot correctly distinguish hostile UAVs from1025

honest UAVs. While when the density is high, the interaction
between UAVs has improved, and the abnormal behavior of
hostile nodes is recognizable. As a result, FTSR better iden-
tifies these nodes. TOPCM evaluates the trust level of UAVs
based on four scales, including broadcast ID, destination ad-1030

dress, the next-hop ID, and the current node ID. Thus, when
the density of the UAVs is high, more suitable paths are created
between UAVs, and their trust level is more accurately evalu-
ated. However, MNDA performs the malicious detection pro-
cess only based on delay. This has reduced its ability to detect1035

hostile UAVs accurately.

6.2. Packet delivery rate and packet loss rate
Figure 18 illustrates the evaluation results of different schemes

in terms of PDR. In this figure, FTSR has a better PDR and in-
creased this evaluation criterion by 11.58%, 35.25%, and 78.52%1040

compared to TOPCM, MNiRIP, and MNDA, respectively. Fig-
ure 19 also shows the outcomes related to PLR in different

Figure 17: Accuracy evaluation in different schemes.

schemes. According to this figure, FTSR has an acceptable per-
formance with regard to PLR and reduces this evaluation crite-
rion by 52.15%, 64.64%, and 71.49% compared to TOPCM,1045

MNRiRIP, and MNDA, respectively. The main reason for the
better performance of our scheme in terms of PDR and PLR
is that FTSR uses a local trust mechanism to diagnose hos-
tile UAVs. These nodes are isolated and cannot participate in
the networking processes. On the other hand, after identifying1050

all paths between US and UD, the proposed fuzzy-based path
trust system chooses the safest route. This increases the stabil-
ity of the path and improves PDR in FSTR. Another important
point in Figure 18 is that there is a direct relationship between
PDR and the density of UAVs in all schemes. Whereas, accord-1055

ing to Figure 19, PLR and density have a reverse relationship.
These results are quite rational because when the UAV density
is high, UAVs can find more paths between themselves, and
consequently, the probability of the route stability will improve.
Moreover, the results obtained in Section 6.1 show that increas-1060

ing the density of UAVs improves the detection rate. This in-
creases PDR in all schemes.

6.3. Delay

Figure 20 expresses the results of delay in different schemes.
As shown in this figure, FTSR has an acceptable delay. It1065

has reduced this evaluation criterion compared to MNRiRIP
(about 6.35%) and MNDA (approximately 34.75%). However,
TOPCM has approximately 21.34% less delay than FTSR. Note
that the fuzzy-based trust mechanism designed by FTSR is a ro-
bust security mechanism, which can well detect hostile UAVs1070

but the fuzzy mechanism imposes some computational costs on
UAVs and causes a high delay in FTSR compared to that in
TOPCM.

7. Conclusion

In this paper, a novel fuzzy trust-based secure routing scheme1075

called FTSR was suggested for FANETs. In FTSR, each UAV
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Figure 18: PDR in various schemes.

Figure 19: PLR in different schemes.

Figure 20: Delay in different schemes.

utilizes a distributed and local trust mechanism to identify reli-
able neighboring UAVs and separate hostile nodes. Thus, hos-
tile UAVs cannot participate in the routing operation; this re-
duces the possibility of forming fake paths in the network. How-1080

ever, some attackers, such as Grey hole, may hide, and UAVs
cannot identify them using the local trust mechanism. Detec-
tion of these hostile nodes is done at the path trust procedure.
In this operation, the source UAV uses the fuzzy-based path
trust mechanism. It is responsible for evaluating the trust level1085

of paths based on three security scales, namely BH and SF-
based path trust, WH-based path trust, and flooding-based path
trust to select the safest route. Finally, the simulation process
of FTSR is done using NS2, and its performance is evaluated
according to the detection rate, PDR, PLR, accuracy, and de-1090

lay. This evaluation shows that FTSR increased the detection
rate compared to TOPCM (about 11.85%), MNRiRIP (approx-
imately 50.49%), and MNDA (about three times), and its de-
tection accuracy is higher (about 8.97%) than TOPCM. Also,
FTSR improves PDR by 11.58%, 35.25%, 78.52%, and PLR1095

by 52.15%, 64.64%, and 71.49% compared to TOPCM, MN-
RiRIP, and MNDA, respectively. However, FTSR increased de-
lay by approximately 21.34% more than TOPCM. It is due to
the computational costs of the security mechanism designed in
this method. In future research directions, we are trying to de-1100

sign lightweight and robust security mechanisms based on new
techniques such as neural networks and reinforcement learning
to reduce delay in the routing process.
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