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Abstract—Situation awareness is often described as the per-
ception and comprehension of the current situation, and the
projection of future status. Whilst this may be understood in
an organisational cybersecurity context, there is a strong case
to be made for effective cybersecurity situation awareness that
is tailored to the needs of the Non-Expert User (NEU). Our
online usage habits are rapidly evolving with smartphones and
tablets being widely used to access resources online. In order
for NEUs to remain safe online, there is a need to enhance
awareness and understanding of cybersecurity concerns, such
as how devices may be acting online, and what data is being
shared between devices. In this paper, we explore the notion of
personal situation awareness for NEUs. We conduct a small-scale
study to understand how NEUs perceive cybersecurity. We also
propose how visual analytics could be used to help encourage
NEUs to actively monitor and observe their activity for greater
online awareness. The guidance developed through the course of
this work can help practitioners develop tools that could help
NEUs better understand their online actions, with the aim to
result in safer experiences when acting online.

I. INTRODUCTION

There is no doubt that the modern Internet has revolu-
tionised how society interact today. Whether it be commu-
nication with friends using social media, searching for local
restaurants, buying a new home, or reading the daily news,
the Internet now plays a significant role in many aspects of
both our work lives and our personal lives. Usage habits have
also drastically changed in recent years, with smartphones
and tablets bringing about greater convenience for quickly
accessing information whilst on the move. In the UK, Ofcom
reported in August 2015 that smartphones had overtaken
laptops as the number one device for Internet users, with two
thirds of people now owning a smartphone and using this for
nearly two hours every day to access the Internet [14]. As
society begins to embrace the concept of the Internet of Things
(IoT), we are moving to a state where more and more of our
electronic devices will be communicating online.

However, as Internet adoption continues to grow, so do
the threats that are posed online. Symantec state in their
Internet Security Threat Report 2015 that non-targeted attacks
still make up the majority of malware and that in 2014
there were more than 317 million new pieces of malware
created [20]. The report also states that ransomware has rapidly
increased since the previous year, including the first piece of

Fig. 1. Screenshot of the Wireshark Network Protocol Analyser. Whilst this
provides an excellent tool for experienced security analysts, non-expert users
may have difficulty in identifying activities of interest from the network traffic.

crypto-ransomware to infect an Android mobile device. Of
particular interest, the report also flags that from a recent
survey conducted by Norton, one in four people admitted that
they did not know what they had agreed to give access to
from their phone when downloading an application. With the
increase of threats online, and the lack of awareness that many
of those acting in cyber space have, there is a serious need to
think about how we as researchers can help to alleviate this
situation. One step towards this is to consider how users can
observe and monitor their own personal cybersecurity. If users
could see and explore their online activity data, it may help
them make better informed decisions, and as a result, better
protect themselves when acting online.

In this paper, we propose the introduction of security
visualization specifically designed for non-expert users (NEU).
We consider NEUs to be novice users with regards to cyber se-
curity, networking concepts, and data visualization techniques.
Of course, they may well express an interest in such areas and
so part of the challenge is to facilitate their understanding of
cyber security concerns through effective visualization. There
exist many good network analysis tools that are designed
especially for security experts, such as Wireshark (Figure 1).



However, these tools often require experience and knowledge
about low-level networking concepts, and are not designed
with novice users as the intended audience. Similarly, the typ-
ical security measures that NEUs may currently have in place
- such as anti-virus and firewalls - do not allow for exploration
of network communication activity between devices. There
are a number of reasons why a NEU may wish to visualize
their home network - for example, to identify devices that are
using large amounts of data, or to identify changes in device
behaviour which may imply that malicious software is being
used. It could also help to reveal the transmission of personal
or sensitive data, such as credit card numbers, passwords,
geolocation, or phonebook contacts. Most importantly, the
ability to visualize network activity and make sense from
this would begin to empower a NEU, where previously they
may have acted unaware of what data is shared across the
network. In this way, the visualize can begin to educate NEUs
on cybersecurity concerns, and allow them to be proactive
about their own personal safety when acting online.

The work described in this paper makes the following
contributions:

• We position cyber situation awareness in the context of
non-expert users (NEUs). We argue the need for greater
online awareness and protection for NEUs, which could
be enhanced through self-monitoring of online activity.

• We conduct a small-scale survey of NEUs to understand
their current perceptions of personal cyber security.

• To support self-monitoring, we present a visual analytics
approach to cyber situation awareness, specifically de-
signed for NEUs. We consider how this should differ from
traditional security analysis, and how to engage NEUs to
promote security awareness.

• We demonstrate a malware security case study, and show
how the tool can help to identify and resolve this.

II. BACKGROUND

Within the field of security visualization, there has been
much work that addresses the topic of network traffic visual-
ization. The survey by Shiravi et al. presents different visu-
alization techniques for understanding network security [18].
Dang and Dang also provide a survey on security visualization
techniques for web information systems [5]. The work of
Ball et al. describes a network visualization tool that is
designed to be ‘home-centric’ [2], however this is still with
the target audience of the security analysts in mind. From the
education viewpoint, Schweitzer and Brown discuss how visu-
alization can be used as a technique for teaching security [17].
The textbooks by Marty [11] and Conti [4] also illustrate
a number of different techniques for how visualization can
help better understand the problems that exist within security.
More recently, works such as [8], [10], [3] have all addressed
how expert security analysts can visualize network or user
activity data in large organisation environments. There are
many different commercial and open-source tools available
online for monitoring and analysing network activity. It is
almost overwhelming how many tools are available when

searching online, including Wireshark (Figure 1), tcpdump,
Splunk, Cuckoo Sandbox, LiveAction, and SolarWinds Net-
Flow Traffic Analyser. However, the majority of these tools
are designed with technical users in mind. They may have
complicated installation processes, or require a large amount
of configuration to be able to use them. They do not cater
for the needs of a NEU and are most often designed with
organisation security analysts as the primary audience.

Looking more broadly at how visualization is currently used
for NEUs, Fulda [6] considers information visualization for
non-expert users, and how such techniques can be evaluated,
such as by observation. Gough et al. [7] propose a set of
guidelines for creative practitioners developing visualizations
for Non-Expert Users, which we build upon for security
analysis. Michel et al. [12] propose to use virtual worlds
as a method for managing cyber situational awareness. They
outline an experimentation of injecting anomalous activity
into SecondLife and WoW, to observe whether participants
can identify anomalous activity. However, they do not give
their results, or divulge on their approach for visualizing such
information or detecting such anomalies. Miller and Stasko
developed a metaphorical visualization tool called InfoCanvas
that can report on various data attributes such as number
of unread e-mail, via a visual depiction [13]. Stasko et
al. extend the work to explore how a user may customise
their display to create Informative Art [19]. Pousman et al.
discuss Casual Information Visualization, which is the focus
of InfoVis for the masses rather than only for bespoke or
expert users [15]. Huang et al. present the topics of Personal
Visualization and Personal Visual Analytics [9] - two areas
within the visualization community that are begin to attract
attention as individuals carry sensors such as mobile phones
and accelerometers. Abdullah et al. describe a visualization
framework for self-monitoring of web-based information dis-
closure [1]. Van Kleek et al. propose Eyebrowse as a real-
time web activity sharing and visualization tool [21], to help
individuals better understand how they spend their time of
the web. In recent years, society has become more data-
driven, which has resulted in more engagement with interactive
visualizations in online spaces. Therefore, the challenge of
addressing NEUs is an interesting one given that society today
is more familiar with interaction and visual representation
techniques. We position our work with this, to find the
appropriate balance between functionality and learnability for
NEUs.

Of particular interest is the work of Rao et al. [16], who
recently proposed Meddle. Meddle uses a VPN for monitoring
mobile device network connections, and flags up personally-
identifiable information (PII) that appears in the traffic. Whilst
the tool certainly is useful, it does not necessarily support
cyber situation awareness, or allow users to visualize their
network activity - the primary role is to alert the user when
information of interest is detected in their activity. The authors
state that the tool is soon to be available for researchers, which
would serve complimentary to the visual analytic approach for
understanding situation awareness.



III. CYBER SITUATION AWARENESS OF
NON-EXPERT USERS

The ability to access information and resources online is
now easier than ever. Smartphones and tablets have led the
general public to be able to access information from wherever
they may be, and so the Internet is no longer confined to
traditional PCs. However, many users may have little or no
knowledge of what their devices are doing ‘under the hood’
- such as what other devices they are communicating with,
when they are communicating, and what data is being shared
between them. It could be argued that the general user may
not need, or may not care about how their device is acting - all
they care about is being able to use it as and when required.
However, as we continue to rely on technology it is important
that users understand the cybersecurity concerns that are asso-
ciated with Internet-enabled devices. As an example, observing
that a device on your home network has unexpectedly started
sending or receiving large volumes of data may well warrant
a cause for concern.

For those tasked with analysing network activity, tools such
as Wireshark provide a tabular view of network activity. For
a novice user who is interested to explore network traffic,
this list of activity may prove interesting, but not necessarily
useful. For a novice user to identify periods of large traffic vol-
ume, or which devices and connected at what time, the tabular
format does not provide these answers well. In particular, the
novice user may be interested to see how many connections
are made by a particular device on their network. The vast
amount of data that is involved with network packet capture
makes understanding this a challenge, however the aim here is
to alleviate this barrier to allow NEUs to begin to understand
characteristics in their network activity.

To facilitate this research, we conducted a small-scale
survey involving 24 participants to establish the views of
NEUs on personal cyber security. In order to obtain the
opinions of non-expert users, we randomly selected partic-
ipants based on them choosing to use a library within a
University Music department. We chose this setting since
the library is predominantly used by Music students, and it
was anticipated that these participants would use the Internet
frequently, but would not have a technical background or have
extensive knowledge on cybersecurity. The hypothesis that
motivated the study was that NEUs are probably concerned
about cybersecurity issues, and yet have very little awareness
of how their devices communicate online. If the right kind of
tools were available for better understanding device activity,
NEUs may well be more inclined to take a more active role
in their own cybersecurity.

From the results gathered, 13 participants were male and 11
were female. 16 participants were aged between 18 and 21,
and 8 were between 22 and 26. In response to “How would you
rate your technology skill level?”, 17 identified themselves as
intermediate, and 5 said that they were advanced. Some chose
not to declare for this question. With regards to cybersecurity,
15 participants (63%) stated that they were concerned about

Fig. 2. Overview of the ePSA framework. Internet Connection Sharing (ICS)
and Virtual Private Network (VPN) allows users to connect to the Internet.
On these connections, tcpdump and MySQL capture and store packet data
respectively. The web server provides a GUI, that utilises Python-flask and
Javascript-d3 for the analysis and visualization of network activity data.

their cybersecurity when accessing the Internet, 8 participants
(33%) stated that they were aware of the information that
their laptop/desktop communicates online, and 6 participants
(25%) stated that they were aware of the information that their
smartphone/tablet communicates online.

Participants were then asked whether they use any secu-
rity tools when they access the Internet, either from their
traditional PC or from their smartphone/tablet. Of the 24
respondents, only 4 reported that they use any tools on their
smartphone/tablet (two use an antivirus tool, and two use
a VPN). For their laptop/desktop security, 16 participants
reported using an anti-virus tool, and 12 participants reported
using a firewall. When asked “What do you perceive as your
greatest security concern when you are online?”, most par-
ticipants mentioned online banking as their primary concern.
Other responses given by participants include spam e-mails,
data fraud, identity fraud, and malicious hyperlinks.

From the responses given, none of the participants currently
monitor or analyse their Internet activity. The participants
make use of Internet resources on average for 6.68 hours a
day, mostly using laptops (79%) or smartphones (17%). 13
participants stated that they wish they could monitor their
Internet activity (with 6 providing a ‘don’t know’ response).
21 participants stated that they thought visualization could
be useful for identifying potential threats (with 3 providing
a ‘don’t know’ response).

The results from the survey provide a strong case for
conducting research in this area, and help to validate our
initial hypothesis. It is clear that users are engaging with
Internet access more and more, and yet have little grasp on
cybersecurity, or feel that current approaches do not address
their need. The survey also confirms the fact that there is
a significant challenge to be addressed of how to engage
users with cybersecurity tools, since only 54% stated that they
wish they could monitor their Internet activity. We believe
that by visualizing this activity, this can offer steps towards
lowering the barrier for entry, which in part may then help
make cybersecurity appeal to NEUs, and to make monitoring
tools accessible for NEUs, to encourage them to play an active
role in understanding their personal cybersecurity.



Fig. 3. Full view of the ePSA web-based user interface. There are three primary views: timeline view, communication view, and network view. A dialog
view is also available that provides detail. Each view can be minimised if not desired, and layout is configurable for preferred layout (e.g., on a smartphone).
All views are linked via interaction techniques. In this example, the user hovering on the timeline shows the timebar, highlights the corresponding row in the
dialog view, and highlights the corresponding source (red) and destination (green) nodes in the network view.

IV. DEVELOPING CYBER SITUATION AWARENESS TOOLS
FOR NON-EXPERT USERS

From our small-scale survey, it became apparent that NEUs
may be inclined to take an active role in understanding
cybersecurity if appropriate tools were available to better
understand their cyber activity. In this section, we describe
the process of developing an initial prototype tool that we call
ePSA (Enhanced Personal Situation Awareness) for collecting,
monitoring, and visualizing device activity. The prototype
consists of two main components: the first is responsible for
the collecting and storage of network activity, and the second
is responsible for the analysis and visualization of network
activity.

A. Data collection and storage

Figure 2 shows an overview of the ePSA framework.
Devices connect to the service that runs on a dedicated
workstation using either a Virtual Private Network (VPN)
or by Internet Connection Sharing (ICS). By using ICS, the
system will broadcast a wireless network, much like the
wireless network from the main home router. The VPN option
extends upon this to support monitoring of activity on smart
devices whilst away from the home. The collection of network
traffic is performed using the tcpdump command line tool. A
simple python script is used to manage the continual execution
of tcpdump and to store the packet data (packet number,
timestamp, source IP, source port, destination IP, destination
port, protocol, packet size, and summary information) into

a MySQL database. The full packet capture can be stored
to support deeper packet investigation, however for many
NEUs this would be outside the scope of their usage. The
system has been designed to be able to run continuously, with
minimal requirements on available memory or CPU usage
so that this can be left running on a home computer. The
graphical user interface is provided by a web server, based on
python-flask and javascript-d3. By using this configuration,
the visualization tool can be accessed by smartphone, tablet
or PC, and similarly, the packet capture can be performed for
any Internet-enabled device in real-time.

In addition to supporting real-time network capture, the
system is also designed to support historical analysis from
existing packet captures. Whilst this may not necessarily be
the intended use case for many NEUs, this could be bene-
ficial to more advanced users such as security analysts who
wish to investigate a particular scenario. For the purpose of
demonstrating the system, we make use of a publicly-available
packet capture dataset from malware-traffic-analysis.net. One
advantage of this is that their packet captures are designed
as tutorials for security analysts, where the packet capture is
known to contain some incident of particular interest which
the analysts are tasked to find. In the following section, we
describe the different visualization components that make up
our visual analytic tool, and we show how these support
the exploration and analysis of the incident to identify the
malicious activity that occurred in the captured activity.



Fig. 4. Timeline View. We use a streamgraph to show the amount of activity
on each device. This reveals that of 8 local IP addresses, there are 3 devices
that are responsible for the majority of the activity (shown by the orange,
green, and red peaks). We have brushed a particular time period to drill down,
show by the translucent red highlight. The black line shows the selected time
point, and the blue overlay shows the corresponding values at that time.

B. Data visualization and analysis

Visualization is playing an increasingly-important role in
our society when it comes to analysing and understanding
large volumes of data. Here, we focus on how visual analytics
can be utilised to allow NEUs to engage and interact with
network data related to their Internet-enabled devices. By
visualizing and interacting with network activity data, users
may begin to discern how, and what, their devices are com-
municating online. In doing so, the objective is to promote
cyber security and cyber situation awareness for NEUs so that
they become more vigilant of threats when acting online.

Figure 3 shows the main ePSA user interface. We purposely
adopt visual components that are believed to be relatively
simple and clear to understand so as to avoid overloading
the user. The three main visuals are the timeline view, the
communication view, and the network view. In addition, the
dialog view at the bottom provides detail of the raw activity
data. This level of detail is possibly out of scope for many
NEUs to engage with initially. However, by using a linked
view approach with the visualizations, the detail can be filtered
based on users selections and interactions. In this fashion,
we believe that this can help to facilitate the understanding
of network activity for those users who may be interested
to know more detail. In addition, by using a window-based
GUI, views can be minimised or repositioned so that the
user is presented only with the level of detail that they are
interested in. Likewise, the GUI is designed to be responsive
for smartphone and tablet displays so that the GUI fits the
screen size appropriately. We choose not to hide any views
from the user, but instead allow them to choose what they
wish to see and how their wish for this to be laid out. As they
become more familiar and confident in using such a tool, they
may find that more detailed views are useful in conjunction
with the visualizations.

Figure 4 shows the timeline view from the main interface.
This serves as a the main starting point for exploration and
analysis, by providing an overview of activity on a timeline.

Fig. 5. Communication View. This shows source and destination devices for
a particular time period. Each row of the scatterplot is a distinct IP address.
When the user selects a device (red), all destination hosts are revealed (blue).
Opacity relates to the volume of traffic at a given time. Patterns can be
seen such as single points of contact, or when communications begin with a
particular host.

The visualization is based on a streamgraph, which presents a
stacked area chart, across a period of time. The visualization is
designed to show the count data, such as bytes sent/received,
packets sent/received, number of hosts currently connected,
or the volume of traffic for each device connected. In the
view shown in Figure 4, each colour represents a local device,
and the area denotes the amount of traffic at a given time.
Here, we see quite clearly that there are three main devices
on the network (shown by the orange, green and red areas).
The user can hover over the timeline to obtain details for a
particular moment in time, or the user can filter a particular
time period (shown by the pale red region) which then updates
the other views accordingly. In this fashion, the view provides
a clear overview of activity, and a means to filter the data to a
particular period of interest based on some characteristic (e.g.,
volume of traffic from a particular device).

Figure 5 shows the communication view which is repre-
sented by a scatterplot. As with the timeline view, we maintain
time along the x-axis to promote consistency. The y-axis
is an ordinal scale that represents all IP addresses over the
observed time period, so that each row in the plot relates to
a unique IP address in our data. Figure 3 shows the view
with no interaction, where all points are red to indicate all
sources of traffic. From the interaction with the timeline view,
this allows us to ‘zoom-in’ on a particular time period, so
that only communications within the brushed region of the
timeline are now shown (the timeline shows from 07:10.10, to
07:11.00). In addition, interaction allows a user to highlight
activity for a particular device. In Figure 5, the user selects the
row corresponding to IP 192.168.204.137, and the plot now
shows the communication from this device in red, and the
destination devices in blue. This may be particularly useful to
observe as and when the device begins communication with
a previously unobserved device. We suspect that many NEUs
may choose to stick to the timeline view and the network
view, however as familiarity and confidence grow, this may
prove beneficial. In particular, for more complex cases such
as understanding the patterns of communications, this becomes
a useful visualization.



Fig. 6. Network View. We use a fixed ring layout for local devices, with a
dynamic force layout on all other nodes (i.e., external hosts). The red node
has been selected for investigation due to the large number of connected hosts.
When selected, destination nodes are highlighted in cyan.

Figure 6 shows the interactive network view. A semi-force-
directed layout is utilised, where local devices (i.e., devices
that IP addresses are in the range 192.168.*.*) are fixed
in a radial layout and represented by a large node in the
graph. Smaller nodes are indicative of all other (typically
external, or specialist) IP addresses. Compared to a traditional
force-directed approach, this provides clearer indication of
what nodes are of particular interest which would be highly
beneficial for NEUs. Here, it becomes clear to see that there
are three nodes of particular interest that generate most activity
on the network, shown by the connections to smaller nodes
that are in proximity of the larger nodes. This reinforces what
was seen from the streamgraph timeline, however now we
can also see additional information such as commonalities
between the three devices (i.e., nodes that all three devices
connect to). Users can interact with the view to help enhance
their understanding - including typical drag and selection
techniques. When the mouse is positioned over a particular
node (like the red node shown), the destination nodes are
shown in blue. We also incorporate a logarithmic-scale for the
destination nodes, which can be mapped to different attributes.
In this example, the node scaling shows a relative view of the
amount of communication between the selected node and each
destination, which allows nodes with high traffic to be easily
identified.

Filters can be easily incorporated to search the packet details
and reduce the complexity of each linked visualization. We
also provide common filters as default checkboxes that the
user can toggle on or off. An example of this is a GET
filter, that simply identifies traffic that states ‘GET’ in the
information tag. Whilst simple, it effectively filters all traffic
except that of file resource requests for loading web content,
making it a powerful tool for more informative investigation.
Figure 7 shows the network view with the GET filter applied.
In addition, since we would expect this to relate to HTTP

Fig. 7. Network View with the GET filter applied. This reveals the three
main local devices, and the hosts that web content was downloaded from. The
filter can also be used to reveal anomalous activity. Here, size is mapped to
anomalous port activity. The large cyan node communicated over port 27800,
compared against other GET traffic that used port 80. The dialog view shows
five packets that reveal this as the source of the malicious software.

traffic on port 80, we can employ an anomaly detection routine
with the filter to identify deviation from this expectation.
The scaling of the destination nodes represents the amount
of anomalous traffic based on the expectation of the filter. We
can see one particular node that appears larger than the others.
With this filter applied, an obfuscated URL becomes clear in
the dialog view (which was the source of the malware), which
is then followed by a number of files being downloaded on port
27800. Of course, we can not expect a NEU to identify this
purely from the traffic data in the detail view alone. However,
with the support of the visualizations to obtain an overview
of the activity, along with the linked interaction between the
different views, the ability to filter in on potentially interesting
activity becomes much easier to achieve. The visualizations
and interactions are designed to be simple yet intuitive for
representing, and analysing, the underlying data, which can
potentially help encourage users to engage with such tools,
and help to promote their awareness of such activity.

V. DISCUSSION

In this paper, we have put forward the case for developing
visual analytics tool that can help to encourage better cyber
situation awareness for NEUs. We have conducted a small-
scale survey to understand the opinions of NEUs, and we have
demonstrated a prototype software tool that begins to depict
network activity. In this section, we discuss the challenges that



we have identified over the course of this work, and consider
how this work may be developed further.

A. Visualization

With regards to the visualization designs, we have made a
conscious effort to use relatively simple and clear techniques
for illustrating network activity. This is primarily to avoid
the issue of overloading for NEUs, which would instinctively
discourage users from engaging with the system. There is
debate over the effective use of network graph visualizations,
since these can become unmanageable when there are a large
number of nodes and connections. To alleviate this, we have
used filtering of the timeline, and also incorporated the semi-
fixed radial layout of local devices. Other approaches such as a
matrix view can be useful to show corresponding source and
destinations for large volumes of data, however we believe
the abstract nature of these does not fit well for supporting
a NEU. It may be that as a user becomes more familiar
and more confident, then the tool could support a variety of
representations and interactions.

One possible extension to the current work is to consider
how different visualisation forms could be used to represent
Internet activity. In this initial prototype we choose a clear,
yet functional, approach that provides a good starting point.
Other ideas may include metaphorical visualizations, such
as cityscapes and other human environments (e.g., gardens).
In addition, by integrating anomaly detection techniques, the
visualization could alter based on this deviation, so that
they user can identify that something requires investigation.
Although we have considered this approach, one challenge for
a NEU is that the mapping becomes more complex between
the data and the visual representation. It may also obscure
the original data so that analysis of the situation becomes
much more difficult to perform. In the future, we would like to
extend our preliminary survey to a larger user study, that would
examine the use of personal network activity visualization by
NEUs, to see whether seeing their own network activity helps
to enhance their online awareness.

B. User engagement

Another important challenges associated with this work is
how we encourage NEUs to engage and analyse their online
activity. From our small-scale survey, whilst most felt that
visualization would help to identify threats, only 54% of
participants wish that they could monitor their own Internet
activity. In some way this is unsurprising - people want to
access the information they are looking for online, rather than
being burden with information about how they accessed this.
However, it is important that if they should want to, or need
to, understand what is happening at the network level that they
are able to do this and do not believe that such capability is
out of their reach.

In addition to this, many NEUs may believe that cyber-
security is something that they should not need to actively
monitor, and that automated tools should be designed to do
this for them. As our survey showed, many are familiar with

anti-virus and firewall products for their desktops/laptops, but
not for their smartphones and tablets. We acknowledge that
users are not necessarily going to, or expected to, constantly
monitor their activity in this fashion. We would argue however,
that should there be reason to do so, that users should have
simple and intuitive tools available to support them rather
than having to rely on expert users. In particular, as the
Internet of Things continues to evolve and we have more
and more devices on our home networks, it may become
more crucial to support this form of home monitoring. This
work represents the early stages of how to support NEUs with
understanding cybersecurity. In the future, we would like to
incorporate more sophisticated tools based around machine
learning, such as multiple anomaly detectors that can provide
clear reports for the user of what has been detected and what
action they should take. We would also look to integrate
firewall configurations that can check traffic before it reaches
the user endpoint, to provide a more complete solution for
home network monitoring. In addition, we would also like to
explore how user intent can be captured so as to characterise
typical behaviour, which may further help for identifying
unexpected anomalous activity. Currently, the visualizations
only report on the network activity, but do not provide much
contextual information for the user, which would help enhance
their awareness further.

To support the research of visual analytics for cy-
ber situation awareness further, we intend to release
our software tools online as open source (please visit
http://www.plegg.me.uk for more details). In doing
so, we hope that users and organisations will use the tool
to visualize their own networks, to obtain greater ‘network
cognisance’. Despite the primary target audience being NEUs,
there is clear potential for organisations to benefit from better
approaches for visualizing their network activity. We hope
that in the future we can extend this work based on input
from individuals and from organisations, to see how this
can be utilised for better network understanding and defence,
whilst also maintaining a clear and comprehendible view
of the underlying network complexity. We would anticipate
that many security professionals could utilise our software
in collaboration with existing security tools. In particular, the
dialog view links with Wireshark so that our tool can support
exploration and filtering, and Wireshark could then be used
for deep packet investigation.

VI. CONCLUSION

We propose a framework that is designed to support NEUs
to engage with network traffic analysis in order to better
support their understanding and perception of cyber security
concerns. The framework relies on the concept of capturing
and storing network activity from Internet-enabled devices,
and using a visual analytics GUI to analyse and understand the
patterns within the activity. By incorporating visual analytic
tools that are suitably-designed for NEUs, it allows them
to explore and begin to analyse their own network activity.
This can be beneficial to identify when devices are behaving



differently to what the user may expect, such as sending or
receiving large volumes of traffic, or communicating with
new hosts that are unexpected. We believe that the ability
to visualize network activity helps to promote awareness
of how and when devices are communicating, and what
information they may be sharing, which can help NEUs to
take appropriate steps towards improving their cybersecurity.
Whilst we have primarily addressed NEUs in this work, we
believe that better approaches for visualization of network
activity would be highly beneficial in many organisational
contexts to provide clearer understanding of online activities.
This becomes increasingly valuable as more and more devices
are being utilised on corporate networks.

It is clear that online activity is becoming more and more
present in our everyday activity, as smartphones and tablet
computer continue to outweigh traditional PCs for online
access. With the Internet of Things becoming more prominent,
it will soon become even more important to understand the
activity of our Internet-enabled devices within our households
and our organisations to ensure that only permitted information
is being shared. Online threats are constantly evolving and are
not confined to traditional attacks such as viruses, so there
is a real need to help both NEUs and industry to enhance
their understanding of how devices communicate online. By
providing a clear and intuitive representation of our online
activities, we can help all users of cyberspace to enhance their
personal situation awareness.
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