Adaptive Secure Control for Uncertain
Cyber—Physical Systems With Markov Switching
Against Both Sensor and Actuator Attacks

Zhen Liu", Junye Zhang, and Quanmin Zhu

Abstract—In this article, adaptive secure controller synthesis
for uncertain cyber—physical systems with Markov switching
(CPSMS:s), both sensor and actuator stealthy attacks as well as
generally unknown transition rates (GUTRs), is under consider-
ation via neural sliding mode control (SMC) technique. In order
to resist unknown attack signals from both sensor and actuator
channels, a novel neural network (NN)-based SMC design is
performed, which could not only guarantee the boundedness of
relevant adaptive data but also force the actual state trajectories
to arrive at the proposed sliding mode surface (SMS) with
limited moments almost surely. Then, a fresh stochastically stable
criterion for the resultant plant is provided in spite of hidden
cyber attacks, GUTRs, and structural uncertainty, relying on the
arrival of the SMS and stochastic stability theory. Finally, an
F-404 aircraft engine model with performance comparisons is
offered to confirm the feasibleness of the theoretical result.

Index Terms—Cyber—physical systems (CPSs), Markov switch-
ing parameter, neural network (NN), sensor and actuator attacks,
sliding mode control (SMC).

I. INTRODUCTION

YBER-PHYSICAL systems (CPSs), in view of the

advancement of computers and information interaction
technology, have been extensively found and studied in indus-
trial field around the heterogeneous cyber layers and physical
plants [1], [2], [3], [4]. Nevertheless, upon the background
of continuous development and increasing complexity of
networked embedded technique, the fragility of CPSs from
unknown attackers is escalated. Malicious attacks will degrade
system’s control precision by fabricating the sensor’s measure-
ment and/or impeding the actuator’s command, which would
cause unpredictable damage to physical systems [5], [6], [7],
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[8], [9]. It is thus of great significance, from the point of view
of long-term operation, to deal with the security problem of
CPSs with in-depth exploration [10].

Of special relevance for this work are a class of hybrid
dynamic systems called Markov jump systems (MIJSs), by
which physical plants with random switching mechanism
could be emulated, such as chemical reactor, DC motor, TD
jump circuit, wheeled mobile manipulators, and aircraft engine
system [11], [12], [13], [14], [15]. Note that the primary
matter of concern for analysis and synthesis of MIJSs is
relevant to so-called transition rates (TRs), and research under
partly unknown TRs reduces conservatism of the investigated
model [16], in comparison to the case of completely known
TRs. However, given the difficulty in obtaining the TRs and
unknown uncertainties in practical situations, comprehensive
studies on control of MJSs under generally unknown TRs
(GUTRs) may be more realistic, and some remarkable control
strategies have been reported in this direction [7].

As a typical robust control technique, sliding mode control
(SMC) has been extensively focused around control commu-
nity and engineering applications in view of its simplicity
in algorithm, robustness to parametric uncertainties and dis-
turbances [17], [18], [19], [20]. It is noteworthy that some
progresses under SMC strategy have been absorbed into the
synthesis of uncertain MJSs [12], [13], [15], [17], [20], [21],
[22]. To cite a few, an event-triggered SMC for discrete-
time MJSs was deliberated more in [20]; the stabilization for
MIJSs subject to actuator faults was investigated based upon
adaptive SMC in [23]. It is also notable that, security control
problems of CPSs have been probed further [24], [25], [26],
e.g., adaptive control methods against stealthy attacks were
proposed for nonlinear T-S fuzzy systems and discrete-time
systems in [24] and [25], respectively.

Due to practical background of hybrid systems and signal
communications between plant devices and cyber layers,
recent years have witnessed the research progress of CPSs with
Markov switching (CPSMSs). Apart from the GUTRs, another
crucial matter in resilient control of CPSMSs is the malicious
cyber attacks, and some control strategies for CPSMSs against
injected attacks were investigated [7], [17], [27], [28]. Notably,
the above researches focused on the actuator attacks from
cyber layers only, while ignoring the general case malicious
attackers pose unknown attacks to both the actuator and
sensor’s channels concurrently. In fact, the output signals
may be contaminated due to injected sudden sensor attacks,
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which will be inaccurate for the sliding surface design and
controller synthesis, then the control signal becomes invalid
and the security of the system is not guaranteed, leading
to the instability of the whole system. Just recently, an
adaptive resilient control method for CPSMSs under sensor
and actuator attacks was studied in [29], whereas the previous
control results were discussed in the light of norm-bounded
assumption made in system attacks. To the authors’ knowl-
edge, the above-addressed issues or limitations regarding the
analysis and synthesis of CPSMSs still have not been fully
inspected and solved so far. Moreover, neural network (NN),
as a valid approximation technology, has been employed to
identify unknown nonlinear signals, which is beneficial for
the controller design to a great extent [30], however, related
reports on NN-based SMC strategy of CPSMSs are relatively
scarce, which generates the motivation of the work finally.

In response to the above observations, this article attempts
to provide an NN-based secure control scheme for uncertain
CPSMSs against structural uncertainty, GUTRs, both sensor
and actuator attacks under a novel SMC framework. The main
innovations and tasks are delivered as follows.

1) In contrast to [17] and [28], a simplified linear-type
sliding mode surface (SMS) is established drawing upon
the actual sensor measurement, from which an updated
adaptive SMC framework for uncertain CPSMSs is con-
ducted, and a novel sufficient criterion for the resultant
system to be stochastically stable is derived relying
on the attainability of the special SMS and stochastic
stability theory.

2) In comparison to [17], [27], [28], and [29], a novel
NN-based SMC strategy is exhibited to guarantee both
the finite-time reachability of the proposed SMS and
security performance with robustness against sensor and
actuator attacks as well as the GUTRs, where previous
norm boundedness assumption for unknown attacks is no
longer required, which generalizes the result in previous
works.

3) The resiliency of the developed control mechanism
against pernicious actuator and sensor attacks is verified
through simulation analysis, and the efficiency of the
proposed theoretical result is justified by performance
comparisons with specified indicators.

Notation: sym{P} represents P + PT. In symmetric block
matrices, “x” is employed to denote abbreviations of symmetry
terms. Mathematical expectation is expressed by E{-}, and ||-| ¢
represents the Frobenius-norm.

II. MODEL DESCRIPTION AND PREPARATIONS
A. System Description

The following class of uncertain CPSMSs are considered:
x(1) = (A(r1) + AA(ry, D)x(1) + B(rua(t) ey

where x(1) = [x1(¢), x2(2), ..., x,()]T € R" and u,(t) € R™"
stand for state vector and control signal subject to certain
actuator attacks, respectively. A(r;) € R™" and B(r;) €
R"™™ represent system matrices, AA(r;, f) is the structural
uncertainty that fulfills AA(ry, 1) = D(r;) AY(t)E(r;), where

D(r;) and E(r;) are known matrices, AY(f) is an uncertain
matrix and AYT(f)AY () < I. The right-continuous Markov
process denoted by {r;,t > 0}, give values in the set J =
{1,2,...,J}.

In what follows, attack scenarios are focused in the begin-
ning, from which both sensor measurement and control input
signal may be corrupted. The sensor attack depending on the
state is defined by 0s(7) as

9s(1) = p(x(1), 1= 0 2

where p(f) denotes the time-varying unknown nonlinear
weight function which satisfies 0 < p(f) < o < 1 and [p(¥)| <
¢ < 1,t>0, o and ¢ are two unknown scalars. Then, the
actual state information x;(f), stemming from the compromised
sensor channel for feedback, is expressed as

xs(1) = x(1) + 05(1), 1 = 0. 3)

In addition, the actual control signal u,(f) received by the
actuator is depicted by

ua(t) = u(t) + 9 (x(1), 1), 1 = 0 “)

in which u(#) is the devised controller, d,(x(?), f) represents
the actuator attack signal estimated by NN in Section II-B.

Designate IT = [1;]yxs(i,j € J) as TR matrix with mode
transition probabilities shown by

Plj = Pr(rl+At =j|r[ = l)
_ nijAt + o(At),
1 4 n;;At 4+ o(Ad),

if i A J;
if i=j

where n;; = 7;;+ An;; represents TR from mode i at moment ¢

to mode j at moment 7+ Aft, f],-j denotes the TR’s deterministic

term, and An;; stands for uncertain term satisfying |An;| <
. . J

¥y, 19,;/. > 0, when i .;é J; anq ni = — ijl’j#i n;j. For

convenience, the following two index sets are introduced:

QA {jﬁ,] is accessible for j € J}
Qu' £ {j:fi; is inaccessible for j € T} (5)

with the TRs divided by four categories: 1) i € Q' and j €
Qul # @;2) i € Qui' and Q' # @; 3) Qu' = J and
j e for some j # i; and 4) Q' = 7 and j ¢ Q) for any
jeJ. Letrn=ie J, A(rr), AA(r, 1), B(ry), D(ry), E(ry) and
AY(#) can be shortened by A;, AA;(¢), B;, D;, E;, and AY.
Consequently, (1) is reorganized as

x(t) = (A; + AA;(0)x(D)

+ Bi[u(®) + 04 (x(2), 1)]. (6)

B. Neural Network Architecture

As stated in [30], a three-layer feedforward NN is used
to design an adaptive neural controller in this research (see
Fig. 1), and the net with the input x and output y is given
as y(x) = WTp(VTx), where W and V denote the connection
weights between neurons with corresponding dimensions, and
¢(-) represents the activation function in the hidden layer
neurons.
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Fig. 1. NN structure.

In view of the approximation capability of the three-layer
NN for continuous functions [30], [31], [32], one has

da(x(0), 1) = Wi (O Xy) + pa(x), x(1) € 3 (7)

where Wy; € R™™ and O e ROTDX" are the

optimization weights of hidden-to-output layer and input-
to-hidden layer with r neurons, Oy 2 [O41, Oua, ..., Ourl,
contains the threshold; /'t_’d = kT, -1]1" represents the
neural input vector with input bias —I1, ga((?;/'\?d) £
(01O} X0), 92O Xa), - ... 9O X)), in which
gol((’);zfd) = [1/1 +e_Ongd] is a sigmoid function, [ =
1,...,r, J is a compact set; ¢4(x) indicates the estimation
error vector meeting ||¢q(x)| < q_bd, q_bd > 0 is an unknown
constant [30]. However, considering that the original state
signal x(f) may not be acquired due to the sensor attack, we
redefine the actuator attack by NN as follows:

da(x(t), 1) = WTp(OTX) + ¢ (x(1))

0a(xs(1), 1), x5(1) € J ®)

in which X = (xI'(), —=)T; similarly, W € R™" and O e
RU+DX" are the optimization weights, and the approximation
error vector is described by ¢ (xs(r)) with [|¢(xs(1) || < ¢,
¢ > 0.

Lemma 1 [30], [31], [32]: The attack signal 9,(xs(?), ?) is
estimated by 0,(xs(1), f) = WTp(OTX) based on NN. Then,
the approximated error éa(xs(t), 1) — 04(x4(t),t) shown by
3a(xs(0), 1), is rebuilt as

>l

Buxs(), 1) = W (¢ - ¢/O" %)

+ WIOTX 4 v(x, (1) 9)
where the estimation error matrices of the weights are provided
b)/ W=W-W,and O = O — O, in which W € R™"™ and
O e R"DX indicate the hidden-output and input-hidden

weight matrices, and r refers to the number of hidden neurons.
Moreover, the residual term v(x (7)) is described as

V() = WO+ WTo(OT2) + (1) (10)

where ¢’ R é_ diag{e; (@T)E), @é(@gf), e, (p;(@,T)E)} €
R, (p; (OTX) means the derivative of the /th neuron in the

hidden 1ayAer (_)f NN rs:lat_ed to the inEut _signal, [=1,2,...,r,
$ 2 01 (O1X), p2(O1X), ..., o, (OT D) € R, and o()
represents the infinitesimal.

Lemma 2 [32]: The norm of v(x,(?)) satisfies ||v(xs(?))] <
aTw, in which the vector o€ R4 is UI}kHOWH, and w is denoted
by w £ (L IX]. | X[IW]F. [X1IOllF)". Herein, denote &
and @ as the estimation vector and error of «, respectively,
and @ = & — «.

Lemma 3 [7]: For a matrix T > 0, given any real scalar €
and a matrix Q, one has €(Q + Q7) < 2T + QT_lQT.

ITI. MAIN RESULTS
A. Reachability Analysis of SMS

This part is focused on a simplified SMS design first, and
the reachability of the SMS is confirmed with the developed
NN-based adaptive controller then. In this position, the SMS
is proposed as

S(xs(1)) 2 BTPixs(1) = 0 (11)

where P; > 0 will be computed later.
Remark 1: In contrast to [17] and [28], a linear SMS func-
tion is designed for the CPSMSs, which is computed with the

actual measurement x,(¢f) from the impaired sensor channel.
Theorem 1: If a NN-based SMC law is developed as

u(t) = —Wro(OTX) — Fi(r) (12)

where Fi(1)=(Bi"P;iB) [T @ w+B(1)+0) + |BTPi|
A+ 1D HIE: D [1x5 (1) | ]sgn(S(xs (1)), and the adaptive rules
are shown by

. m'e (<?> - @’@TQE)ST(xs(t))(BiTP,»Bi), if A;>0
W=10. if A;=0
m1E (9 — ¢ OTR)ST (s (1) (BTPiB,). if A <0

. o~ e (XST (s (0) (BT PiBY)ATE),  if A > 0
0=10, if A;=0
hy T (ST (s (0) (BT PB)WTG),  if Ai >0

& = I3 CYNUSC()llw: (W) = ha™'TY[S(xs(1)]l, where
A = STOu)BPBYWTPOTX + WG — ¢'OT X)),
Y = max;es ||(B;TP:iB;)|l, b1, ha, h3 and hy represent the
coefficients of the adaptive rules, ,3(0) > (0 denotes the
initial condition of ,3(1‘) by the designer, o is a positive
constant, £ = max (1/(1 — q(t))), ¢ £ min (1/(1 - q(t))), and
q(®)=p@®) /(@) + 1), then the finite-time reachability of the
proposed SMS can be guaranteed almost surely.

Proof:

Step 1: The following Lyapunov function is constructed as:

1
Vi(S(xs(0), 1) = EST(xs(t))S(xs(t))

1 . ~ 1~ ~ 1
+§tr{WTh1 W} + Etr{OTEQO} + E&Th@&.
(13)
Note that the weight function ¢(f) is provided as

q() =p)/(p(t) + 1). Then, the SMS function can be rewrit-
ten as

S(x(1))
1 —q(@)

S(xs () = BT Pixs (1) = (14)



in which S(x()) £ B;TPix(r). Thus, the following can be
derived:

xm - Q(t))x(f)]
1 —q(n) (1 —q@®)?> ~

Then, the infinitesimal operator £ on Vi (S(xs(?)), i) yields

S(xs (M) = BT Pi[ (15)

LY1(S(xs(0) ), 1) = Ru,i + Ra,i (16)

where Ri; = (1/(1 — q)ST((1)B Pix(n) +
tr{VVTFL]VV} + tr{@Thz(’j} + & hd, Rai = —((1 —

g0) /(1 — qg)*)ST(xs())B;TPix(r).  Further, Ry, is
converted into
T
Rii= MBiTPi(Ai + AA;(1))x(1)
1 —q@
T
+ 2 0D) BT o B ) + as(0), 1)
1 —q()

F (W W) + (O 1O} + & hads.
(17)
Substituting (12) into (17), it yields
T
Ry < S @)
1 —4q()
ST (1)
1 —4q@) .
— WO %) — Fi(1) + (W hy W)
+ tr{OTh O} + & haa.

BTPi(A;. + AAi(1)x(1)

+ (BiTPiB;) (34 (x5(1), 1)

(18)

Considering the actuator attack in (8) and Lemma 1, (18) can
be derived as

ST (xs(1))
1—q(@)
ST (x5 (1)
1—q(@)
~ W@ - ¢'OTX) - W' OTX — Fi(r)
F (W W) + (O hyO) + & hsdh.

Rii < BiTPi(A; + AA;(1)x(F)

+ (Bi"PiB)) (—v(x,(1))

19)

Noting that all variables have finite dimensions, xs(f) =
x(1) /(1 —¢q()) and ||-|| < |I-ll1, (19) is further shown as

Rii < S(xs(0)BiTPi(A; + AA;(D)x(2)
— ISCs 1 1B Pl (IAN + 1D NI ID x5 (D)

+ CISCes ) 1B T PiBilla T ew — Ai
' L 1 —q(0)

= SISO (0 + W) + 6T w)
+ (W W) + (0T haO) + & Thsi
< S(xs(0)Bi Pi(Ai + AAi(D)xs (1)
— ISCes ) 1B Pill NA N + IDill 1 Eill) s (1)

N L —"
S L 1—q(@)

— YISO (D@ + B (1) + o)
+ W WY + {0 m O} + & hsa.

(20)

In view of B(5)=hy 27 ST (x;(1) >0 and A(0) =0, one
also gives

Ri,i < S(xs(0)B;TPi(A; + AAi(1))x(0)

— ISCes 1| BT Pi | ANA + IDANE D x5 ()
A;

B I —q@)
—CTIS@s)@ w + o)
+ tr{WTIilW} + tr{(’)Thz@} +a haa

+2YSGs) leTw —

1—q(@ '
— NS @ w + o) + a hsa
+ tr{WTth] + tr{@Thz(’j}.

<ZYISGs() e —

(1)
In the position, for the case A; > 0, it follows that:

Rii < EYISG)ll@ @ — &Tw) — TY S (1) llo
— A+ tr{VVThleV} + tr{@Thzé} + & h3&
YIS (o' — 6" )
— YN8t llo + @ hza
—8111SCs ()] < 0 (22)

where 8; = —¢o Y. Then, for the case that A; is less than 0,
the following inequality can be obtained:

Rii < YIS (@w —a"w) — ¢ A;
— YIS () [l + tr{v”vaVv}

IA

+ tr{@Thzé] + & hsa
< TYISC)ll (e’ w — &' w)
—CYSCs () llo + & Tz
= =81 1ISGs ()] < .

In like manner, if A; = 0, then the inequality R;; <
—81]|S(xs(1))]| < O still holds. Moreover, Ry ; can be calcu-
lated as

(23)

1—g(@) 2
Roi < ———|IS(x(2 < 0. 24
2,i < (l_q(t))zll (es Nl (24)
From the above discussion, we have LV;(S(xs(?)),i) < O.
Then, it can be obtained that S(xs(r)), W, O and @ are
bounded, which gives the boundedness of 3a(xs(2), 1) further,
ie., ||5a(xs(t), 1| < B, where 8 > 0 is an unknown scalar,
and its estimation is defined by ,3 (0.
Step 2: The arrival of the SMS can be justified further with

a selected Lyapunov function as follows:
1 ha ~
WVa(S(xs(2)), i) = EST(XS(I))S(XS(I)) + 74,32(1) (25)
in which ,3 (Hn = ,é(t) — B. The infinitesimal operator
LV>(S(x4(2)), i) can be redefined as
LV2(S(x5(1)), 1) = Ra.i

where Rs; = ST(()BPIL0/1 — )] + haBDBD).
Substituting (12) into (26), one has

< St
R k()

(26)

R3 B/TPi(A; + AAi(D)x(D)
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ST®) (1
e ————(B;" PiB;) (3a(x5(1), 1)

WTe(OTR) = Fi() + haf (0B 1)
T
< MB,TPZ-(A,- + AAi(1))x(1)
1—q@
STas(®) 1
——(B; PiB;)( —
— Fi(0)) + huB®)B @)

=1

27)

3a (x5(1), 1)

Meanwhile, in view of || - |l1, one has

R3,i < ISCO)II|BiTPi(A; + AA () | I
— [ISCes BT P AN + 11D 11 E: )
@ = EYISC)I@ w + B0) + o)
+ TYIS s D) 1] 0 (1), B) || + RaB@DB(D)

< —CYISCsI@ w + o). (28)

It is noteworthy that, based upon the adaptive rule &, there
exists an instant 7* > 0 such that 4T > 0 for 7 > T*. Then,
it further follows:

7-\J'3t§

=81 1S(xs ()|l < 0, for ¢ > T*. 29)

Moreover, introduce the function V3(S(xs(1)), i) =
[_1/2]ST(xs(t))S(xs(t)). Considering the case that E(t) =
,é(t) > 0, there exists a finite instant 77 > 0O such that
haB(t)B(t) > 0 for t > T = max{T*, T'}. In view of (29),
one can get

LV3(S(xs(0), 1) < =81 [1SGs @)l < 0 Ve = Ty.

(30)
Further, one has
LY3Ss(0). i) < =0/ V3(SCes(0), V1 = Tp - (31)
where ¢ = +/28;. By Ito’s formula, it yields
LISGs@) = LYV3(SCs(), D) < —5/2 (32)
and hence
EISCs) < EIS(xs (Tr)) | = (£ /2)(2 = Tp) (33)
which concludes there exists an instant #r = Ty + 2mg/¢

satisfying E||S(xs())|| = O for all ¢+ > #, where my =
E(IS(xs(T7))|| < oo. Thus, the arrival of the devised SMS can
be determined almost surely. |

Remark 2: In contrast to the existing control strat-
egy [17], [19] that guaranteed the uniform boundedness of
sliding variable only, the proposed NN-based adaptive SMC
design can not only satisfy the boundedness of related data
but also admit the state onto the proposed SMS S(x;(r)) =0
in finite time almost surely.

Remark 3: Differing from the projection operator approach
to handle the attack signals in [29], the NN-based control
method is introduced herein. It is worth mentioning that the
norm-bounded assumption is not required in this work, which
indicates the control design in (12) generalizes the result
proposed in [29].

B. Performance Analysis

In this part, a new stochastically stable criterion of the
resultant CPSMSs subject to GUTRs on the sliding motion is
put forward.

Theorem 2: The system (6) is stochastically stable during
the sliding phase if there exist matrices P; > 0, Uy ; > 0,
Vei > 0, W; > 0and &;j, > 0, K; and a positive scalar ¢
such that the conditions in the following are held.

Case 1: i € Q' and g € Q!

Ei1+ &1 (PD)T

* —u 0 < 0. (34)
* * Uy
Case 2: i€ Q) g€ Qu' and Qf # @
Ei2+ B2 (PiD)T o
* —u 0 <0
* * =V (35)
P;i—P;>0.

Case 3: Qul = J, g€ Qui! and j € Q;/ for some j # i

Ei3+ 83 (PiD)T Pi — P,
* —ul 0
* * -W;

Case 4: Q' =T, g € Q' and j ¢ Q/ for any j € J
Ei4+ Es (PD)' P, — P

<0. (36)

* —u 0 <0
% k _Xi,ja (37)
P; — Pj > 0.

where the matrix Kj; is set for A; — B;K; is Hurwitz, and

Biw = sym{P;(A; — BiK))} + (E;"E;, w €{1,2,3,4)
) 1
g1 = Z [71(P; — Pg) + Z(ﬂij)zug»i]
jesd
A 1
By = Z ["ij(Pj - Pg) + Z(ﬂij)zvg,i]
]EQ};

1
E3 = Olzﬁ]J(P Pg + Z( 11)2 Wi,

(

2

)
g) (ﬁJ]a) ijo
( ) (P J1 P g)]
Wz—[(n— ’( Pg), - (P = Py)]-
Proof: The Lyapunov function candidate is selected as

Vi(x, i) = x () Pix(?). (38)

The infinitesimal generator of V4(x, i) along system (6) gives
J
LVi(x, i) = 2x (1) Pix(r) + Z X’ (O Px(1)
j=1
= x" (1) - sym{Pi(A; — BiK;)}x(1)

+ 2xT (1) P; AAix (1) + 2xT (1) P;B;
J

(ua(®) + Kix(0) + Y ngx" () Pyx(0).
j=1



Besides, the following inequality is held:

2T (P AAx(t) < X () Pi:DiD; T Pix(1)
+ X (DE; T Eix (1) (39)

for a positive scalar ¢. By taking reachability of the SMS into
account, we get ST(x;(r)) =x" (H)P;B;/(1 — q(t)) =0, yielding
xY())P;B; = 0. Thus, it follows that:

LVs(x, i) < xTOHx(t) (40)
where H; = sym{P;(A; — BiK;)} + L_lPiD,'DiTPi + tE,'TEi +

J
Zj:l niiPj. '
Case 1 (i € '): Denote Ajj ZIEQ,- nij. Due to

Q’ # @, it gives A;x < 0. Note that Z | nijPj could be
expressed as

é"ﬁpj=<2+ > Iy

jeut  jeQut
ni
= D Py =ik D = - P @D
jeu JeQu!

in W.hiCh ZjEQuki Mij/ =i k) = land 0 < (m;;/—Aix) < 1,j €
Qu«'. Hence, for any g € Q,;', one also gives

i+ Y nii(Pi— Py)

je
-y _’/’\"f:k[ai,l +3 0P —Pg)]. 42)
g€, " jesl
Evidently, one has
> mii(Pj = Py)
Jjesd
=D (B —Pg) + ) Any(Pi—Py).  (43)
jesd Jje

In addition, for any U, ; > 0, it yields by Lemma 3 that

D Ang(Pj— Py)

jeQi

= 3 [Sanl(pi = P) +(ri = P)]

jGQ’
= Z[ 1911 ugl (Pj—Pg)ug»i_l(Pj_Pg)T]' (44)
]eQ’

Via Schur complement and (34), it gives LV4(x, i) < 0, which
shows system (6) during the sliding motion is stochastically
stable. ' '

Case 2 (i€ Ql, and Q) # @): Denote Aj; = ZjEQi nij-
Since 2, # @, one has A;x > 0 and

Z"v
= anjp + niPi + Z mj

]eQ’ ]eQuk

(45)

= Z niiPj + niPi —

JEQy

nii
(’7ii + )»i,k) Z ﬁpj

]EQuk i Nii i,k
rig) = 1, 0 < 0/ (=i — Aik)
For any j € Quk, one gives

where Ziegik#, (nij/ =nii —
<land g € Qf‘

J
Ein + Z niiP;
J=1

= Y g, +diaglnu(Pi—Py)  (46)
—Nii — A
g€, i
+ > mii(Pj = Po), mi(Pi — Po) + D mii(Pj — Po))].
jed jei

Since 0 < n;; < —nij — Aik, the inequality E;, + Zle niiPj
< 0 is equivalent to

Eio +0i(Pi = Pg) + ) mi(Pj —Pg) <0. (47
jeQ};
From n;; < 0, (47) holds if
{Pi — P, >0, 48)
8i2+ Yjeqy Mij(Pj — Pg) < 0.
Moreover, for any V;, > 0, by Lemma 3, one has
> mii(Pi = Py)
jesd
=D (P = Py) Z[ ) Vei (49
]EQ}( ]EQ’

+ (Pj - Pg)vg»iil(Pj - Pg)T]-

Recalling the similar line and condition (35), one also has
LV4(x,0) < 0.

Case 3 (Quu' = J and j € Qi) for Some j # i): In such
case, n;; is estimated by «;n;;. Denote A; =S nii. Therefore,
Z]!:l n;jP; is changed into

Zn:;P = niPi + Z n;iP;

/EQuk
ni
- nn i zk Z U (50)
JEQuk
Since Zjeguki nij = —Mi = —Aix > 0, it follows that for
Vg € Quki
J
i3+ Z ijj
=1
Nig
= Z =y [Ei3 + nii(Pi — Pg)]
geQuki Lk
= i3 + nii(Pi — Pg) = Ei3 + aim(Pi — Pg). (51)
Further, by recalling n;; = 7;; + An;j, one has
ainj(Pi — Pg) = ai(iyy; + An) (Pi — Pg). (52)
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Then, by Lemma 3, for any W; > 0, one has

1
Anyi(Pi = Pg) = 5 +24n;(P; — Pg)

IA

2
‘0..
[%Wi + (P = P)OW) (P — Pg)T]
(53)
Combining (51), (52) and (53), it also yields LV4(x, i) < 0 by
Schur complement and condition (36).
Case 4 (Qu' = J and j ¢ Q! for any j € J): In this case,
denote A;; = Nij,(Ga # ), and n;;, is estimated by 7;;,. Then,

Z]{:l nijP;j is changed into

J
> P
j=1

=0 Pi +maPi+ Y, P

JeQuit j#i
= 0, Pj, + niPi — (nii + Ai ) Z - (54)
L =i — Ak
JGQuklv./#—l
thus one has
J
Eiat Y niPj
j=1
= Z [Eiy‘* +'7ii(Pi - Pg) + nija(Pja - Pg)]' (55)

8€Qu’ j#i

Since 0 < n;; < —nji — Ak, the inequality E; 4 +n;;(P; —Pg) +
Nij,(Pj, — Pg) < 0 is equivalent to

Bia + ni(Pi — Pg) + enji, (P,
Due to n;; < 0, (56) < 0 holds if

P, — Pg >0,
i+ ain, (Pj,

—P) <0. (56)

—Py) <0, 7

Further, by Lemma 3, for any &j;, > 0, it gives

Njja (Pja —Py)
= ﬁjjzz (P]a - Pg) + Anjja(Pja - Pg)

2
R ﬁ..a
< jia (P, = Pg) + [( Ji) X

P -]

From the similar line and condition (37), LV4(x, i) < O still
holds, which implies the stochastic stability of system (6) on
the sliding motion. |

Remark 4: As seen, a novel NN-based secure controller
design is developed for the underlying CPSMSs, where the
control diagram against potential sensor and actuator attacks
is displayed in Fig. 2, and the main components of the whole
CPSMS, i.e., the physical layer, cyber layer, and control layer,
are integrated, in which both the sensor and actuator attack
signals described through the communication channels may
endanger the system security, and the effects of the two
malicious cyber attacks can be well suppressed by the current
adaptive control method.

(58)

Physical
Actuator CPSMS Sensor ] Layer
u, (t) z(t)
H : Cyber
8, 9,
© © S
u(t) z, (t)
Adaptive Sliding Adaptive
Mode Control Law | (1), 3(¢) Control
Layer

S (z,(t)) ( Sliding Mode
Surface Function,

Fig. 2. Control diagram against both sensor and actuator attacks.

IV. SIMULATION VALIDATION

In this section, a representative example is taken, from
which the viability of the presented control method is substan-
tiated with simulation comparisons.

Example 1: As a simulation object, the linearized F-404
aircraft engine plant model in [15] is borrowed, in which the
relevant state vector with physical data is written as

sideslip angle(°/s)
roll rate(°/s)
yaw rate(°/s)

x(t) =

The corresponding matrix A; is described as

—1.46 0 2.48
A; =10.1643 4+ 0.57; —0.4 + 7; —0.3788
0.3107 0 —2.23

where 1;,i = 1, 2, 3, are unknown parameters of the system
model and set by —1, —2 and —3, respectively, then it follows:

[ —1.46 0 2.428 ] [ —0.17]
Ay =|-03357 —-14 -03788|,Bi=]| 02 |,

| 0.3107 0 —2.23 | | —0.2 ]

[ —1.46 0 2.428 ] —0.27]
Ay = | —0.8357 —-24 —-0.3788|,B,=1| 0.1 |,

| 0.3107 0 —2.23 | | —0.1 ]

[ —1.46 0 2.428 ] [ —0.27]
Az = | —13357 —-34 —-03788|,B3=| 0.1 [;

| 0.3107 0 —2.23 | | —0.2 |

[02 02 0.17 [0.2 03 0.1]
Di=|0 02 O0|,E;=|0 02 0.1],

| 0 02 0.1] | 0 03 0.3]

[02 0.1 0.17 [0.1 02 0.2]
D,=1]01 02 01|,Eb=| 0 02 02],

0.1 0.2 0.1] 10.1 02 0.3]

[0.1 02 0 [0.2 02 0.2]
D3=1]01 02 O |,E35=| 0 0.2 0.1].

(0.2 0.2 0.1] 10.1 02 0.3]

The TR matrix is set as
—0454+ Anr 7?7 0274 Angs
IMT= ? 7 0.384 Anos
? ? ?



where “?” indicates the totally unavailable TRs. The paramet-
ric matrices Ki, K> and K3 are chosen as

Ky =[~0.8234 8.6907 —0.4476]
K» = [~0.4853 1.4484 7.1411]
K3 =[-12797 —03621 —3.2277]

and AY is taken as AY = 0.3 cos(1007). From Theorem 2, the

0 5 10 15 20 25 30 35 40

feasible parameters are obtained as follows:

(163642 42610  6.6614
Pi=| 42610 182106 8.0298

| 6.6614 80298 22.4143

[10.4125 3.1423  6.7523
Py=| 3.1423 140692 3.3443

| 67523 33443 22.4143

(155899  0.1647  4.9571 ]
Py=| 01647 123043 1.5121

| 49571 15121 18.4719

Then, the established sliding surface function is shown by

[—2.1165, 1.6101, —3.5430]x,(¢), i =1
[—2.4435, 0.4440, —4.2573]x,(t), i =2
[—4.0929, 0.8951, —4.5346]x4(¢), i =3

S(xs(0) =

and the related SMC law is designed as

—WTu(OTX) — 0.8050[1.0429(&Tw + A(r)
+1) + 3.5604 x, (1) || 1sgn(S(xs (1)), i=1
—WTp(OTX) — 1.0429[1.0429(@ w + B (1)
+1) + 3.6651 |lx; (1) | 1sgn(S (x5 (1)), i=2
—WTp(OTX) — 0.5510[1.0429(@ w + B(1)
+1) + 4.8566|1x; (1) [ 1sgn(S(xs(1))), i=13

u(t) =

where the updating gains are set as h; = 0.2, hp, = 0.5,
h3 = 0.3 and hy = 0.1. Besides, the utilized NN consiAsts of
nine neurons, where the relevant initial values of W, O, and
a are set as [0.1]9x1, [0.1]ax9 and [0.3]4x1, respectively. In
addition, the values of the learning rate and batch size of the
NN are chosen as 0.1 and 4, respectively. Simulation exper-
iments with comparisons of specified performance measures
are conducted under the current method and the algorithms
of [17], [28] in the following three cases.

Case 1 (Performance Comparison Under Sensor Attacks):
The sensor attack denoted by 9,(f) = p(£)x(f), is imposed on
the communication channel, where the time-varying function
p(?) is given as

0.54+0.25sin(®), 0<tr<2
0.54+0.25c08(21),2 <t<6
0.5+ 0.45cos(51), 6 <t < 40.

p() =

By the same system settings, the associated gain matrices
Keom,i(i=1,2,3) in [17, Th. 2] are computed as

Keom,1 = [6.4313,0.4782, 2.5813]
Keomp = [7.7995, 6.4901, 1.2767]
Kcom3 = [3.6903, 6.7520, 3.9376].

4 timle(s) .
sk S(a.(1)]
2 3
1
0
0 5 10 15 20 25 35 40
time(s)
Fig. 3. Jump mode r; and SMS variable S(xs(t)).
6
10
4 W (@) | 10 @)l
5
2
0 1]
0 10 20 30 40 1] 10 20 30 40
time(s) time(s)
1.5 0.6
flac(t) || 16|
1 0.4
0.5 0.2
0 0
0 10 20 30 40 0 10 20 30 40

time(s) time(s)

Fig. 4. Norm curves of adaptive parameters W), @(t), a(r), and ﬁ(t).

Then, the devised sliding surface function S(¢) in [17] is
exhibited by

[—0.1,0.2, —0.2]xs(2)
— fot [0.5955, —0.2370, —0.1049]x,(k)dc, i =1
[—0.2,0.1, =0.1]x4(2)

SO=1 L 110.6453,0.1494, —0.22391x, (k)de, i =2
[=0.2,0.1, —0.2]x,(1)
— [10.4284,02677,0.2769]x, (k)dk,  i=3

and the synthesized controller is utilized as same as that
in [17, Th. 3]. For simulation experiment, Fig. 3 displays the
evolution of jump mode and SMS variable via the current
method, and norm curves of the adaptive parameters W(t),
@(t), a(r) and 3 (t) are shown in Fig. 4, respectively. The plots
of the system response and control input under the two control
methods are provided in Fig. 5 based on the initial condition
xX(0)=12 -1 — 2]T. As observed from Fig. 5, the control
signal becomes invalid, and the security of the system can not
be guaranteed due to the potential sensor attack signal under
the method in [17], leading to the instability of the closed-
loop system, while the influence of the sensor attack can be
restrained via the developed control algorithm.

Case 2 (Performance Comparison Under Actuator Attacks):
As observed from [28], the specific form of actuator attack
signal is shown by d,(x(¥),1) = §()Q(OV(x(?),1),t = Ss,
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2 1
—— (1) (sideslip angle ("))
1 e 13(1) (ol ate (o/s)) U Faa v
(1) (yaw rate (0/5)) 1 ( ")
0
J( 2
1) 3
2 -4
0 10 20 30 40 0 10 20 30 40
time(s) time(s)
2 6
— iy (1) in [17) -
. m 4 ——u( in 17
24(t) in [17]
2
Py Po—
/ 0 Mﬂ’ r” |
b 2
2 -4
0 10 20 30 40 0 10 20 30 40
time(s) time(s)
Fig. 5. State response and control signal under two methods.

where §(7) stands for the Bernoulli variable, Q(¢) denotes an
unknown weight matrix, and W (x(?), t) represents the system
information used by the adversaries. In such case, Q(f) and
W(x(t),t) are chosen as Q(f) = cos(f) and V(x(¢),r) =

x%—i—x% + 2. By the same system settings, the matching
matrices Mcom,i(i = 1,2, 3) in [28] are shown as

Mcom,1 = [—0.8234, 8.6907, —0.4476]
Mcomp = [—0.4853,1.4484,7.1411]
Mcoms = [—1.2797, —0.3621, —3.2277].

In the position, the corresponding sliding surface variable
s(#) in [28] is computed as

[—0.5794, 0.4886, —0.8849]x,(?)

— Ji10.1330,2.2068, 0.23261x, (c)die, i =1
() — | [706536,0.1247, —1.217715, (1)
SWEN - [110.3431,0.0844, 2.97351x, (k)dk, i =2

[—1.3144, 0.4353, —1.1282]x;(7)
— J10.3062, —1.6726, —2.55761x(ic)dic, i = 3

while the developed controller is provided as same as that
in [28, Th. 3]. In simulation, Fig. 6 displays evolution of
the jump mode and SMS variable, and norm curves of the
adaptive parameters W(t), @(t), a(r) and ,3 () are shown in
Fig. 7, respectively. The plots of the system response and
control input are provided in Fig. 8 between the current control
method and that in [28] under the same initial condition in
Case 1.

In order to further illustrate the availability of the proposed
result more clearly, data exploration including tracking
precision performance [e.g., integral absolute error (IAE),
integral time-weighted absolute error (ITAE), integral square
error (ISE)] and energy consumption (EC) taken from [33], is
carried out, i.e., IAE 2 20 x|z, ITAE 2 [ 11x,()||ds
and ISE 2 [ |x,(n)|2ds, EC 2 [ u2(1)dr are introduced
herein. Comparison results of the four indicators are provided
in Fig. 9. It is observed that the resultant system via the
proposed control method can be resilient against attacks with
better control accuracy under lower EC.

9
4 T T T
—_
3
2
1 -
0 . . .
0 5 10 15 20
time(s)
4 T T T
3 S(as(t))] -
2 -
1 L\L .
ol N~
0 5 10 15 20
time(s)
Fig. 6. Jump mode r; and SMS variable S(x;(?)).
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(a) (b)
3 1.5
2s la ()1l
2 1 /
15
1 0.5
0.5
0
0 5 10 15 20 0 5 10 15 20
time(s) time(s)
() (d)
Fig. 7. Norm curves of adaptive parameters W(t), @(t), a(r), and /§(t).
2 2
= (1) (sideslip angle (%))
1 —15(t) (roll rate (o/s)) 1
23(t) (yaw rate (o/s))
0
-1 {
2
3
0 5 10 15 20
time(s) time(s)
(a) (b)
2 2
(1) in [28] —u(t) in [28]
1 — (1) in [28] 1
25(t) in [28] .
B ) P T SN
1Y 0.2 -1
0.2 -
16 18 20
2 -3
0 5 10 15 20 0 5 10 15 20
time(s) time(s)
© (d)

Fig. 8. State response and control signal under two methods.

Case 3 (Performance Comparison Under Both Sensor and
Actuator Attacks): In this case, the actuator attack d,(x(?), 1)
is taken as



60

40

method in [28] g 20

ISE EC
60

40

0
20

method in [28]

proposed method proposed method

(©) (d)

Fig. 9. Comparison of performance measures.

M@ + N (ON2@), 0<t<3

9 (x(0). 1) = 0, 3<t<8
a XD =1 (1 4 1.25in(2001)), 8 <1< 15
0, 15<t<20

where M(f) = 0.4sin(31), N1(t) = 0.2cos(3f) and N> (f) =
sin(x (7)) cos(x3 (7)), and the time-varying function p(¢) of the
sensor attack is chosen as

0, 0<t<4

0.6+ 0.25sin(2f), 4 < t < 10
0.5+ 0.45sin(2f), 10 < ¢ < 20.

p) =

Then, the evolutions of transfer mode r; and SMS variable are
shown by Fig. 10, the norm curves of the adaptive parameters
W(t), @(t), a(r) and ,3(t) are provided in Fig. 11, and the
curves of the state response and control signal, based on the
two different methods, are described in Fig. 12.

Moreover, differing from the case in [28] that just takes
actuator attacks into consideration, the proposed method deals
with a more general case that the sensor and actuator are
simultaneously interfered. As seen from Fig. 12, although the
system is obviously affected by both the actuator and sensor
attacks during [Os, 3s] and [8s, 10s], the state response will
return to stable status more robustly and quickly by virtue
of the proposed NN-based SMC than the method in [28],
which shows the former is more efficient in achieving desirable
operation while withstanding complicated threats.

Furthermore, the analysis of the above quantitative data
indicators is carried out, see Fig. 13, which demonstrates the
resultant system using the current method is also resilient
against both attacks with better control accuracy and lower
EC. At last, the statistical results under 30 sets of repeated
experiments have been performed to further validate the
efficiency and advantage of the current control approach with
other peer methods, where the corresponding curves of state
response are shown in Fig. 14, which indicates the closed-loop
system has better control accuracy with more robustness under
the proposed algorithm in contrast to the method in [28].

Remark 5: It should be mentioned that the results of this
article are obtained based on the premise of that the modes of

1 L L L

0 5 10 15 20
time(s)
Fig. 10. Jump mode r; and SMS variable S(xs(7)).
, Eo]
10 20
15
5 10
5
0 5 10 15 20 0 5 10 15 20
time(s) time(s)
(2) , (b)
—lla@® |l — 131l
4 0.8
3 0.6
2 0.4 J
1 0.2
0 5 10 15 20 0 5 10 15 20
time(s) time(s)
(© (d)
Fig. 11. Norm curves of adaptive parameters W(z), @(t), a(1), and ,3 (7).
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Fig. 12. State response and control signal under two methods.

the controller and sensor can always be synchronized with the
system mode. However, some limitations using the proposed
methodology may exist in a real system. For instance, in prac-
tical engineering, identification errors of system mode, certain
delays in switching signals, etc., may lead to asynchronous
switching phenomenon among the modes of the controller,
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Fig. 13.  Comparison of performance measures.
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Fig. 14. Comparative curves of state responses under two methods.

the sensor, and the system [34], [35]. Asynchronous switching
often results in a decrease in system performance, and as the
switching signal lags severely and/or fast switching occurs,
it will cause the whole system to be unstable. Hence, the
difficulties that asynchronous switching occurs during system
operation, may be encountered in deploying the methodology,
and the asynchronous control measures for the system are not
probed, which deserves further investigation in future work.

V. CONCLUSION

In this article, the NN-based adaptive secure control issue
for uncertain CPSMSs against GUTRs, structural uncertainty,
both sensor and actuator attacks have been addressed via
the SMC technique. A special NN-based SMC law has been
established to ensure the attainability of the devised SMS.
A fresh stochastically stable condition for the CPSMSs has
been derived relying on the attainability of the SMS and
stochastic stability theory. Finally, the feasibleness of the
proposed control algorithm has been verified by simulation
experiments with performance comparisons.
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