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Overviews 

Context 

Rethinking Assessment

• KSA Framework

Case Study – Ethical Hacking



Context 

Ethical Hacking

Breaking into 
systems- legally  



https://openai.com/research



Rethinking Assessments 

Go back to the old system

•Unseen exam

•Verbal assessments etc.
Revert

Design assessment that cannot be answered by AL tools

•Using specifics in class resources

•Scenarios etc.
Outrun 

Use AI as the bases to allow students engage in assessment 

Use ChatGPT to Support Assessments Process

Solidify knowledge 

Embrace



Outrun 

Based on either a real or simulated case study 
with context

Require answered to be contextualised

Cases 
Study

Based on context of a practical work

Provide 
examples 

during 
sessions 



KSA Framework 

Knowledge

Ask questions and 
critique its limitations

Completement basic 
knowledge

Skills Explore limitations via 
critical thinking

Ability
Explore the limitations 
and improve and 
incorporate into a wider 
concept 



Equilibrium – Authentic Assessment

Academic Dishonesty Academic Learning

Copy and 

paste from 

ChatGPT

Ask key 

terms and 

draft work

Critique 

output

Authentic 

peace -

KSA



Case Study

• Basic skills and tools in 
sessions

Penetration 
Testing – ethical 

hacking

• Expand knowledge and 
critical thinking

Incorporate 
ChatGPT with real 

company

• Skills
Live company via 

Bug bounty

• Test ability and understanding 
Pecha Kucha 
presentation 



Conclusion 

Limitations of 
GPT models. 

It still is not fully 
reliable (it 
“hallucinates” 
facts and makes 
reasoning 
errors).

Appropriate use of KSA can 
address the problem and 
improve quality of education
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