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Abstract

The explosive growth of smart objects and their dependency on wireless tech-
nologies for communication increases the vulnerability of Internet of Things
(IoT) to cyberattacks. Cyberattacks faced by IoT present daunting chal-
lenges to digital forensic experts. Researchers adopt various forensic tech-
niques to investigate such attacks. These techniques aim to track internal and
external attacks by emphasizing on communication mechanisms and IoT’s
architectural vulnerabilities. In this study, we explore IoT’s novel factors
affecting traditional computer forensics. We investigate recent studies on
[oT forensics by analyzing their strengths and weaknesses. We categorize
and classify the literature by devising a taxonomy based on forensics phases,
enablers, networks, sources of evidence, investigation modes, forensics mod-
els, forensics layers, forensics tools, and forensics data processing. We also
enumerate a few prominent use cases of IoT forensics and present the key
requirements for enabling IoT forensics. Finally, we identify and discuss
several indispensable open research challenges as future research directions.
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1. Introduction

The unprecedented proliferation of miniaturized Internet of Things
(IoT) devices, such as smartphones, washing machines, and medi-
cal implants, has empowered people to share information with one
another [1, 2]. These devices can communicate with one another directly or
via Application Programming Interface (API) over the Internet, and they can
be controlled by “learned” devices with high computing capabilities, such as
cloud servers, that augment smartness to low-computing devices [3-5]. The
smartness and communication capabilities of IoT devices offer many benefi-
cial applications to common people, companies, industry, and governments.
[oT application is also extended in the areas of transportation, healthcare,
and smart cities [6]. In addition, the market trend of IoT is increasing, as
indicated by CISCO’s estimation of IoT revenue, which will be around $14.4
trillion between 2013 and 20222. However, emerging IoT technologies face
various security attacks and threats [7]. Notable threats include virus at-
tacks, mass surveillance, and Denial of Service (DoS) attacks, and disruption
of IoT networks [8-10]. To investigate these attacks, well-trained teams must
conduct digital investigation, known as IoT forensics, on the crime scene [11-
13]. An illustration of security concerns in IoT-based smart environments is
provided in Figure 1. The sources of evidence in IoT forensics in-
clude home appliances, cars, medical implants, sensor nodes, and
tag readers, among others. In traditional forensics, the sources
of evidence can be computers, mobile phones, servers, or gateways
[14]. Regarding types of evidence data, IoT data can be available in
any vendor-specific format, unlike in traditional forensics wherein
data is mostly available in an electronic document or standard file
formats [14].

[oT forensics involves many challenges due to the nonsuitability of cur-
rently available digital forensics tools and standard forensics methodologies
in the IoT environment [15-18]. IoT devices also generate huge amount of
various data that puzzle investigators when deciding the relevant source of
evidence and identifying the exact amount of data to be used for further
investigation [19].

Several surveys [20-27] were conducted previously on the usage of digital

2 Accessed on: 17th May 2018 https://www.ironpaper.com/webintel /articles/internet-
of-things-market-statistics/



Figure 1: An illustration of security concerns in IoT-based smart environments

forensics in multiple domains, i.e., cloud computing, edge computing, mobile
cloud computing, software-defined networks, wireless networks, smart cities,
and smart transportation systems, among others. However, none of these
surveys comprehensively focused on IoT forensics. In addition, several other
important aspects of IoT forensics, which are discussed in the current study,
have not been previously reported.

The contributions of this study are as follows:

o We explore [oT’s novel factors affecting traditional computer forensics.
o We investigate the state-of-the-art research on IoT forensics.

o We categorize and classify the literature by devising a taxonomy.



¢« We enumerate a few notable use cases related to IoT forensics.

o We outline and highlight the key requirements for enabling IoT foren-
sics.

o Finally, we identify and discuss several indispensable open research
challenges.

The remainder of this paper is organized as follows. We explain IoT’s
novel factors affecting forensics and investigate the recent literature
on [oT forensics in Sections 2-3. We discuss the devised taxonomy
in Section 4, whereas we identify and present the possible use cases
of IoT forensics in Section 5. Then, we outline and enumerate the
key requirements for enabling [oT forensics in Section 6, followed by
a discussion on several research challenges to be addressed in the [oT
forensics paradigm in Section 7. Finally, we conclude the study in
Section 8.

2. Novel factors of IoT affecting forensics

Numerous new factors of IoT affecting traditional computer
forensics are outlined in Figure 2. A huge number of diverse
and resource-constrained devices are involved in IoT-enabled
environments, which generate an enormous amount of data
called ”Big IoT Data” [28]. A large amount of IoT data pre-
vent the forensics investigator to collect and extract the evi-
dence data smoothly. The main challenges posed by Big IoT
Data for the forensics investigators are diverse data formats
and lack of real-time log analysis solutions. Digital evidence is
one of the fundamental requirements for enabling IoT foren-
sics. Such an evidence can only be obtained by extracting
firmware data or acquiring a flash-memory image. In terms
of digital evidence, limited visibility and short survival period
of the evidences are the new challenges posed by the IoT de-
vices which affect the traditional computer forensic solutions
to be applied in the IoT systems. In the smart environments,
data are mostly stored and processed on the cloud. In most
cases, acquiring access to data for investigation purposes be-
comes difficult for IoT forensics investigators due to service
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Figure 2: Novel factors of IoT affecting traditional computer forensics

level agreement constraints. In addition, the data of IoT en-
vironment are spread across multiple platforms, e.g., on the
edge devices and data centers [29, 30]. The computation is
also performed mainly at the edge of users’ networks, and
metadata are transferred to the cloud. In such a scenario, the
data are stored in two hierarchies, which create difficulties
for forensics investigators in terms of data collection and log
data analysis. The two other IoT factors affecting forensics
are complex computing architecture (i.e., different hardware
architectures and heterogeneous operating systems) and pro-
prietary hardware and software (i.e., different vendors and

multiple standards).

3. Recent advances

Although many studies [31-40] are conducted on IoT security, the lit-
erature on loT forensics is scarce. Figure 3 shows the titles of published

works on IoT forensics.
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Figure 3: Word frequency occurrences in most publications

3.1. Smart home forensics

Smart home devices were the focus of [41], and these devices aim to
obtain compromising information. During a crime investigation, smart
home devices can play important roles through their motion detec-
tors or microphones. These devices can help in conclusively proving
a suspect’s location. Three forensic adversaries were constructed, e.g.,
passive, active, and single-malicious active adversaries. The authors
explored two smart home devices, namely, smart light and smart bulb,
as case studies. The findings revealed that enormous amount
of data are available to even the passive adversary, which can
lead to determining the actions performed at a specific inter-
val of time. However, this work remains in its infancy, and
the solution must be automated in the future.



Forensics Edge Management System (FEMS) was designed and pro-
posed in [42], and this system aims to provide security and forensics
services for smart homes. FEMS comprises different functions, namely,
network monitoring, intrusion detection and prevention, data logging,
and threshold estimation. FEMS offers numerous benefits, such
as automatic detection, intelligence, and flexibility. However,
its implementation involves many complexities, and its rigor-
ous testing is taxing.

According to the authors in [43], security concerns increase as volu-
minous amount of devices connect to the Internet due to the vulner-
abilities of smart devices. Digital forensics techniques are required to
cope with such security challenges. Therefore, the authors discussed
the need for digital forensics models and methodologies in the IoT
paradigm (smart home). The study aimed to make arguments for
the importance of smart forensics in cyber-physical environments and
smart homes, as in the case of [oT. Although the authors focused
mainly on the applicability of existing forensics techniques in
IoT, the existing forensics techniques cannot be fully applied
in IoT because of new IoT challenges, such as multiple net-
work involvement.

In the foreseeable future, the smart home environments will
become very common. In this context, a seven-phase foren-
sic investigation framework was proposed, which can help
to perform a smooth investigation in the smart home envi-
ronments [44]. In the framework, phase 1 ensures that a
forensics expert is available with an appropriate skills set
(e.g., www.openhab.org, www.home-assistant.io). The sec-
ond phase 2 ensures that all the information used in the smart
home are extracted and stored safely. The next phase helps
in preserving all the pieces of evidence. A global picture of
the system (network topology) is created in phase 4. All the
security checks are validated in phase 5. The next phase helps
to locate and acquire evidential data. In the last phase, the
investigator seeks to make sense of the acquired data. The
applicability of the framework has been shown by presenting
three case studies. The finding of the study revealed that the
proposed framework can facilitate in terms of trustworthy ev-



idence collection and preservation. However, the framework
still requires to be validated using the real-world home au-
tomation systems.

3.2. Forensics analysis for smart vehicles

The Internet of Vehicles (IoV) systems enable the information
sharing between the vehicles and their surrounding sensors.
Although the IoV systems have brought numerous opportu-
nities in terms of road safety and traffic management, they
brought many new challenges related to the digital forensics.
To address the forensics related challenges, the study [45] has
proposed a trustworthy investigation framework called Trust-
IoV for the Internet of Vehicles systems. The framework
helps to collect and preserve the trustworthy evidence from
the highly distributed smart vehicles based environment. Fur-
thermore, the framework helps in maintaining a secure prove-
nance of the evidence which leads to ensuring the integrity of
the stored evidence. The results of the framework suggested
that the framework can operate with minimal overhead in a
strong adversarial scenario. The authors in [46] investigated and
analyzed the threats to smart vehicles in a smart city. A forensic
model was proposed for investigating smart vehicles. Its effectiveness
was affirmed by the results. However, the proposed model is in
its infancy, and still requires to be validated using the data
traffic generated by the smart vehicles in a real scenario.

3.3. Forensics analysis for smartphones

In the modern age of technology, people are increasingly rely-
ing on smartphones instead of desktop computers for exchang-
ing messages, sharing videos and audios messages. A criminal
can exploit the smartphone by performing a number of activi-
ties including committing a fraud over e-mail, harassment via
text messages, drug trafficking, child pornography, communi-
cations related to narcotics, etc [47]. In case of exploitation,
it has become very challenging to extract such information
from the smartphones for the forensics purposes. To address



this challenge, a study [47] is conducted which helps to per-
form forensic analysis for the smartphones using Universal
Forensic Extraction Device (UFED) physical analyzer. The
study has focused on gaining the root access and acquiring
data from the Samsung Galaxy S3 phone. The purpose was
to provide a vision that forensics analysis can be performed
for the smartphones, however, the work was not conclusive.

Transplantation of the recent mobile phones has become a complex
task involving the risk of PoP components’ destruction. As such, a
new solution called “PoP chip-off/TCA Technique” was proposed in
[48]. The proposed technique allows the desoldering of PoP compo-
nents without causing damage and ensures successful transplantation
of the latest mobile phones. A new method was also developed and
successfully applied to the forensic transplantation of a cryptographic
Black-Berry 9900 PGP mobile phone.

3.4. Forensics analysis for drones

A methodology that enables forensic analysis for drones was proposed
in [49]. The forensic analysis was performed on DJI Phantom III drone.
The study also proposed an open source tool called DRone Open Source
Parser (DROP). The tool parses proprietary DAT files extracted from
the drone’s internal storage. These DAT files are encrypted and en-
coded. The work also shared preliminary findings on TXT files, which
were also proprietary, encrypted, and encoded files found on the mo-
bile device controlling the drone. The TXT files help search important
information, such as GPS locations, battery, and flight time, which can
be used in forensic analysis later on. Although the work helps in
enabling forensic analysis in drones, it focuses only on the DJI
Phantom III. Further work must be done on various types of
drones, such as Phantom IV. In addition, the file structures
of DAT and TXT must be demystified.

3.5. Forensics analysis for newer BitTorrent Sync peer-to-peer cloud
storage

A methodology was outlined in [50], and this methodology helps in
collecting and analyzing the data derived from the newer BitTorrent



Sync peer-to-peer cloud storage service, which acts as a backbone for
IoT networks. The experiments were performed using mobile phones,
Windows-run computer systems, Mac OS, Ubuntu, iOS, and Android
devices. The results revealed that artifacts relating to log-in, log-off,
installation, uninstallation, and cloud synchronization metadata are
recoverable. Such artifacts are considered important sources of IoT
forensics. In addition, the work suggested that the memory snap-
shot should be obtained as quickly as possible because it increases
the likelihood of preserving the artifacts. This study has many
advantages, i.e., the proposed methodology can help in inves-
tigating other BitTorrent-Sync-enabled clients sharing similar
datasets. However, the proposed methodology was not vali-
dated with the original equipment manufacturer.

3.6. Forensics Analysis for the General IoT Systems

A real-world investigation model for the future heterogeneous IoT sys-
tems was proposed in [51]. A threat assessment scenario was developed
based on STRIDE and DREAD models. These models revealed that
cyber attacks in the IoT systems can lead to serious consequences like
death. Moreover, the study found that the existing solutions for the
[0oT systems do not include security by default, thus posing high risks.
A study was conducted [52] to show the impact of the sync data on
evidence. Sync data can enable impartial analysis of electronic evi-
dence. In [53], the authors surveyed state-of-the-art in-memory foren-
sic techniques. They explained and highlighted the important changes
in designing operating systems in the future. The authors in [54]
has introduced a data reduction and semi-automated investi-
gation process, which helps in scanning the large amount of
IoT data. The process helps in enabling real-time analysis of
a wide range of IoT data.

The authors in [55] introduced the concept of acquiring, storing, and
transmitting digital evidence reliably and securely to an authorized
entity. Certain technologies that can help implement this concept in
an IoT environment were discussed as well. In addition, the build-
ing blocks of the digital witness were defined. In [56], the authors
proposed a new integrative approach that combines cloud-native and
cloud-centric forensic for the Amazon Alexa ecosystem.
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A forensic investigation framework called ”Probe-IoT” was
proposed in [57]. The framework helps to find criminal facts
in IoT-based systems using the digital ledger, which maintains
a track record of all the transactions taking place between IoT
devices, users, and cloud services. The theoretical results of
the framework reveal that the proposed framework ensures
the integrity, confidentiality, and non-repudiation of the evi-
dence. However, the framework has not been evaluated exper-
imentally, and resource efficiency of the framework in terms
of computation and storage cast was not analyzed. Another
study[58] has proposed a traffic analysis tool, which helps to
identify the attacks in IPv6 based low power wireless personal
area networks. One of the prime advantages of the tool is that
it presents the analysis results in a human-readable format.
However, the efficiency of the tool still needs to be improved.

A new IoT forensics model called PRoFIT was proposed in [59]. This
model ensures privacy (ISO/IEC 29100:2011) standard during forensic
investigations. Ensuring the privacy aims to encourage IoT devices to
voluntarily participate in digital forensic investigations. The proposed
model was evaluated in actual malware propagation in an IoT-enabled
coffee shop.

E. Oriwoh et al. [60] proposed the application of 1-2-3 zone approach
to IoT-related digital forensics investigations. Persons related to the
crime and possible evidence are identified in Zone 1, whereas all the
devices closer to the border of the network reside in Zone 2. All devices
outside the network are covered in Zone 3. In this work, the authors
also introduced the next-best-thing triage model and combined it with
1-2-3 zone approach when necessary. The proposed work can pro-
vide many benefits such as effective and efficient IoT-related
investigation in terms of identifying relevant evidence. How-
ever, developing and testing this work are challenging.

The researchers in [61] proposed a complete tamper-proofing framework
based on three-layer architecture. The three layers are physical security
mechanisms, encryption, and live forensics protection techniques. This
framework provides many advantages, such as manipulation
prevention, software-based protection, and infrequent verifi-
cation triggering . The only disadvantage of the framework
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is the lack of lightweight features as most of IoT devices have
limited resources in terms of battery and processing power.

The authors in [62] aimed to design the best approach in producing a
novel model that enables forensics experts to conduct IoT investiga-
tions. The authors designed an integrated model based on triage and
1-2-3 zone models for volatile-based data preservation. This study was
an extension of other works as it rigorously tested previous forensics
investigation approaches. The proposed approach can help foren-
sics experts conduct IoT investigations with large size-based
perspective. However, the automation of this model seems
rather difficult in a practical environment.

In [63], the authors introduced a new definition of IoT forensics. They
also systematically analyzed IoT domain to uncover the challenges and
issues in the area of digital forensics. A new approach, called Forensic-
Aware IoT (FAIoT), was proposed to support the reliability of and
bring about new insights into forensic investigations in IoT environ-
ment. However, such an approach was not tested for executing
digital forensics in the IoT infrastructure, which might lessen
its applicability to practice.

The researchers in [64] examined the current challenges contributing to
the backlog in digital forensics from a technical perspective, which can
hamper the discovery of pertinent information for digital investigators.
The author also highlighted a number of future research topics that
could greatly contribute to a more efficient digital forensic process. As
such, combined the negative effect of the challenges can be significantly
amplified based on the future research works that include, information
retrieval, FPGA processing, and parallelization.

A. Bijalwan et al. [65] addressed the flooding attacks against avail-
able resources in IoT environment, where the attack mode increases
the difficulty of the investigation. The hackers use random-UDP flood-
ing attacks by sending multiple UDP datagrams of different sizes at a
time. This action may result in denial of services to the system and the
resources. Thus, the authors proposed a new approach for the foren-
sics investigation of random-UDP flooding attacks. This approach can
identify the sources of random-UDP flooding attacks. However, this
proposed solution may be unable to identify real-time attacks

12
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Figure 4: Taxonomy of IoT Forensics

generated by zero-day attacks.

4. Taxonomy of IoT forensics

This section describes the taxonomy of IoT forensics illustrated in Fig-
ure 4. The attributes of this taxonomy include forensics phases, en-
ablers, networks, sources of evidence, investigation modes, forensics
models, forensics layers, forensics tools, and forensics data processing.
Herein, these attributes are briefly discussed.

4.1. Forensics phases

A typical IoT forensics investigation starts with establishing context.
The investigation team applies many security measurements, such soft-
ware and security tools, on the vast data to be collected from different
locations [66]. The law enforcement related to the investigation, such
as privacy, copyright, and information technology law, among others,
are thoroughly reaffirmed and agreed by the investigator before the
actual investigation. Evidence is then collected from various sources of
evidence. It investigated and analyzed further in the next phase. Based
on the evidence, the final conclusion is reported in the document and
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presented to the relevant parties. At the final phase, the collected data
and the final reports are archived in a digital form for future use.

4.2. Enablers

[oT is composed of various technologies, such as sensor nodes, mobile
devices, virtualization, cloud, Radio Frequency Identification (RFID),
network equipment, and Artificial Intelligence (AI). These technologies
play individual roles during the forensics investigation process. Core
IoT devices, such as sensor nodes and mobile devices, are used to col-
lect evidence from the crime scene after the attack. Cloud and virtual-
ization technology provide on-demand, scalable, elastic, compute-as-a-
service support during the whole forensics process. RFID is used exten-
sively in sensor devices for object identification. Network equipment,
such as routers, switches, and Software Defined Networking (SDN)
switches, enable to track packet tracing. Al techniques are used exten-
sively in analyzing the data collected.

4.3. Networks

Network attributes refer to the type of network connected to IoT de-
vices in the crime scene. Network type plays a great role during the in-
vestigation process, and it ensures that the area of the region is covered
and law enforcement is obeyed. Local area network (LAN), Metropoli-
tan Area Network (MAN), and Personal Area Network (PAN) are ex-
tensively used for interconnecting IoT devices within a small range.
Examples of these networks are surveillance cameras installed in street
and shopping malls. Home appliances, such as washing machines and
refrigerators, are connected to the Home Area Network (HAN). Cloud
computing plays a great role for IoT devices in terms of data storage
and processing. IoT appliances are connected to the WAN network to
integrate the cloud application through API.

4.4. Sources of evidence

Crime-related information in IoT can be collected from the different
crime scenes focusing on the core source of evidence [67]. In [oT, the
data can reside predominantly in the devices, such as home appliances,
sensor nodes, medical implants, embedded systems, and cars. Although
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the memory spaces of 10T applications are low, valuable information
is sent to the central processing computer for processing through the
network. Data, such as the system log and temporary cache memory,
can be used as sources of evidence. These data can be retrieved by
tracing many network devices, such as routers, SDN, and switches,
among others.

4.5. Investigation modes

Investigation mode categorizes the type of investigation based on the
timeline of the investigation. Static mode is the traditional investiga-
tion method performed after identifying the attack in the IoT system.
As a result of the attack, IoT data are already corrupted or deleted.
Static mode recovers data using universal serial bus and scanning cache
memory, among others. IoT forensics investigation sometimes requires
the system to be alive during the process to discover fresh data, such as
open network connection, memory dumps, and running processes, for
extracting important sources of evidence. This type of investigation
mode is known as dynamic mode.

4.6. Forensics models

The forensics investigations for IoT applications are conducted within
standard models so that the relevant evidence collected are accept-
able to the court [68]. All the existing standard models follow basic
phases of forensics investigation, i.e., establishing context, data col-
lection, investigation, analysis, and reporting, among others. Digital
Forensics Investigation Model (DFIM) is a four-phase model that pri-
marily aims to uncover hidden evidence in the collected data. How-
ever, it is not concerned on actual evidence, i.e., physical evidence,
which is unfavorable in IoT’s case. Other existing forensic models
include Digital Forensic Research Workshop (DFRW), Ab-
stract Digital Forensic Model (ADFM), Integrated Digital
Investigation Model (IDIP), Enhanced Digital Investigation
Process Model (EDIPM), Extended Model of Cybercrime In-
vestigation (EMCI), Digital Forensic Model for Digital Foren-
sic Investigation (DFMDFI), Systematic Digital Forensic In-
vestigation Model (SDFIM), and Enhanced Systematic Dig-
ital Forensic Investigation Model (ESDFIM) [69]. DFRW is
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based on seven phases (e.g., identification, preservation, col-
lection, examination, analysis, presentation, and decision).
ADFM has added three new components (e.g., preparation,
approach strategy, and return of evidence), which were miss-
ing in DFRW. IDIP is a five-phase model (e.g., readiness,
deployment, physical crime scene investigation, digital crime
scene investigation, and review). EDIPM aims to enhance
IDIP model by including two further steps (e.g., traceback
and dynamite). EMCI model involves thirteen steps (e.g.,
awareness, authorization, planning, notification, identify ev-
idence, collection of evidence, transport of evidence, storage
of evidence, examination of evidence, hypothesis, presenta-
tion of hypothesis, proof of hypothesis, and archive storage).
DFMDFI is based on a four-tier iterative approach. The first
tier deals with the preparation, identification, authorization,
and communication; whereas, the second layer deals with the
rules associated with collection, preservation, and documen-
tation. However, the third tier deals with the rules related to
examination, exploratory testing and analysis, and the fourth
tier is responsible for providing results, reviews, and reports.
SDFIM manages the digital forensic investigation process into
eleven phases. ESDFIM model handles the investigation pro-
cess in six phases (e.g., preparation phase, acquisition and
preservation phase, examination and analysis phase, informa-
tion sharing phase, presentation phase, and review phase).
Further details of the above-mentioned forensic models can
be found in [69].

4.7. Forensics layers

[oT forensics is composed of three layers: device, network, and cloud-
level forensics. In the device level forensics, the investigator gathers
evidence data mainly from IoT devices, where data are precisely stored
in local memory. Network-level forensics collects data from network
devices to judge or accuse a suspect. The IoT devices are usually
communicate with each other through some network, i.e., LAN, WAN,
MAN, PAN;, etc. The networks contain useful data which can act as
the trustworthy evidences such as network log data and cache memory
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information. Most IoT devices have low processing and storage capa-
bilities. They are connected to cloud data center to store or process
data. Cloud forensics deals with the forensics investigation on IoT data
stored at the cloud in case of attack.

4.8. Forensics tools

The forensics investigation of [oT attacks is performed by well-trained
experts who have good knowledge of IT and law enforcement. Al-
though IoT forensics involve numerous challenges, i.e., vast amount
of data collection and real-time data analysis, these challenges can be
compensated with the help of the various forensics tools. Computer
Aided Investigative Environment (CAINE) is an interactive and open
source forensics tool that supports multiple forensics phases. EnCase is
utilized to perform analysis for forensics images, data, and files. Wire-
shark is mostly used for network forensics analysis. The prime
limitation of the Wireshark is that it does not work well with
the large network data. Bulk Extractor helps to scan and ex-
tract information, e.g., card numbers, email addresses, web
addresses, and telephone numbers from the disk images and
directory files [54]. NUIX is used to scan a massive amount
of data and processes which leads to extract the useful infor-
mation later on used for the analysis purposes. RegRipper
is mainly utilized to scan the Windows registry files. IEF is
used to scan the forensic images and a wide range of data ex-
tracted from the Internet history, chat history, and operating
systems [54]. NetAnalysis helps to scan the forensic images
and data associated with the Internet history. Pajek64 helps
to analyze a large amount of network-related data.

4.9. Forensics data processing

Forensics data processing refers to the manner in which the compu-
tation location of forensics investigation is conducted. In centralized
data forensics, forensics data are stored in a high-security central server
that can be accessed at different locations by authorized investigators.
Centralized data processing is low cost and highly secure, and it offers
great control to administrators. Distributed data processing refers to
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when forensics data and computation are located in distributed server.
It has low latency and low delay but low security and high bandwidth
requirement.

5. Use cases on 10T forensics

This section looks at different use cases with the aim of highlighting
important IoT-based environments, where forensics can play an impor-
tant role. Table 1 presents the summary of the use cases.

5.1. Modern flood defence systems

The United Kingdom is using modern flood defense systems. To make
the system practical, sea sensors are deployed, and satellites are used
gather data. These sensors and satellites correspond with each other to
offer brief, computerized early water-level warnings and responses. In
case of warning system failure, forensics investigation will be required
to find out what and how something went wrong. In this scenario,
forensics investigator can play an important role by shedding light on
a part, if not all, of that picture.

5.2. Smart transport systems

Singapore is using smart transportation systems. In this context, smart
sensors and other devices are deployed to manage traffic and avoid
traffic congestion problem. Precision is one of the most important
parameters that must be considered in smart transportation system.
Incomplete and wrong information can cause serious accidents on the
roads. In the case of accident, the forensics investigator is required
to know what and how something went wrong. The investigation can
help mitigate accident-causing issues or other problems, such as traffic
congestion.

5.8. Smart health monitoring systems

In smart health monitoring systems, different types of sensing devices
are used to check the health status of the person. In the case of body
area network, devices transmit information to the cloud via different
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Table 1: Summary of the use cases

Possible Use Description Possible Evidence IoT Country Forensics
Case Appli- Need
cation

Modern Flood De- Smart sea sensors are Smart sea sensors Smart United Yes
fence Systems deployed to know the Sea Mon-  Kingdom

water level information itoring
Smart Transporta- To manage the routes  Smart vehicles Smart Singapore Yes
tion Systems in an efficient way Trans-

port

Smart Health Mon- To check the health  Smart wearable devices  Smart Global Yes
itoring Systems status by wusing the Health-

smart wearable devices care
Advanced Mal-  To detect the malware Traffic lighting system Smart Global Yes
ware Detection  in a smart traffic envi- Traffic
in Smart Traffic ronment
Environment
Forensics Edge To measure the secu- Smart home appliances Smart Global Yes
Management Sys- rity at the edge level Home
tem In  Smart
Home

wireless technologies. A doctor uses such data to see a patient’s health
status through visualization approaches. An attacker may hijack the
smart health monitoring system and temper the device, which can mis-
guide the doctor while examining. Erroneous examination can cause
serious health issues. The forensics investigator can play an important
role in such a type of scenario.

5.4. Advanced malware detection in smart traffic environment?

Vulnerabilities and attack surface increase when systems become con-
nected and integrated with other devices and various evidence types
involving device-level forensics. ThreatBLADES developed a system on
top of security analytics platform by Blue Coast. This device mainly
aims to detect and extract files from smart traffic. ThreatBLADES is
based on major protocol, which sends alerts when malware is detected
and sends unknown files to a “sandbox” for dynamic malware analy-
sis. Moreover, it offers a real-time threat intelligence service to various
[oTs, which helps in increasing the efficiency of the forensic investiga-
tions. For example, HTTP, SMTP, POP3, and FTP are optimized by

3 Accessed on: 16 April 2018 https://www.bluecoat.com/documents/download /e286d7a8-
8aal-4451-bel4-d265b7ccee52/{84fbc68-1180-40a9-9d38-1e78670cd63f

19



each threat to detect and extract objects, such as files, URL, and IP
address. ThreatBLADES also inspects categories of IoT objects.

5.5. Forensics edge management system in smart home

FEMS autonomously provides security and forensic services
within the smart home. FEMS encompasses many services to
provide forensics and security services within the IoT home.
These services include timeline creation, compression, data parsing and
differentiation, network monitoring, data mining alerting (incident es-
calation), result presentation, and human-understandable format re-
porting. Such a system is operated on the basis of IoT digital foren-
sics framework and incorporates well-known, standardized security and
forensics techniques to deliver the aforementioned services [42].

6. Requirements

This section outlines and discusses the key requirements for enabling
[oT forensics successfully.

6.1. Managing IoT data volume

The volume of IoT data captured by sensors and smart de-
vices from networks and the cloud complicate the identifica-
tion of relevant data. Hence, they require proper manage-
ment so they can be used as evidence for an investigation
[13]. These IoT data are spread across various locations be-
yond the control of the investigator. In particular, capturing
network traffic and managing logging performance are the im-
portant aspects in IoT forensics. The log information about
the network identifies the location of evidence. Moreover,
the collection and management of the IoT data may involve
various locations in different countries, and information can
be mixed with other users’ information. The authors in [70]
introduced a framework for the data storage to improve and
integrate structured and unstructured IoT data efficiently.
The proposed framework can store and manage diverse types
of data collected by sensors and RFID readers. It can also
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integrate and extend the vast number of databases, such as
Hadoop distributed file system storage.

6.2. Mitigation of privacy risks

With regard to privacy, users should be aware that their data
are being used for investigation. To an extent, this awareness
allows users to monitor and control how and who accessed
and used their data for investigation. Moreover, the investi-
gators who are permitted to access users’ data should protect
the data from unauthorized access, loss, and manipulation.
Leaving data unprotected can cause the investigators to be
responsible for any leak and harm [13]. Mitigation of secu-
rity and privacy in the context of IoT were discussed in [71].
The study highlighted several important aspects of privacy
enhancement technologies to increase the security in IoT and
RFID-based systems.

6.3. Integration of the IoT Data

Data integration includes all processes involved in collecting
data from different sources, as well as in storing and pro-
viding data with a unified view. For each moment, different
forms of data are continuously generated by social media, IoT,
and other communication and telecommunication approaches
[72]. Moreover, the existing tools and technologies in digital
forensics domain are unable to fit with the heterogeneous in-
frastructure of the IoT environment. The enormous volume
of promising proofs generated by a huge amount of IoT de-
vices will subsequently require new integration guideline in
terms of integrating the evidence from distributed IoT in-
frastructures. In [73], the authors discussed the integration
of Cloud and IoT (CloudIoT). The detailed analysis of the
study can help identify the complementary aspects of Cloud
and IoT, which can lead to an efficient investigation during
the forensics phase.
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6.4. Guidelines for the IoT deployment approaches

Modern IoT smart technologies are continuously targeted by
cyber attackers. User-managed smart home forensics system
designed and deployed in IoT-based homes must be imple-
mented. This system can be installed by regular network
monitoring and enabling basic forensic personnel on behalf of
homeowners [74]. IoT is a set of objects and sensors embedded
within the networks to provide an interaction between exter-
nal and internal environment via proper communications and
sensing. The deployment of such technologies demands man-
agement and forensics guidelines for the application software
and hardware. The researchers in [75] discussed numerous
challenges related to the development of IoT business mod-
els, such as the unstructured nature of IoT systems, objects,
and general immaturity.

6.5. Dealing with system identification and human behaviors

In IoT forensic, modeling of human behaviors and the exten-
sion of the system identification require new approaches and
state-of-the-art predictive model to deal with shreds of evi-
dence. Such predictive is important in generating accurate re-
sults through system identification because human behaviors
evolve over time [76]. For example, identifying human faces
from photos, cameras, videos are common today. Moreover,
the popularity of wire, wireless and Internet communication
create opportunities for identification of devices through fin-
gerprinting [77].

7. Open Research Challenges

This section presents the challenges remaining to be addressed. It aims
to provide guidelines to new researchers on IoT forensics.
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7.1. Multiple locations and networks

In an IoT-based environment, user data is stored in different locations
that may have multiple jurisdictions. This storage setup can raise se-
rious complications for forensics investigators. As a consequence of
different laws implementation on different locations, forensics inves-
tigators may face several problems in deciding under which rule to
prosecute the cases when devices have been used in different cities or
networks [78]. In a scenario where user is changing his position dynam-
ically and using the different networks for the connectivity, investigat-
ing problems becomes challenging. In the future, standard techniques
will be required to examine and analyze multiple location and network
problems.

7.2. Management and automation

The use of automation in IoT forensic investigations has brought social
implications and technological challenges. Such challenges come from
tracking various objects and devices located at different locations, and
the higher-level processes involved when a crucial piece of evidence
needs to be collected from the IoT devices, such as data analysis.
Moreover, to gain real-time insights into forensics investigation, au-
tomated IoT is required to improve the process time. The researchers
in [42] introduced a new dimension to the forensics process, in which
an automated system performs forensics investigations with end-users
receiving reports as deemed necessary by the system. However, the
heterogeneous nature of the IoT environment is exacting to automate
due to the diversity of network devices and data being generated by
IoT.

7.3. Shutting the devices down

In ToT scenario, if any device is identified as a source of generating ma-
licious packets, stopping that device from working sometimes becomes
taxing because of multiple reasons, such as the owner’s individual ra-
tionality. In the case of a smart home—where a fridge is identified as a
source of generating the malicious packets—the food could be spoiled
if the machine is turned off. Hence, the homeowner may not allow the
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investigators to turn off the fridge. This is just one of the many sce-
narios, e.g., transportation systems, where devices cannot be stopped
from working even if something is identified as fishy for some reasons.
Identifying how to handle these situations is one of the difficult tasks
caused by individual rationality problem. In the future, substantial
attention must be paid on designing such type of forensics mechanisms
to allow forensics investigator to resolve the matter without turning off
the devices.

7.4. Big IoT data analysis

The ability to analyze huge amount of IoT data assists investigators
to deal with plenty of information that could have an impact on the
investigation, and thus, reduce the crime rate within the city [79]. In
[0T, the data are gathered from various objects, obtaining an insight
into the data and making required decisions [80]. However, the higher
complexity which involves in processing big IoT data hinders to per-
form the smooth analysis of the data available for the investigation.
In addition, scalability of the analytics algorithms might have a great
impact on the investigation [81]. As such, on-the-fly processing of data
becomes all the more important. Traditional store-then-process ap-
proaches in which data are retrieved and stored for future access may
no longer be appropriate.

7.5. Survival period and visibility of the evidences

The limitations of storage in IoT devices hinder a long-term
survival of the evidence as the data can easily be overwrit-
ten, resulting in the possibility of missing evidence [14]. This
challenge can be compensated by transferring data to local
storage devices or on the cloud. However, it brings several
new challenges, such as the difficulty to maintain a secure
chain of the evidence and to prove that the evidence has not
been modified. Given the deployment of thousands of sensors
at the IoT crime scene, the visibility of evidence has become
another crucial challenge. The possibility of implanting ma-
licious sensors in the IoT devices can hinder the forensics in-
vestigator to identify witness devices at the crime scene. The
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forensic investigator can analyze logs from the IoT devices,
which can help to provide the additional information. How-
ever, such logs will not be a sufficient evidence in all cases.

7.6. Individual privacy throughout digital investigations

Despite the fact that IoT devices are facilitating humans in
almost every aspect of the daily lives. However, it has been
witnessed that the privacy-aware forensics solutions are lack-
ing in the IoT paradigm. Although considerable efforts have
been made towards the development of digital forensics so-
lutions in the IoT paradigm, most of the current solutions
have neglected the need for ensuring the individual privacy
throughout the investigation phase [13]. For example, the
forensics solutions proposed in [55, 59, 82] have some serious
privacy limitations. In a highly dynamic IoT environment, the
integration of privacy with the existing forensics solutions can
encourage the voluntary cooperation of digital evidence which
leads to understand the whole context of the situation under
investigation.

7.7. Security

The pervasive nature of IoT introduces opportunities for hackers and
malicious users to perform sophisticated attacks, such as sniffing, surveil-
lance, and DoS. These attacks may be impossible to trace during the
investigation. Thus, obtaining digital evidence from IoT devices for
a legal purpose becomes challenging. Forensics investigations in IoT
require techniques, tools, and solutions that considers IoT as a dy-
namic, pervasive network model composed of disparate technologies.
In [83, 84], security and confidentiality were introduced. They can be
used with [oT forensics based on restrictive partially blind signature
scheme. This approach decreases investigators’ concerns about the se-
curity implications that may affect forensic operation when IoT devices
are involved.
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8. Conclusion

IoT is an emerging technology that provides an unsurpassed
convenience in human lives. The open interaction nature of
IoT enables trillions of smart devices to share their data with
one another. However, intruders can exploit such data shar-
ing. The communication dependency of wireless technolo-
gies makes the IoT vulnerable to cyberattacks. Forensic so-
lutions can help identify the root causes of attacks and the
perpetrators. This survey aimed to explore recent studies
on IoT forensics. We explained IoT’s novel factors affecting
traditional computer forensics. We investigated the state-
of-the-art literature available on IoT forensics by analyzing
their strengths and weaknesses. A taxonomy was devised by
classifying the literature that can be helpful for forensic ex-
perts in selecting the most suitable choices. We discussed
few indispensable use cases to show the need of forensics in
different IoT applications. We also enumerated several key
requirements for enabling forensics in an IoT environment.
Furthermore, we discussed open research challenges related
to IoT forensics as future research directions. We conclude
that the current IoT systems must incorporate the forensic
solutions within its architecture to ensure a safe and secure
environment. Otherwise, users may undermine their trust in
IoT-based systems.
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1. Introduction

The unprecedented proliferation of miniaturized Internet of Things (IoT)
devices, such as smartphones, washing machines, and medical implants, has
empowered people to share information with one another [1, 2]. These devices
can communicate with one another directly or via Application Programming
Interface (API) over the Internet, and they can be controlled by “learned”
devices with high computing capabilities, such as cloud servers, that augment
smartness to low-computing devices [3-5]. The smartness and communica-
tion capabilities of IoT devices offer many beneficial applications to common
people, companies, industry, and governments. [oT application is also ex-
tended in the areas of transportation, healthcare, and smart cities [6]. In
addition, the market trend of IoT is increasing, as indicated by CISCO’s
estimation of IoT revenue, which will be around $14.4 trillion between 2013
and 20222. However, emerging IoT technologies face various security attacks
and threats [7]. Notable threats include virus attacks, mass surveillance, and
Denial of Service (DoS) attacks, and disruption of IoT networks [8-10]. To
investigate these attacks, well-trained teams must conduct digital investiga-
tion, known as IoT forensics, on the crime scene [11-13]. An illustration of
security concerns in IoT-based smart environments is provided in Figure 1.
The sources of evidence in IoT forensics include home appliances, cars, med-
ical implants, sensor nodes, and tag readers, among others. In traditional
forensics, the sources of evidence can be computers, mobile phones, servers,
or gateways [14]. Regarding types of evidence data, IoT data can be available
in any vendor-specific format, unlike in traditional forensics wherein data is
mostly available in an electronic document or standard file formats [14].

IoT forensics involves many challenges due to the nonsuitability of cur-
rently available digital forensics tools and standard forensics methodologies
in the IoT environment [15-18]. IoT devices also generate huge amount of
various data that puzzle investigators when deciding the relevant source of
evidence and identifying the exact amount of data to be used for further
investigation [19].

Several surveys [20-27] were conducted previously on the usage of digital
forensics in multiple domains, i.e., cloud computing, edge computing, mobile
cloud computing, software-defined networks, wireless networks, smart cities,

2 Accessed on: 17th May 2018 https://www.ironpaper.com/webintel /articles/internet-
of-things-market-statistics/



Figure 1: An illustration of security concerns in IoT-based smart environments

and smart transportation systems, among others. However, none of these
surveys comprehensively focused on IoT forensics. In addition, several other
important aspects of IoT forensics, which are discussed in the current study,
have not been previously reported.

The contributions of this study are as follows:

o We explore [oT’s novel factors affecting traditional computer forensics.
o We investigate the state-of-the-art research on IoT forensics.
« We categorize and classify the literature by devising a taxonomy.

o« We enumerate a few notable use cases related to IoT forensics.



o We outline and highlight the key requirements for enabling IoT foren-
sics.

o Finally, we identify and discuss several indispensable open research
challenges.

The remainder of this paper is organized as follows. We explain IoT’s
novel factors affecting forensics and investigate the recent literature
on IoT forensics in Sections 2-3. We discuss the devised taxonomy
in Section 4, whereas we identify and present the possible use cases
of IoT forensics in Section 5. Then, we outline and enumerate the
key requirements for enabling [oT forensics in Section 6, followed by
a discussion on several research challenges to be addressed in the IoT
forensics paradigm in Section 7. Finally, we conclude the study in
Section 8.

2. Novel factors of IoT affecting forensics

Numerous new factors of IoT affecting traditional computer forensics
are outlined in Figure 2. A huge number of diverse and resource-
constrained devices are involved in IoT-enabled environments, which
generate an enormous amount of data called "Big IoT Data” [28]. A
large amount of IoT data prevent the forensics investigator to collect
and extract the evidence data smoothly. The main challenges posed by
Big IoT Data for the forensics investigators are diverse data formats
and lack of real-time log analysis solutions. Digital evidence is one of
the fundamental requirements for enabling IoT forensics. Such an ev-
idence can only be obtained by extracting firmware data or acquiring
a flash-memory image. In terms of digital evidence, limited visibility
and short survival period of the evidences are the new challenges posed
by the IoT devices which affect the traditional computer forensic so-
lutions to be applied in the IoT systems. In the smart environments,
data are mostly stored and processed on the cloud. In most cases, ac-
quiring access to data for investigation purposes becomes difficult for
[oT forensics investigators due to service level agreement constraints.
In addition, the data of IoT environment are spread across multiple
platforms, e.g., on the edge devices and data centers [29, 30]. The
computation is also performed mainly at the edge of users’ networks,
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Figure 2: Novel factors of IoT affecting traditional computer forensics

and metadata are transferred to the cloud. In such a scenario, the data
are stored in two hierarchies, which create difficulties for forensics in-
vestigators in terms of data collection and log data analysis. The two
other IoT factors affecting forensics are complex computing architec-
ture (i.e., different hardware architectures and heterogeneous operating
systems) and proprietary hardware and software (i.e., different vendors

and multiple standards).

3. Recent advances

Although many studies [31-40] are conducted on IoT security, the lit-
erature on loT forensics is scarce. Figure 3 shows the titles of published

works on IoT forensics.

3.1. Smart home forensics

Smart home devices were the focus of [41], and these devices aim to
obtain compromising information. During a crime investigation, smart
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home devices can play important roles through their motion detec-
tors or microphones. These devices can help in conclusively proving
a suspect’s location. Three forensic adversaries were constructed, e.g.,
passive, active, and single-malicious active adversaries. The authors
explored two smart home devices, namely, smart light and smart bulb,
as case studies. The findings revealed that enormous amount of data
are available to even the passive adversary, which can lead to deter-
mining the actions performed at a specific interval of time. However,
this work remains in its infancy, and the solution must be automated
in the future.

Forensics Edge Management System (FEMS) was designed and pro-
posed in [42], and this system aims to provide security and forensics
services for smart homes. FEMS comprises different functions, namely,



network monitoring, intrusion detection and prevention, data logging,
and threshold estimation. FEMS offers numerous benefits, such as au-
tomatic detection, intelligence, and flexibility. However, its implemen-
tation involves many complexities, and its rigorous testing is taxing.

According to the authors in [43], security concerns increase as volu-
minous amount of devices connect to the Internet due to the vulner-
abilities of smart devices. Digital forensics techniques are required
to cope with such security challenges. Therefore, the authors dis-
cussed the need for digital forensics models and methodologies in the
[oT paradigm (smart home). The study aimed to make arguments
for the importance of smart forensics in cyber-physical environments
and smart homes, as in the case of IoT. Although the authors focused
mainly on the applicability of existing forensics techniques in 10T, the
existing forensics techniques cannot be fully applied in IoT because of
new [oT challenges, such as multiple network involvement.

In the foreseeable future, the smart home environments will become
very common. In this context, a seven-phase forensic investigation
framework was proposed, which can help to perform a smooth investi-
gation in the smart home environments [44]. In the framework, phase 1
ensures that a forensics expert is available with an appropriate skills set
(e.g., www.openhab.org, www.home-assistant.io). The second phase 2
ensures that all the information used in the smart home are extracted
and stored safely. The next phase helps in preserving all the pieces of
evidence. A global picture of the system (network topology) is created
in phase 4. All the security checks are validated in phase 5. The next
phase helps to locate and acquire evidential data. In the last phase, the
investigator seeks to make sense of the acquired data. The applicability
of the framework has been shown by presenting three case studies. The
finding of the study revealed that the proposed framework can facilitate
in terms of trustworthy evidence collection and preservation. However,
the framework still requires to be validated using the real-world home
automation systems.

3.2. Forensics analysis for smart vehicles

The Internet of Vehicles (IoV) systems enable the information sharing
between the vehicles and their surrounding sensors. Although the IoV



systems have brought numerous opportunities in terms of road safety
and traffic management, they brought many new challenges related to
the digital forensics. To address the forensics related challenges, the
study [45] has proposed a trustworthy investigation framework called
Trust-IoV for the Internet of Vehicles systems. The framework helps
to collect and preserve the trustworthy evidence from the highly dis-
tributed smart vehicles based environment. Furthermore, the frame-
work helps in maintaining a secure provenance of the evidence which
leads to ensuring the integrity of the stored evidence. The results of
the framework suggested that the framework can operate with minimal
overhead in a strong adversarial scenario. The authors in [46] inves-
tigated and analyzed the threats to smart vehicles in a smart city. A
forensic model was proposed for investigating smart vehicles. Its effec-
tiveness was affirmed by the results. However, the proposed model is
in its infancy, and still requires to be validated using the data traffic
generated by the smart vehicles in a real scenario.

3.3. Forensics analysis for smartphones

In the modern age of technology, people are increasingly relying on
smartphones instead of desktop computers for exchanging messages,
sharing videos and audios messages. A criminal can exploit the smart-
phone by performing a number of activities including committing a
fraud over e-mail, harassment via text messages, drug trafficking, child
pornography, communications related to narcotics, etc [47]. In case of
exploitation, it has become very challenging to extract such informa-
tion from the smartphones for the forensics purposes. To address this
challenge, a study [47] is conducted which helps to perform forensic
analysis for the smartphones using Universal Forensic Extraction De-
vice (UFED) physical analyzer. The study has focused on gaining the
root access and acquiring data from the Samsung Galaxy S3 phone.
The purpose was to provide a vision that forensics analysis can be
performed for the smartphones, however, the work was not conclusive.

Transplantation of the recent mobile phones has become a complex
task involving the risk of PoP components’ destruction. As such, a
new solution called “PoP chip-off/TCA Technique” was proposed in
[48]. The proposed technique allows the desoldering of PoP compo-
nents without causing damage and ensures successful transplantation

8



of the latest mobile phones. A new method was also developed and
successfully applied to the forensic transplantation of a cryptographic
Black-Berry 9900 PGP mobile phone.

3.4. Forensics analysis for drones

A methodology that enables forensic analysis for drones was proposed
in [49]. The forensic analysis was performed on DJI Phantom III drone.
The study also proposed an open source tool called DRone Open Source
Parser (DROP). The tool parses proprietary DAT files extracted from
the drone’s internal storage. These DAT files are encrypted and en-
coded. The work also shared preliminary findings on TXT files, which
were also proprietary, encrypted, and encoded files found on the mo-
bile device controlling the drone. The TXT files help search important
information, such as GPS locations, battery, and flight time, which can
be used in forensic analysis later on. Although the work helps in en-
abling forensic analysis in drones, it focuses only on the DJI Phantom
ITI. Further work must be done on various types of drones, such as
Phantom IV. In addition, the file structures of DAT and TXT must be
demystified.

3.5. Forensics analysis for newer BitTorrent Sync peer-to-peer cloud
storage

A methodology was outlined in [50], and this methodology helps in
collecting and analyzing the data derived from the newer BitTorrent
Sync peer-to-peer cloud storage service, which acts as a backbone for
[oT networks. The experiments were performed using mobile phones,
Windows-run computer systems, Mac OS, Ubuntu, iOS, and Android
devices. The results revealed that artifacts relating to log-in, log-off,
installation, uninstallation, and cloud synchronization metadata are
recoverable. Such artifacts are considered important sources of IoT
forensics. In addition, the work suggested that the memory snapshot
should be obtained as quickly as possible because it increases the likeli-
hood of preserving the artifacts. This study has many advantages, i.e.,
the proposed methodology can help in investigating other BitTorrent-
Sync-enabled clients sharing similar datasets. However, the proposed
methodology was not validated with the original equipment manufac-
turer.



3.6. Forensics Analysis for the General IoT Systems

A real-world investigation model for the future heterogeneous IoT sys-
tems was proposed in [51]. A threat assessment scenario was developed
based on STRIDE and DREAD models. These models revealed that
cyber attacks in the [oT systems can lead to serious consequences like
death. Moreover, the study found that the existing solutions for the
[oT systems do not include security by default, thus posing high risks.
A study was conducted [52] to show the impact of the sync data on
evidence. Sync data can enable impartial analysis of electronic evi-
dence. In [53], the authors surveyed state-of-the-art in-memory forensic
techniques. They explained and highlighted the important changes in
designing operating systems in the future. The authors in [54] has in-
troduced a data reduction and semi-automated investigation process,
which helps in scanning the large amount of IoT data. The process
helps in enabling real-time analysis of a wide range of IoT data.

The authors in [55] introduced the concept of acquiring, storing, and
transmitting digital evidence reliably and securely to an authorized
entity. Certain technologies that can help implement this concept in
an [oT environment were discussed as well. In addition, the build-
ing blocks of the digital witness were defined. In [56], the authors
proposed a new integrative approach that combines cloud-native and
cloud-centric forensic for the Amazon Alexa ecosystem.

A forensic investigation framework called "Probe-IoT” was proposed
in [57]. The framework helps to find criminal facts in IoT-based sys-
tems using the digital ledger, which maintains a track record of all the
transactions taking place between IoT devices, users, and cloud ser-
vices. The theoretical results of the framework reveal that the proposed
framework ensures the integrity, confidentiality, and non-repudiation
of the evidence. However, the framework has not been evaluated exper-
imentally, and resource efficiency of the framework in terms of com-
putation and storage cast was not analyzed. Another study[58] has
proposed a traffic analysis tool, which helps to identify the attacks in
[Pv6 based low power wireless personal area networks. One of the
prime advantages of the tool is that it presents the analysis results in a
human-readable format. However, the efficiency of the tool still needs
to be improved.
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A new IoT forensics model called PRoFIT was proposed in [59]. This
model ensures privacy (ISO/IEC 29100:2011) standard during forensic
investigations. Ensuring the privacy aims to encourage IoT devices to
voluntarily participate in digital forensic investigations. The proposed
model was evaluated in actual malware propagation in an IoT-enabled
coffee shop.

E. Oriwoh et al. [60] proposed the application of 1-2-3 zone approach
to IoT-related digital forensics investigations. Persons related to the
crime and possible evidence are identified in Zone 1, whereas all the
devices closer to the border of the network reside in Zone 2. All devices
outside the network are covered in Zone 3. In this work, the authors
also introduced the next-best-thing triage model and combined it with
1-2-3 zone approach when necessary. The proposed work can provide
many benefits such as effective and efficient IoT-related investigation in
terms of identifying relevant evidence. However, developing and testing
this work are challenging.

The researchers in [61] proposed a complete tamper-proofing framework
based on three-layer architecture. The three layers are physical security
mechanisms, encryption, and live forensics protection techniques. This
framework provides many advantages, such as manipulation preven-
tion, software-based protection, and infrequent verification triggering .
The only disadvantage of the framework is the lack of lightweight fea-
tures as most of [oT devices have limited resources in terms of battery
and processing power.

The authors in [62] aimed to design the best approach in producing a
novel model that enables forensics experts to conduct IoT investiga-
tions. The authors designed an integrated model based on triage and
1-2-3 zone models for volatile-based data preservation. This study was
an extension of other works as it rigorously tested previous forensics
investigation approaches. The proposed approach can help forensics
experts conduct IoT investigations with large size-based perspective.
However, the automation of this model seems rather difficult in a prac-
tical environment.

In [63], the authors introduced a new definition of IoT forensics. They
also systematically analyzed IoT domain to uncover the challenges and
issues in the area of digital forensics. A new approach, called Forensic-
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Aware IoT (FAIoT), was proposed to support the reliability of and
bring about new insights into forensic investigations in IoT environ-
ment. However, such an approach was not tested for executing digital
forensics in the IoT infrastructure, which might lessen its applicability
to practice.

The researchers in [64] examined the current challenges contributing to
the backlog in digital forensics from a technical perspective, which can
hamper the discovery of pertinent information for digital investigators.
The author also highlighted a number of future research topics that
could greatly contribute to a more efficient digital forensic process. As
such, combined the negative effect of the challenges can be significantly
amplified based on the future research works that include, information
retrieval, FPGA processing, and parallelization.

A. Bijalwan et al. [65] addressed the flooding attacks against avail-
able resources in IoT environment, where the attack mode increases
the difficulty of the investigation. The hackers use random-UDP flood-
ing attacks by sending multiple UDP datagrams of different sizes at a
time. This action may result in denial of services to the system and the
resources. Thus, the authors proposed a new approach for the foren-
sics investigation of random-UDP flooding attacks. This approach can
identify the sources of random-UDP flooding attacks. However, this
proposed solution may be unable to identify real-time attacks gener-
ated by zero-day attacks.

4. Taxonomy of IoT forensics

This section describes the taxonomy of IoT forensics illustrated in Fig-
ure 4. The attributes of this taxonomy include forensics phases, en-
ablers, networks, sources of evidence, investigation modes, forensics
models, forensics layers, forensics tools, and forensics data processing.
Herein, these attributes are briefly discussed.

4.1. Forensics phases

A typical IoT forensics investigation starts with establishing context.
The investigation team applies many security measurements, such soft-
ware and security tools, on the vast data to be collected from different
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Figure 4: Taxonomy of IoT Forensics

locations [66]. The law enforcement related to the investigation, such
as privacy, copyright, and information technology law, among others,
are thoroughly reaffirmed and agreed by the investigator before the
actual investigation. Evidence is then collected from various sources of
evidence. It investigated and analyzed further in the next phase. Based
on the evidence, the final conclusion is reported in the document and
presented to the relevant parties. At the final phase, the collected data
and the final reports are archived in a digital form for future use.

4.2. Enablers

[oT is composed of various technologies, such as sensor nodes, mobile
devices, virtualization, cloud, Radio Frequency Identification (RFID),
network equipment, and Artificial Intelligence (AI). These technologies
play individual roles during the forensics investigation process. Core
IoT devices, such as sensor nodes and mobile devices, are used to col-
lect evidence from the crime scene after the attack. Cloud and virtual-
ization technology provide on-demand, scalable, elastic, compute-as-a-
service support during the whole forensics process. RFID is used exten-
sively in sensor devices for object identification. Network equipment,
such as routers, switches, and Software Defined Networking (SDN)
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switches, enable to track packet tracing. Al techniques are used exten-
sively in analyzing the data collected.

4.3. Networks

Network attributes refer to the type of network connected to IoT de-
vices in the crime scene. Network type plays a great role during the in-
vestigation process, and it ensures that the area of the region is covered
and law enforcement is obeyed. Local area network (LAN), Metropoli-
tan Area Network (MAN), and Personal Area Network (PAN) are ex-
tensively used for interconnecting IoT devices within a small range.
Examples of these networks are surveillance cameras installed in street
and shopping malls. Home appliances, such as washing machines and
refrigerators, are connected to the Home Area Network (HAN). Cloud
computing plays a great role for IoT devices in terms of data storage
and processing. IoT appliances are connected to the WAN network to
integrate the cloud application through API.

4.4. Sources of evidence

Crime-related information in IoT can be collected from the different
crime scenes focusing on the core source of evidence [67]. In IoT, the
data can reside predominantly in the devices, such as home appliances,
sensor nodes, medical implants, embedded systems, and cars. Although
the memory spaces of 10T applications are low, valuable information
is sent to the central processing computer for processing through the
network. Data, such as the system log and temporary cache memory,
can be used as sources of evidence. These data can be retrieved by
tracing many network devices, such as routers, SDN, and switches,
among others.

4.5. Investigation modes

Investigation mode categorizes the type of investigation based on the
timeline of the investigation. Static mode is the traditional investiga-
tion method performed after identifying the attack in the IoT system.
As a result of the attack, IoT data are already corrupted or deleted.
Static mode recovers data using universal serial bus and scanning cache
memory, among others. IoT forensics investigation sometimes requires
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the system to be alive during the process to discover fresh data, such as
open network connection, memory dumps, and running processes, for
extracting important sources of evidence. This type of investigation
mode is known as dynamic mode.

4.6. Forensics models

The forensics investigations for IoT applications are conducted within
standard models so that the relevant evidence collected are accept-
able to the court [68]. All the existing standard models follow basic
phases of forensics investigation, i.e., establishing context, data col-
lection, investigation, analysis, and reporting, among others. Digital
Forensics Investigation Model (DFIM) is a four-phase model that pri-
marily aims to uncover hidden evidence in the collected data. How-
ever, it is not concerned on actual evidence, i.e., physical evidence,
which is unfavorable in IoT’s case. Other existing forensic models
include Digital Forensic Research Workshop (DFRW), Abstract Dig-
ital Forensic Model (ADFM), Integrated Digital Investigation Model
(IDIP), Enhanced Digital Investigation Process Model (EDIPM), Ex-
tended Model of Cybercrime Investigation (EMCI), Digital Forensic
Model for Digital Forensic Investigation (DFMDFTI), Systematic Digi-
tal Forensic Investigation Model (SDFIM), and Enhanced Systematic
Digital Forensic Investigation Model (ESDFIM) [69]. DFRW is based
on seven phases (e.g., identification, preservation, collection, exami-
nation, analysis, presentation, and decision). ADFM has added three
new components (e.g., preparation, approach strategy, and return of
evidence), which were missing in DFRW. IDIP is a five-phase model
(e.g., readiness, deployment, physical crime scene investigation, digital
crime scene investigation, and review). EDIPM aims to enhance IDIP
model by including two further steps (e.g., traceback and dynamite).
EMCI model involves thirteen steps (e.g., awareness, authorization,
planning, notification, identify evidence, collection of evidence, trans-
port of evidence, storage of evidence, examination of evidence, hy-
pothesis, presentation of hypothesis, proof of hypothesis, and archive
storage). DFMDFT is based on four-tier iterative approach. The first
tier deals with the preparation, identification, authorization, and com-
munication; whereas, the second layer deals with the rules associated
with collection, preservation, and documentation. However, the third
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tier deals with the rules related to examination, exploratory testing
and analysis, and the fourth tier is responsible for providing results,
reviews, and reports. SDFIM manages the digital forensic investigation
process into eleven phases. ESDFIM model handles the investigation
process in six phases (e.g., preparation phase, acquisition and preserva-
tion phase, examination and analysis phase, information sharing phase,
presentation phase, and review phase). Further details of the above-
mentioned forensic models can be found in [69].

4.7. Forensics layers

[oT forensics is composed of three layers: device, network, and cloud-
level forensics. In the device level forensics, the investigator gathers
evidence data mainly from IoT devices, where data are precisely stored
in local memory. Network-level forensics collects data from network
devices to judge or accuse a suspect. The IoT devices are usually
communicate with each other through some network, i.e., LAN, WAN,
MAN, PAN;, etc. The networks contain useful data which can act as
the trustworthy evidences such as network log data and cache memory
information. Most IoT devices have low processing and storage capa-
bilities. They are connected to cloud data center to store or process
data. Cloud forensics deals with the forensics investigation on IoT data
stored at the cloud in case of attack.

4.8. Forensics tools

The forensics investigation of [oT attacks is performed by well-trained
experts who have good knowledge of IT and law enforcement. Al-
though IoT forensics involve numerous challenges, i.e., vast amount
of data collection and real-time data analysis, these challenges can be
compensated with the help of the various forensics tools. Computer
Aided Investigative Environment (CAINE) is an interactive and open
source forensics tool that supports multiple forensics phases. EnCase
is utilized to perform analysis for forensics images, data, and files.
Wireshark is mostly used for network forensics analysis. The prime
limitation of the Wireshark is that it does not work well with the large
network data. Bulk Extractor helps to scan and extract information,
e.g., card numbers, email addresses, web addresses, and telephone num-
bers from the disk images and directory files [54]. NUIX is used to scan
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a massive amount of data and processes which leads to extract the use-
ful information later on used for the analysis purposes. RegRipper is
mainly utilized to scan the Windows registry files. IEF is used to scan
the forensic images and a wide range of data extracted from the In-
ternet history, chat history, and operating systems [54]. NetAnalysis
helps to scan the forensic images and data associated with the Internet
history. Pajek64 helps to analyze a large amount of network-related
data.

4.9. Forensics data processing

Forensics data processing refers to the manner in which the compu-
tation location of forensics investigation is conducted. In centralized
data forensics, forensics data are stored in a high-security central server
that can be accessed at different locations by authorized investigators.
Centralized data processing is low cost and highly secure, and it offers
great control to administrators. Distributed data processing refers to
when forensics data and computation are located in distributed server.
It has low latency and low delay but low security and high bandwidth
requirement.

5. Use cases on IoT forensics

This section looks at different use cases with the aim of highlighting
important IoT-based environments, where forensics can play an impor-
tant role. Table 1 presents the summary of the use cases.

5.1. Modern flood defence systems

The United Kingdom is using modern flood defense systems. To make
the system practical, sea sensors are deployed, and satellites are used
gather data. These sensors and satellites correspond with each other to
offer brief, computerized early water-level warnings and responses. In
case of warning system failure, forensics investigation will be required
to find out what and how something went wrong. In this scenario,
forensics investigator can play an important role by shedding light on
a part, if not all, of that picture.
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Table 1: Summary of the use cases

Possible Use Description Possible Evidence IoT Country Forensics
Case Appli- Need
cation

Modern Flood De- Smart sea sensors are Smart sea sensors Smart United Yes
fence Systems deployed to know the Sea Mon-  Kingdom

water level information itoring
Smart Transporta- To manage the routes  Smart vehicles Smart Singapore Yes
tion Systems in an efficient way Trans-

port

Smart Health Mon- To check the health  Smart wearable devices  Smart Global Yes
itoring Systems status by wusing the Health-

smart wearable devices care
Advanced Mal-  To detect the malware Traffic lighting system Smart Global Yes
ware Detection  in a smart traffic envi- Traffic
in Smart Traffic ronment
Environment
Forensics Edge To measure the secu- Smart home appliances Smart Global Yes
Management Sys- rity at the edge level Home
tem In  Smart
Home

5.2. Smart transport systems

Singapore is using smart transportation systems. In this context, smart
sensors and other devices are deployed to manage traffic and avoid
traffic congestion problem. Precision is one of the most important
parameters that must be considered in smart transportation system.
Incomplete and wrong information can cause serious accidents on the
roads. In the case of accident, the forensics investigator is required
to know what and how something went wrong. The investigation can
help mitigate accident-causing issues or other problems, such as traffic
congestion.

5.3. Smart health monitoring systems

In smart health monitoring systems, different types of sensing devices
are used to check the health status of the person. In the case of body
area network, devices transmit information to the cloud via different
wireless technologies. A doctor uses such data to see a patient’s health
status through visualization approaches. An attacker may hijack the
smart health monitoring system and temper the device, which can mis-
guide the doctor while examining. Erroneous examination can cause
serious health issues. The forensics investigator can play an important
role in such a type of scenario.
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5.4. Advanced malware detection in smart traffic environment’

Vulnerabilities and attack surface increase when systems become con-
nected and integrated with other devices and various evidence types
involving device-level forensics. ThreatBLADES developed a system on
top of security analytics platform by Blue Coast. This device mainly
aims to detect and extract files from smart traffic. ThreatBLADES is
based on major protocol, which sends alerts when malware is detected
and sends unknown files to a “sandbox” for dynamic malware analy-
sis. Moreover, it offers a real-time threat intelligence service to various
[oTs, which helps in increasing the efficiency of the forensic investiga-
tions. For example, HT'TP, SMTP, POP3, and FTP are optimized by
each threat to detect and extract objects, such as files, URL, and IP
address. ThreatBLADES also inspects categories of IoT objects.

5.5. Forensics edge management system in smart home

FEMS autonomously provides security and forensic services within the
smart home. FEMS encompasses many services to provide forensics
and security services within the IoT home. These services include time-
line creation, compression, data parsing and differentiation, network
monitoring, data mining alerting (incident escalation), result presen-
tation, and human-understandable format reporting. Such a system
is operated on the basis of IoT digital forensics framework and incor-
porates well-known, standardized security and forensics techniques to
deliver the aforementioned services [42].

6. Requirements

This section outlines and discusses the key requirements for enabling
[oT forensics successfully.

3 Accessed on: 16 April 2018 https://www.bluecoat.com/documents/download /e286d7a8-
8aal-4451-bel4-d265b7ccee52/{841bc68-1180-40a9-9d38-1e78670cd63f
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6.1. Managing IoT data volume

The volume of IoT data captured by sensors and smart devices from
networks and the cloud complicate the identification of relevant data.
Hence, they require proper management so they can be used as evidence
for an investigation [13]. These IoT data are spread across various lo-
cations beyond the control of the investigator. In particular, capturing
network traffic and managing logging performance are the important
aspects in [oT forensics. The log information about the network identi-
fies the location of evidence. Moreover, the collection and management
of the IoT data may involve various locations in different countries, and
information can be mixed with other users’ information. The authors
in [70] introduced a framework for the data storage to improve and
integrate structured and unstructured IoT data efficiently. The pro-
posed framework can store and manage diverse types of data collected
by sensors and RFID readers. It can also integrate and extend the vast
number of databases, such as Hadoop distributed file system storage.

6.2. Mitigation of privacy risks

With regard to privacy, users should be aware that their data are be-
ing used for investigation. To an extent, this awareness allows users
to monitor and control how and who accessed and used their data for
investigation. Moreover, the investigators who are permitted to access
users’ data should protect the data from unauthorized access, loss, and
manipulation. Leaving data unprotected can cause the investigators to
be responsible for any leak and harm [13]. Mitigation of security and
privacy in the context of IoT were discussed in [71]. The study high-
lighted several important aspects of privacy enhancement technologies
to increase the security in [oT and RFID-based systems.

6.3. Integration of the IoT Data

Data integration includes all processes involved in collecting data from
different sources, as well as in storing and providing data with a unified
view. For each moment, different forms of data are continuously gener-
ated by social media, IoT, and other communication and telecommuni-
cation approaches [72]. Moreover, the existing tools and technologies in
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digital forensics domain are unable to fit with the heterogeneous infras-
tructure of the IoT environment. The enormous volume of promising
proofs generated by a huge amount of IoT devices will subsequently
require new integration guideline in terms of integrating the evidence
from distributed IoT infrastructures. In [73], the authors discussed the
integration of Cloud and IoT (CloudloT). The detailed analysis of the
study can help identify the complementary aspects of Cloud and IoT,
which can lead to an efficient investigation during the forensics phase.

6.4. Guidelines for the IoT deployment approaches

Modern IoT smart technologies are continuously targeted by cyber
attackers. User-managed smart home forensics system designed and
deployed in ToT-based homes must be implemented. This system can
be installed by regular network monitoring and enabling basic forensic
personnel on behalf of homeowners [74]. IoT is a set of objects and
sensors embedded within the networks to provide an interaction be-
tween external and internal environment via proper communications
and sensing. The deployment of such technologies demands manage-
ment and forensics guidelines for the application software and hard-
ware. The researchers in [75] discussed numerous challenges related
to the development of IoT business models, such as the unstructured
nature of IoT systems, objects, and general immaturity.

6.5. Dealing with system identification and human behaviors

In ToT forensic, modeling of human behaviors and the extension of
the system identification require new approaches and state-of-the-art
predictive model to deal with shreds of evidence. Such predictive is
important in generating accurate results through system identification
because human behaviors evolve over time [76]. For example, identi-
fying human faces from photos, cameras, videos are common today.
Moreover, the popularity of wire, wireless and Internet communication
create opportunities for identification of devices through fingerprinting
[77].
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7. Open Research Challenges

This section presents the challenges remaining to be addressed. It aims
to provide guidelines to new researchers on IoT forensics.

7.1. Multiple locations and networks

In an IoT-based environment, user data is stored in different locations
that may have multiple jurisdictions. This storage setup can raise se-
rious complications for forensics investigators. As a consequence of
different laws implementation on different locations, forensics inves-
tigators may face several problems in deciding under which rule to
prosecute the cases when devices have been used in different cities or
networks [78]. In a scenario where user is changing his position dynam-
ically and using the different networks for the connectivity, investigat-
ing problems becomes challenging. In the future, standard techniques
will be required to examine and analyze multiple location and network
problems.

7.2. Management and automation

The use of automation in [oT forensic investigations has brought social
implications and technological challenges. Such challenges come from
tracking various objects and devices located at different locations, and
the higher-level processes involved when a crucial piece of evidence
needs to be collected from the IoT devices, such as data analysis.
Moreover, to gain real-time insights into forensics investigation, au-
tomated 0T is required to improve the process time. The researchers
in [42] introduced a new dimension to the forensics process, in which
an automated system performs forensics investigations with end-users
receiving reports as deemed necessary by the system. However, the
heterogeneous nature of the IoT environment is exacting to automate
due to the diversity of network devices and data being generated by
[oT.

7.3. Shutting the devices down

In ToT scenario, if any device is identified as a source of generating ma-
licious packets, stopping that device from working sometimes becomes
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taxing because of multiple reasons, such as the owner’s individual ra-
tionality. In the case of a smart home—where a fridge is identified as a
source of generating the malicious packets—the food could be spoiled
if the machine is turned off. Hence, the homeowner may not allow the
investigators to turn off the fridge. This is just one of the many sce-
narios, e.g., transportation systems, where devices cannot be stopped
from working even if something is identified as fishy for some reasons.
Identifying how to handle these situations is one of the difficult tasks
caused by individual rationality problem. In the future, substantial
attention must be paid on designing such type of forensics mechanisms
to allow forensics investigator to resolve the matter without turning off
the devices.

7.4. Big IoT data analysis

The ability to analyze huge amount of IoT data assists investigators
to deal with plenty of information that could have an impact on the
investigation, and thus, reduce the crime rate within the city [79]. In
[0T, the data are gathered from various objects, obtaining an insight
into the data and making required decisions [80]. However, the higher
complexity which involves in processing big IoT data hinders to per-
form the smooth analysis of the data available for the investigation.
In addition, scalability of the analytics algorithms might have a great
impact on the investigation [81]. As such, on-the-fly processing of data
becomes all the more important. Traditional store-then-process ap-
proaches in which data are retrieved and stored for future access may
no longer be appropriate.

7.5. Survival period and visibility of the evidences

The limitations of storage in IoT devices hinder a long-term survival
of the evidence as the data can easily be overwritten, resulting in the
possibility of missing evidence [14]. This challenge can be compensated
by transferring data to local storage devices or on the cloud. However,
it brings several new challenges, such as the difficulty to maintain a
secure chain of the evidence and to prove that the evidence has not
been modified. Given the deployment of thousands of sensors at the
[oT crime scene, the visibility of evidence has become another crucial

23



challenge. The possibility of implanting malicious sensors in the [oT
devices can hinder the forensics investigator to identify witness devices
at the crime scene. The forensic investigator can analyze logs from
the IoT devices, which can help to provide the additional information.
However, such logs will not be a sufficient evidence in all cases.

7.6. Individual privacy throughout digital investigations

Despite the fact that IoT devices are facilitating humans in almost
every aspect of the daily lives. However, it has been witnessed that
the privacy-aware forensics solutions are lacking in the IoT paradigm.
Although considerable efforts have been made towards the development
of digital forensics solutions in the IoT paradigm, most of the current
solutions have neglected the need for ensuring the individual privacy
throughout the investigation phase [13]. For example, the forensics
solutions proposed in [55, 59, 82] have some serious privacy limitations.
In a highly dynamic IoT environment, the integration of privacy with
the existing forensics solutions can encourage the voluntary cooperation
of digital evidence which leads to understand the whole context of the
situation under investigation.

7.7. Security

The pervasive nature of IoT introduces opportunities for hackers and
malicious users to perform sophisticated attacks, such as sniffing, surveil-
lance, and DoS. These attacks may be impossible to trace during the
investigation. Thus, obtaining digital evidence from IoT devices for
a legal purpose becomes challenging. Forensics investigations in IoT
require techniques, tools, and solutions that considers IoT as a dy-
namic, pervasive network model composed of disparate technologies.
In [83, 84], security and confidentiality were introduced. They can be
used with [oT forensics based on restrictive partially blind signature
scheme. This approach decreases investigators’ concerns about the se-
curity implications that may affect forensic operation when IoT devices
are involved.
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8. Conclusion

[oT is an emerging technology that provides an unsurpassed conve-
nience in human lives. The open interaction nature of IoT enables
trillions of smart devices to share their data with one another. How-
ever, intruders can exploit such data sharing. The communication
dependency of wireless technologies makes the IoT vulnerable to cy-
berattacks. Forensic solutions can help identify the root causes of
attacks and the perpetrators. This survey aimed to explore recent
studies on loT forensics. We explained [oT’s novel factors affecting
traditional computer forensics. We investigated the state-of-the-art
literature available on IoT forensics by analyzing their strengths and
weaknesses. A taxonomy was devised by classifying the literature that
can be helpful for forensic experts in selecting the most suitable choices.
We discussed few indispensable use cases to show the need of forensics
in different IoT applications. We also enumerated several key require-
ments for enabling forensics in an [oT environment. Furthermore, we
discussed open research challenges related to IoT forensics as future
research directions. We conclude that the current IoT systems must
incorporate the forensic solutions within its architecture to ensure a
safe and secure environment. Otherwise, users may undermine their
trust in IoT-based systems.
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