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ABSTRACT

Cloud computing is rapidly evolving due to its eifint characteristics such as cost-effectiveness,
availability and elasticity. Healthcare organizascand consumers lose control when they outsohse t
sensitive data and computing resources to a tharty pCloud Service Provider (CSP), which may raise
security and privacy concerns related to data ss$ misuse appealing threats. Lack of consumers’
knowledge about their data storage location mag teaviolating rules and regulations of Health Irzswce
Portability and Accountability Act (HIPAA) that catost them huge penalty. Fear of data breach byrat

or external hackers may decrease consumers’ uatiopting cloud computing and benefiting from its
promising features. We designed a HealthcareTruStedd Computing (HTCC) framework that maintains
security, privacy and considers HIPAA regulatioH3.CC framework deploys Trusted Computing Group
(TCG) technologies such as Trusted Platform ModEM), Trusted Software Stack (TSS), virtual
Trusted Platform Module (vTPM), Trusted Network @ent (TNC) and Self Encrypting Drives (SEDS).
We emphasize on using strong multi-factor authatibe access control mechanisms and strict security
controls, as well as encryption for data at storageransit and while process. We contributed in
customizing a cloud Service Level Agreement (SLA)donsidering healthcare requirements. HTCC was
evaluated by comparing with previous researchesskvand conducting survey from experts. Resultsewer
satisfactory and showed acceptance of the framewligkaim that our proposed framework will assist in
optimizing trust on cloud computing to be adoptetiéalthcare sector.
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1. INTRODUCTION (Wu et al., 2012), (Zhang and Liu, 2010). Despite the
advantages of cloud computing for healthcare, ttére

Healthcare users are now demanding higher level ofare several obstacles related to security, priva trust
IT interaction such as instant online access tothat restricts its full adoption (Servos, 2012)ofivi2011),
information, products and services through theibileo  (Khatuaet al., 2011). Consumers lose control when they
devices. Healthcare organizations are struggling tooutsource their data and computing resources tal ahth
manage the complexity, cost and effort when upgigadi  no knowledge of data storage location and accepsirgpn
their IT infrastructure, purchasing new hardwared an from the CSP side which may alternatively lead tBAR
software, as well as licencing and maintenanceheirt  violation (Popovic and Hocenski, 2010). Moreovemlti-
existing devices and applications. Cloud compubffgrs tenancy feature of cloud can raise the probabilftyne
significant benefits for healthcare sector suckcadability, healthcare organization’s data can be storedeatdme
resiliency, adaptability, connectivity and virtzaliion and  server as their competitors. This requires straagaiion
optimized performance. Cloud has high potential to techniques beside robust authentication and aam#imm
maximize the efficiency and quality of healthcagevies methods to preserve privacy and prevent any illage¢ss
through its various service delivery and deploynmeatliels  to their data (Takahas#ial., 2012).
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2. RELATED WORK 3.1. Physical Layer

Physical layer consists of servers, storage, nétwor
mponents and their interaction (Abbatlial., 2011).
Its resources are consolidated to serve the vitayar.
SFor securing this layer we designed Trusted Platfor

Several researches have been proposed to deploa(O
cloud computing in healthcare sector. Some ofehes
proposals did not implement any security mechanism

such as (Vazhenin, 2012), (Zheual., 2011), (Ratnam 1p) 5 computing platform that has trusted hardveae
and Dominic, 2012) which can open the way for inér  gofware components which are used to create a
and external threats and may cause severe damage gundation of trust for software processes base@©G
organizations reputation besides misuse of dataleyh specifications that includes its operation and agjer
researchers such as (Narayanal., 2010), (Narayanan rules (Basit, 2009). Physical layer security can be
and Gunes, 2011) implemented strong access cobuibls  achieved by securing its components as follows:

did not apply any trusted secure hardware mechanism .

Some researchers such asdflal., 2013), (Alshehrét al., 3.1.1. Server Security

2012) provided only data encryption techniques to  To secure cloud servers from unauthorized accabs an
preserve privacy but their techniques was not aalequ tampering, we use TPM a microcontroller hardwag ro

enough to secure cloud infrastructure. of trust that is capable of secure key management,
Other researchers relied on trusted middleware tostorage and reporting of platform configuration
achieve integrity and confidentiality i.e., (Abbaaial., measurements. It allows the identification of usans

2011) but did not provide any security for physicaud devices which facilitate dual-level authenticatfon more
infrastructure. Lohret al. (2010) proposed secure E- Optimized security (Berger, 2012). TPM ensures that
Health Cloud which provides a security architecture System is booted into a Trusted Operating Syste@S]T
based on Trusted Virtual Domains (TVDs) for privasy ~ Which adheres to specified security policies amdngt
well as the usage of TPM for creating chain of trrus iSolation to protect the system from being compssui
However, E-Health Cloud architecture did not previd after it has t_’ien bﬁoﬁd and to prevent applicatfarm
data encrypton or any security technique for @MPering with each other. , _
middleware. After conducting in- depth literatueview TPM is installed inside each processing platform in

we found out that there are security and privasyés the cloud. It facilitates remote attestation totiéerthe
that are not well covered by the current solutiofteese ~ 2uthenticity of hardware and software being runaby

issues will be considered in research frameworigdes ~ '€Mote party (Celesét al., 2011). TPM and its software
TSS checks what is installed on each dsevice arifiege
3. FRAMEWORK DESIGN the device’'s health and proper performance. By gusin
TPM capabilities such as authentication, encryptod
Healthcare sectors’ trust can be achieved when theattestation ensures that cloud servers are seagaidst
are confident that their data is secured, availayid tampering (Achemladt al., 2011).
under their control with known data storage loaatio .
(Fan, 2012), (K al., 2011), 3.1.2. Network Security
Cloud computing facilitates healthcare organization Secure communication requires both the identity and
and indeviduals three service delivery models ilfmfo  state of the remote system to be identified ane@ted
Infrastructure as a Service (laaS), Platform asmite on the same server (Harris and Hill, 2011). In HTCC
(PaaS) and Software as a Service (Saa$prding to  network is secured by TNC that detects malicioteckt
National Institute of Standards and Technology (NIS and acts by restricting access to a device or setive
(Mell and Grance, 2011). enables Cloud Service Administrators (CSAS) to rabnt
Cloud infrastructure is composed of physical, \dtfu  the network access based on user identity and elevic
applications and data resources that have to ha&exec health while observing the performance on the neétwo
against internal and external threats to protezmtfrom and responding immediately to issues as they oGdE
unauthorized access to the servers, storage andaVir provides strong user authentication and blocks any
Machines (VMs) (Metri and Sarote, 2011). By unauthorized or malicious access. It can includéoua
considering healthcare requirements, we proposersec devices such as IP phones and printers as well as
by design layered architecture as showhim 1. coordinating security devices across the orgaminati
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Fig. 1. Healthcare trusted cloud computing framework

By implementing TNC on CSP network, strong security related TSS and other applications functionality fo
will be added which will protect the communication VMs. The integration of TCG technologies into
channel and end points. This will facilitate headite sector  virtualized cloud environments enables the hardware
to use smart devices such as mobiles and sensors fdbased protection of critical data and the detectidn
collecting and sharing information between healthca malicious software. For mitigating the security cems
professionals and patients via SaaS model (TC®&)201 of virtualization techniques, we base our solutiom

. NIST SP 800-125 guidelines (Scarfogteal., 2011) that
3.1.3. Storage Security recommends securing all elements of full virtudlaa

CSPs must ensure that healthcare data are encrypted Optional secure virtualization techniques aliso
and stored in safe storage to maintain security andProvided in HTCC such as Trusted Virtual Domains
privacy. In HTCC, cloud storages are secured by SED (TVDs) over an encrypted Virtual _ Prlvate_ Network
full-disk encryption hardware that moves the pregeg ~ (YPN) that provides an IPSec point-to-point secure
overhead of decryption and encryption to the Céntra encrypted — communication  channel  between the

. . - . . consumers network and cloud datacenter and is
Processing Unit (CPU) providing encryption proteacti ) : .
. . : decrypted upon receipt at either end points (JA&K?).
without impacting performance. SEDs have all data, : . . :

o ) . VPN is established in cloud environment for the

applications and drivers encrypted internally, aksy

ti int | bart of the desian. SEY consumer account as shownRig. 2. A single private
management IS an integrai part ot the design. Skeve Virtual Local Area Networks (VLAN) is allocated for
unified, standards-based key management within th

She account that provides an additional layer dfvoek
drive controller. Encryption algorithms are basedtloe P y

. . isolation for VMs that are assigned to it (Verngand
NIST FIPS 197- AES standards including AES-128 andJones, 2011). The VMs are not visible from the rimee

AES—256_._that Secures .against si.de chann_ell Ieali)ut can only be accessed either via the VPN or via
vulnerabilities and associated exploits. For prmgd . ier VM on the VLAN

data availability to healthcare, backup servers ase ' ' ' _

secured by TPM and SEDs (TCG, 2013). 3.2.1. Virtual Machine Security

3.2.Virtual Layer In HTCC, TPM provides hardware-based
) _ verification of hypervisor and VM integrity. Every
In HTCC, virtual layer represents the virtual yTpM is associated with its VM and is provisioneithw
resources that host consumer’s applications. It|p network addresses that are accessible through th
consists of VMs, hypervisor, virtual network and |nternet. This will allow the applications in theW/to
virtual storage (Abbadiet al., 2011). In order to use the VvTPM for secure storage and reporting
secure this layer we utilized vTPM which simulates platform integrity. VMs and cloud servers use the
the interface and functionality of TPM and enabtes same OSs and web applications as physical servers.
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Fig. 2. Isolating healthcare data via VPN

By deploying VTIPM on VMs shields newly
discovered vulnerabilities in their applicationsdan
OSs to protect against VMs exploits (Buecletral.,
2013). We implement stringent security controlshsuc

Intrusion Detection and Prevention Systems (IDPS),

next generation firewalls, integrity monitoring, glo

inspection, malware protection, encryption and data

control on VMs to increase the safety, protectiom a
maintain compliance integrity of servers and alons

3.3. Application L ayer

This layer consists of cloud consumer's application
which are hosted using resources in the virtuakday
(Abbadi et al., 2011). The CSP must ensure that these
applications are free from bugs and cannot be aseal
tool to launch attacks. Securing the applicatioretas
about ensuring that healthcare security and privacy
requirements are maintained by the environment

as virtual resources move from on-premise to publicSurrounding the application which includes robust

cloud environments (Mell and Scarfone, 2012).
3.2.2. Hypervisor Security

Hypervisor manages and control the VMs, if
attackers managed to take control over the hyparvis
they will gain full control over VMs and consumetata
within the hypervisor's territory. Virtual infrastcture
relies on the security of the virtualization managat
system that controls the hypervisor and allows\tiMs

administrator to start and create new VMs, besides
performing other actions which may lead to insider

threats that can access VMs and exploit the data.

We implemented resilient security controls on the

hypervisor by restricting the accessibility only to
authorized administrators with least privileges. rlo
over, we deployed virtual Firewall (vFirewall), &nt

viruses and virtualization aware malware protection

that leverages hypervisor introspection APIs tousec
both active and inactive VMs by performing full

security controls described as follows: Applicaticare
free from bugs and cannot be used as a tool toclkaun
attacks. Securing the application layer is abosugng
that healthcare security and privacy requirememes a
maintained by the environment surrounding the
application which includes robust security controls
described as follows:

* Implementing strong security password technique
that will make it hard for the attacker to accdss t
consumer's account as discussed in 3.3.1

Securing the access to the cloud application with
robust least privilege access control methods as
discussed in 3.3.2

Encrypting and securing consumer's data during its
life cycle besides securing it in safe storage &ipgl
TCG-SED technology as discussed in 3.3.3

e Securing the communication channel between the
cloud server and the consumer by using SSL/TLS
over HTTPS that ensures all communications are

system scans from separate scanning VMs and
defending against viruses, spyware, Trojars.
addition to incorporating clean up capabilities to
remove malicious code and repainy system damage
caused by the malware (Micro, 2010).
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» Deploying security controls such as, firewall, 3.3.2. 1dentity and Access Management
antivirus protection and the latest OSs and Web
browser updates

» Securing the cloud physical infrastructure with TPM
and TNC as discussed in 3.1

There are various forms of Identity and Access
Management (IAM) scenarios in HTCC framework to
ensure access controls and authenticated usetegési
. i . . from consumer’s side and from CSP’s side. Thista to
*  Securing the clou_d virtual mfrastr_ucture W'Fh vTPM initiate trust and to protect from malicious aca#ssats.

and relateql secu_rlty controls as discussed in 3.2 In HTCC we emphasis on utilizing industry standard
* Guaranteeing disaster recovery plan and secur§an protocols such as Service Provisioning Markup

encrypted data backup under the regulations anq gnguage (SPML) that promotes automation of user

compliance of the consumer's location identity provisioning and Security Assertion Markup
*  Ensuring that the applications are running and data anguage (SAML) which provides federated SinglenSig
is stored at pre-agreed geographical location On (SSO) which allows multiple systems for disttéal

« Ensuring efficient SLA that guarantees security, access control while maintaining the confidentjalif
privacy, availability, scalability, performance and user credentials without needing to remember a ffad

compliance with HIPAA different passwords (Krishnan and Chatterjee, 2012)

e Ensuring that the applications are safe and aceurat We propose multi-factor authentication access
as to not to have any vulnerability to attack control technique since strong user authenticatiod

« Ensuring that applications are udated and patchecfuthorization have not yet been extended into tbedc
regulary to protect from zero-day attacks (Choudhuryet al., 2011). As for authorization privileges,

when consumers subscribe to cloud services, theg se

. their data and associated access control polidiesy)

3.3.1. Username and Password Policy that grants CSP data access rights, such as re#d, w
Weak Passwords raise vital safety issues for leaith ~and copy. Fig. 3 illustrates HTCC authentication

organizations and patients. For-example, weak massw scenarios of three users as follows.

are_vulnerable to hackers Who_ can access patenices 3.1.1.1. Cloud Service Provider Authentication

to increase or decrease their drug dosage. We have

designed strong security control policies for usistgring When CSA reach his office or datacenter he cannot

and retrieving username and password describedl@ass: access unless he performs and pass biometric access

_ control such as (Fingerprint, Iris Scan, Voice Brin
e Consumer must enter valid username that can be

email or name * If he passes biometric scanning successfully then
«  Consumer must enter a valid password that should ~ CSA has to enter access card for identity verificat
be hard to detect. It has to be alphanumeric which ~ and time stamping

includes capital and small letters, as well as rensib For robust security we assume that CSP place is

and special symbols with minimum amount of eight secyred with CCTV camera and security guards:
characteristics (e.g., Example12#)

«  Number of attempts trying to input username and*® Next CSA use his mobile devicg to sign-in with_his
password is restricted to three times else bloak an username and password according to HTCC policy

send notification by email and mobile phone for ° If CSA f:_;\ils to input valid username or password_,
verification then he is granted three opportunities to corrgct i

else enter forgot username/password and a reset
Passwords must be encrypted and stored in form of instruction will be sent to his email
transparent color and hashes to protect it fromaioails » If CSA passes entering his username and password

access as shown rable 1. then he must answer the challenge question. If he
pass answering the question then he needs to

Table 1. Cloud user authinticate through mobile One Time Pin (OTP)

d. Username Password + If he fails to enter correct OTP then system will

01 example@yahoo.com T deny access, block user and report incident. It wil

also report IP address for auditing purposes
e If CSA successfully entered the OTP code then he is
granted access to the system.

I
| Transparent, Encrypted
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Fig. 3. HTCC people authentication

However, for robust security and to illumimat
internal threat, CSA has to choose the right donfiain
authorization access policy and enters his realenana
identification or employee number:

» If his name and identification is correct then hé w
be granted access to the system

» If he fail then deny access and document the laggin
attempt for later analysis and auditing purposes

3.1.1.2. Doctor Authentication

requested domain and enter doctor id and namer Afte
that doctor has chosen the domain, system will
authorize him the access privilege according to the
organization’s policy. If doctor does not meet the
domain policy, then he is denied access, else he ca
access the patient's record.

3.1.1.3. Patient /User Authentication

A patient is registering to the cloud, accessing,
using cloud applications and storing his data from
various devices (sensors attached to his body, le)obi
and from different places (home, office, car). i€t
opens SaaS web portal and signs-in by providing his
username and password which is according to our
design terms for more robust security. The systelin w
verify and validate the username and password if no
accurate, patient will be given three chances tieren
the right one else he click on forgot username @nd/
password and a reset instruction will be sent ® hi
email for new password generated which will be
verified by challenge question and OTP on doctor
mobile phone, if successfully pass then grant
access,else deny access and report logging and IP i
the system for mapping the failed registration and
keeping records for auditing purpose.

3.3.3. Securing HTCC Data Life Cycle

In HTCC, data is encrypted while in transfer, use,
share, store and backup as well as in archive ptease
protect healthcare data from breach, misuse or
malicious access. We contributed in extending the

Another scenario is from healthcare organization, a,,qrk of (CSA, 2011) by adding backup in data life
working doctor needs to access a patient record. H%ycle as sh0\’/vn ifFig. 4. Data backup is used to

opens the HTCC-SaaS web portal and signs-in byrestore data if it is lost, corrupted or destroyed.

providing his username and password which complies

with HTCC policy terms for more robust security.eTh

system will verify and validate the username and
password. If doctor fails to put valid username and
password, then he will be granted three chances td
correct it, else he has to click on forgot username

and/or password and a reset instruction will be $en
his email, in which he will be verified by a chalfge
guestion and OTP on his mobile phone or by entfail.

doctor pass the process of entering username an

password successfully then he must answer a clgallen
guestion. If answer is correct then an OTP willseat
to his mobile phone for further verification. If

Data backups guaranties availability and continuity
of consumers’ data within high-speed copy and resto
to minimize the impact of failures. While data axeh
s performed to effectively manage data for retamti
long-term access and retrieval (Livens, 2013).

3.4. Middleware Security

In HTCC, middleware refers to a set of software

glat executes between OS and applications that
a

cilitate unified interface, scalable and trangpar
abilities forinfrastructure as well as management
services (Abbadi, 2011). Middleware will be secured
using the same security techniques as the applitati

successful code input then proceed to access th¢ayer stated in 3.3.
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SN 5 HTCC SERVICE LEVEL
P ‘U I AGREEMENT

Regarding to Horet al. (2012) there is no specific
»

tailored SLA and privacy audits for healthcare sect

3 o ~ which may raise the risk of non-compliance whemistp
Archive Use . . . . . N
u and processing medical and patient informationhi@ t

cloud. Our main contribution is proposing an adufiti
context to SLA according to healthcare requirements
such as data location, level of security and igmhat
needed for virtualized and/or physical resourcesoAl
data deleting, retrieving and auditing processesjdes
data backups and exit plan to ensure smooth tramsit

Fig. 4. HTCC cloud data life cycle accurate complete data and proof of deletion ofiath

after transition is done. SLA should protect thght of

4. COMPLIANCE WITH HIPAA consumers from each perspective to assure them that
their privacy is preserved and their data is sdgure

HIPAA requires maintaining the privacy of Personal encrypted and governed in all its life cycle, adgdining

Health Information (PHI) to protect individual, digd the e-discovery policies and disaster recovery Plan
health and wellbeing (HHS, 2013). In order for HT@C  maintain data availability for best business prasi
comply with HIPAA privacy and security rules, it Penalties for violating the SLA from both sides &dw
conducted the following procedures: be specified as well as termination terms and dimmi.

Documentation and periodic refining of policies and [N our design CSP must provide prove of regulazony
procedures to comply with regulation compliance. Since healthcare sector maintain akitiata
In emergency access to patients information has tond applications. CSP must be transparent andtjy@ac
be activated using “break-glass” access procedureshotifying consumers when there is a breach in Strfns.
However, this access is logged and documented forThis includes infrastructure issues like outagesl an
auditing purposes and only accessed by authorizederformance problems and security incidents. CSBt mu

people identified for these situations keep his certificates up to date for maintainirgrkliability
Data is encrypted at rest, in-process and trarfemit  and reputation (Rodrigues, 2012), (Myerson, 2013).
privacy and protect it from leakage and misuse Security and trust requirements in the cloud

Providing physical and technical safe guards inenvironment such as data availability, data endppt
terms of multiple layers of protection to assist in data integrity checks, detailed access log, pewonn
keeping healthcare data secure against breach andackground checks, data failure and disaster

attacks management, accurate working security policy, sthoul
Limiting and monitoring access to consumers databe strictly included in the SLA and to be met dgrthe

as well as maintaining logs of activity period of a contract as requirements for some cmsnt
Implementing robust access control multi-factor Moreover, intellectual property must be clearlyidedl
authentication mechanism and protected in the SLA that the CSP will not tise
Deploying TCG technologies, firewall, anti-virus, consumers’ data for his own purposes (Lehman and
malware and IDPS systems Vajpayee, 2011), (Schnjaket al., 2010).

Employing industry best practices for installation,

configuration and patch installation of managed 6. EVALUATION AND RESULTS

servers and associated devices

Transmitting healthcare data via SSL/TLS over HTCC framework was evaluated by conducting a
HTTPS that ensures that all communications aresurvey from experts in information security for wdo

encrypted and protected from interception computing and healthcare as shownFig. 5. 75% of
Providing availability and data recovery through experts agreed on the usage of TPM, TNC and SEDs fo
backups that are stated in SLA securing the physical layer.
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HTCC FRAMEWORK
60

40

Disagree Neutral Agree
BB Physical Layer Security (TPM, TNC, SED)

@B virtualization Layer Security (vTPM, TVD, VPN, IDPS, Firewall, Anti-Virus and Anti-Malware)
B8 Application Layer Security (IAM, SLA, Data Encryption and Backup) |

Fig. 5. HTCC framework security survey

While, 81% of respondents have agreed on the ushge -«

security controls such as firewall, Anti-MalwareytAVirus
and IDPS and vTPM for securing the virtualizatiager.
Moreover, 78% agreed on the usage of |AM thatlire®

strong password and username policy beside ergypti
data and backup for securing application layer. r@ve
rsults shows majority acceptance of HTCC security

mechanisms which can optimize healthcare sectet tou
deploy cloud computing.

7. DISCUSSION

After comparison with related work and conducting *

the survey we found out that our framework is &dsto

be used in Health sector. In HTCC we proposed the

following contributions that aim to fulfill the gapof
previous researcher’s solutions such as:

Contribution 2: TCG technologies was deployed for
optimized security, privacy, interoperability and
enhanced performance

Contribution 3: An addition context to SLA was
proposed according to Healthcare requirements
Contribution 4: HTCC complies with HIPAA data
security and privacy requirements

Contribution 5: Separating data back up as an
important stage that must be included for securing
the data availability and disaster recovery. Also
encrypting data by default during its life cycle
Contribution 6: Adding storing policy for password.
Contribution 7: Offering multi-factor authenticatio
with least privileges for robust access controls

8. CONCLUSION AND FUTURE
DIRECTIONS

Contribution 1: Proposing a trust definition based We have critically analyzed the current

(Fan, 2012), (Koet al., 2011) which states that jmplementation of cloud computing in healthcare. We
trust can be achieved when consumers arefound out that there is no current solution thatuses
confident that their data and computing resourceswhole cloud infrastructure and comply with healtreca
are safe, available and under their control at kmow rules and regulations. Also there was no SLA tisat i
location under appropriate SLA which preserves specifically customized for healthcare requirements
their rights for auditability and the required léoé We have designed a trusted cloud computing
security and privacy framework that covers physical, virtualization and
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