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ABSTRACT

Implementation of blockchain with e-government has raised several
complexities. When an area has satisfied the requirements for e-government
implementation, new challenges will appear. As a result of the information
technology revolution, governments and industries are being forced to deliver
more effective and secure internet services. Every government in the world
attempts to provide the public with electronic services that are fast, quick, and
beneficial for the users. Blockchain is considered to have significant potential
benefits for the government since it is a combination of technologies such as
distributed ledgers, privacy, authentication, and consensus mechanisms.
However, this advanced technology is still in its development, and e-
government faces a number of difficulties and challenges. The goal of this
chapter is to evaluate this advanced technology in the context of high-level e-
government security and privacy implementation measures and other technical
issues during the adaption of blockchain technology.



INTRODUCTION

New tactics are being developed to provide a better living for humanity. In a variety
of ways, new initiatives and new technology are driving a new wave of innovation
in city services. Nonetheless, despite the continual advancement of cities and
digitaltechnologies, certain problems relating to including citizens in social decisions
remain unsolved and must be addressed (Algahtani & Braun, 2021). E-governance
appearsas a critical tool and the first stage in this transition in this setting (Avina
et al.,, 2017). The rise of e-governments and associated services has presented
governmentswith new instruments to improve public life, service delivery, citizen
engagement, and work procedures (Barrane et al., 2018). As a result of this
development, thereis now a risk of data leakage and illegal access to secret and
private data associated with e-government apps. This could stymie the
development and implementation ofe-governments as a whole. As a result of these
concerns, cyber security is crucial for the development and adoption of e-
government (Chenetal., 2018). Most researchersemphasized security, privacy, and
trust as essential elements that have a substantial impact on e-government
adoption, acceptance, and implementation. Thus, in orderto trust and encourage
the public to embrace and utilize e-government systems and services,
governments must appropriately handle security concerns (Choi et al., 2018).
Understanding how organizational, psychological, and technical elements
interact to affect the network security outcome of enterprises is one of the
primary cyber security concerns in organizations. Although cybercriminals are
frequently mentioned in the news for data breaches and attacks, evidence
suggests that the majority of security breaches are caused by personnel within
the organization, whether purposefully or accidentally, due to non-compliance
with cyber security standards (Algahtani & Braun, 2021). Compliance with cyber
security measures hasbeen given a lot of thought in order to achieve successful
cyber security (Donalds& Osei-Bryson, 2020). In its simplest form, a blockchain is
a decentralized ledgerthat keeps track of all transactions made by the system’s
users. This refers to a technology that stores data on the outcomes of all
interactions between citizens and government entities in the context of
electronic government. Importantly, all members of the systeminterlink, code, and
store the data, which is then automatically updated to reflect the changes made
(Harris & Martin, 2019).The egoistic impulsesthat drive some people to engage in
corrupt actions to the harm of society and state sovereignty are controlled by
blockchain technology. It also generates a compelling motivation to follow the
rules that apply equally to all participants, promoting a sense of shared



responsibility (Hofbauer et al., 2019). Blockchain is a technologythat allows users
to agree on nearly any topic without the need for an intermediary, laying the
groundwork for decentralized governance, and a fair balance of interests that
benefits society (Huang & Madnick, 2021). The security provided by traditional



Figure 1. Overview of propriety distributed ledger technology (Krishnaraju et al.,
2016)
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registers can be improved by a registration system based on blockchain
technology. By eliminating the payment of governmental duties and middleman
fees, transaction costs can be drastically lowered while transactions themselves
can become faster, more transparent, and more secure figure 1 overview of
propriety Distributed ledgerTechnology.

The chapter questions organize as follows:

1.  What are the concerns and limitations of blockchain technology in terms
ofsecurity?

2. What impact does blockchain technology have on e-governance?

3. How effective is blockchain technology in detecting cyber-threats?

LITERATURE REVIEW

The use of information and communication technology to combine government
and public services for citizens is known as e-governance. The goals and objectives
of e-governance are to provide citizens with more properly recognized services
to attain overall social and economic leverage with high performance and
capabilitiesin the major inspiring points. Since its birth in early 2009, Bitcoin’s
underlying technology, blockchain, has demonstrated strong application potential
and capturedtheimagination of bothacademicandindustrial. Blockchainapproaches
have inspired a slew of new applications and have been effectively embraced in a
variety of areas, even if the financial industry is viewed as the blockchain’s



primary beneficiary.



Security, decentralization, transparency, traceability, immutability, distributed
ledgers, transparent logs, and irreversible data storage are all characteristics of
blockchain (Galvez et al., 2018). The Blockchain is based on an ordered list of nodes
that store data and are connected by chains. Investigate the role of Blockchain in
the long-term viability and power of electronic services, particularly e-governance
systems, without the need for centralized data storage (Li et al., 2019). One of
the primary motives for doing this research is the governments and industries
recent attention to SC associated concepts and initiatives. In order to illustrate
how widely these notions have been adopted (Kim & Kim, 2021). The past
government and former countries of our modern globe have always changed;
now, with the currentglobalization of communication, we can consider citizens’
opinions (Liu et al., 2020). Due to its extensive application for simple or more
complicated transactions, the blockchain (BC) as a fresh and revolutionary
technology concept is gaining traction in a variety of industries (Galvez et al.,
2018). As a result, it has a wide range of applications, ranging from the corporate
and financial sectors to the social sector, which includes healthcare, education,
and government administration (Liu & Carter, 2018). One subject that is
particularly confronted with complicated obstacles is public administration,
where old processes, as well as trust, autonomy, and facilitators, are just a few
examples of key issues (Ronchi, 2019). The BC, with its underlying complicated
structure, is frequently mentioned as a possible e-Government development
solution. The BC has the property of storing information that is dispersed across
multiple nodes, with each node’s consensus required (Muller & Lind, 2020). All
transactions will be saved in a protocol, so they can’t be changed, moved, or
deleted. The required rules are originally described in so-called paymentsystemsto
create the legislative regime. (Simonova, 2020). This approach eliminates reliance
on a single central party, the possibility of manipulation, and It allows for the
collection of data and the execution of operations, exchanged, and regulated
betweenthe usersinadecentralized network (Twizeyimana & Andersson, 2019). The
attributes outlined above provide a convincing explanation for the BC’'s emergence
as a possible technology to transform government procedures and transactions
with enterprises or individuals by supporting key concepts like trust, privacy,
inclusion, and participation (Yazdanmehr et al., 2020). Various BC systems and
applications have already been implemented in a number of nations. While the BC
implementation already provides for land and property registrations in Sweden
and Brazil, it also helps to track real estate transactions in Dubai and India (Yoo
et al., 2018). Whileblockchain technology (BCT) shows promise in terms of how it
may be used to notjust digitalize but also revolutionize the public sector, there are



various obstacles toovercome when it comes to applying and adopting BCT in this
industry (Agbo et al., 2019). Guidelines and best practices must be defined and
offered to ensure adequateand reliable implementation of BC solutions, as well as
general acceptability within



the government sector and society. The majority of current research focuses on
the qualities of BCT, and the several potential domains of request, but it
continues to overlook the concerns in between, such as political and legal issues.
Furthermore, there is little study on participation models and platforms in the
current literature, with an emphasis on important driver values and procedures
involving all relevant stakeholders. There are no implementation techniques or
frameworks that supportproactive engagement to modernize procedures between
the government and citizens to understand and solve welfare concerns and
generate additional public benefit (Salam & Kumar, 2021), (Bao et al., 2020), (De
Filippi et al., 2020), (EI Haddouti & EI Kettani, 2019),(Fan et al., 2018), (Kim &
Laskowski, 2018),(Han et al., 2018). The organization and division of government
have a considerable impact on how new services and policies for citizens are
implemented. The interconnectedness between central and local government is
challenged by their various spheres of competence, as well as their divergent
interests and political discretion. The normal connection between central and
local government can be stated Local governments perform the role of the
centralized administration, with the federal government deciding how much
money, how quickly, and how prioritized local services should be producedand
implemented (Han et al., 2018), (Mengelkamp et al., 2018), (Naik & Jenkins,
2020). Several journal publications and conference papers discuss the immaturity
of this technical notion, citing its extremely sophisticated yet opaque underlying
processes as well as the lack of well-proven best practices. Furthermore,
society’sgeneral mistrust of new technologies is counterproductive. As a result,
both the public sector and society bear responsibilities for establishing trust.

THE MOST SIGNIFICANT CHARACTERISTICSOF
BLOCKCHAIN TECHNOLOGY

e Thereis no centralized organization or agency in charge of administering the
blockchain and managing the keys to data rectification.

. It is always in action. Because the system’s data is duplicated simultaneously
to networks of nodes, 99% of them will be available even if 99% of them fall
offline, and it will be updated automatically as soon as they reconnect to
theinternet. There is only one way to bring the system to a halt: shut off
power and Internet access to all computers on the globe.

. Blockchain technology is based on open-source code that has never been
hacked. The algorithm allows for cryptographic auditing, which is a
mathematical test that determines whether or not evidence has been
changed.



Figure 2. Overview of structure of blockchain (Su et al., 2018)
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. The code facilitates the development of new services, software, and other
goods, is not the property of any one agency or organization, and is not
copyright protected.

OVERVIEW OF BLOCKCHAIN TECHNOLOGYAND
APPLICATIONS

The blockchain is made up of a series of linked blocks, each of these has a shared
public ledger that records all confirmed transactions across the whole network
automatically. A linked list of blocks organizes the ledger, each of which maintainsa
transaction log. (Nawari & Ravindran, 2019). Digital data transfer assets is
represented by the transaction. Block chain nodes are run on computers donated
byvolunteers all around the world. Blockchain is impervious to network attacks
due to its decentralized architecture.

Asymmetric cryptography methods encrypt the transactions in a block chain,
ensuring anonymity and confidentiality. The blockchain is made up of a series of
blocks that are connected together as shown in figure 2.

Consensus procedures are another critical component for preserving
blockchainintegrity. A distributed ledger maintained by all nodes in a decentralized
network isknown as a block chain. The insertion of additional blocks and transaction
verification require agreement among nodes, which is accomplished through
distributed consensus methods. The majority of nodes in the network vote on
whether or not to add a freshblock. After a consensus, a new block is added to the
BC, and all nodes are broughtup to date with the most recent version of the ledger.
The consensus protocol ensuresthat the integrity of the block chain is not affected
by the compromise or failure of individual systems, further figure 3 describe.



Smart contracts allow participants to



Figure 3. Overview transaction execution of bloackchain
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express the rules and penalties that govern a contract as a set of executable
instructions that execute transactions automatically when certain criteria are
met.

THE USE OF BLOCKCHAIN IN E-GOVERNMENT

Many official records of persons and businesses are managed and maintained by
government entities. Individuals must put their trust in the government to
safeguard the security and privacy of their personal information. Through
digitalization, secure and immutable record keeping, blockchain-based apps have
the potential totransform how these papers are managed. (United Nations, 2018).
Through automation and accountability, blockchain can make government
services more efficient and democratically accountable (Zheng et al., 2018). The
goal of blockchain-based governance is to provide decentralized and efficient
public services while retaining their integrity. This section examines how
blockchain can be used in a variety of public settings.

Public Administration Applications

Existing e-voting systems, on the other hand, rely on centralized authorities, which
may risk the voting system’s confidence and confidentiality. From this perspective,
blockchain-based e-voting solutions appear to be promising. South Africa, a West
African country, was the first to use BCT to run a general election (Singh et al.,
2020), (Kumar et al., 2021), (Ravi et al., 2021). It makes use of “message boards,”a
permissioned blockchain. The bulletin board is made up of code-associated
write-permissioned nodes for tracking individual votes, third-party witness nodes
for witnessing votes, and read-only nodes for vote verification open to all users.



Figure 4. Overview sectors of e-governance and use cases
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Health-Care Applications

In healthcare, blockchain can be used for a variety of things, including safe storing
(Alamri et al., 2019).

Advances in digital technologies have had an impact on how health-care services
are delivered and how data is stored. Hospital automation and the growing
popularity of online patient consultations, among other things, have changed how
electronichealthrecords are stored and accessed (EHR) (Choi et al., 2019). Sharing
an individual’shealth records between hospitals and verifying their accuracy is a
complex task.

Agricultural Applications

The application cases of blockchain in agriculture are primarily divided into three
categories: food and agricultural supply chain, business, and finance (Tosh et al.,
2017).The blockchain-based supply chain apps provide provenance monitoring across
multiple phases of agricultural products, preventing food fraud and
contamination(Yangetal., 2017). The technology automates the entire commodity
transfer process, including buyer and seller verification, quality assurance, and



shipping.



Educational Applications

The educationsectorhas alot of potential use cases for Blockchain technology (Tasca
& Tessone, 2017). Design a blockchain-based mechanism for verifying educational
records. Universities use a blockchain platform to create digitally signed certificates.
The certificate can be shared with companies or other institutions, and
verificationcan be done by following the transaction that records the certificate’s
issuance (Xia et al.,, 2017). The technology delivers self-verifiability and
transparency, in addition to increased security. Blockchain-based educational
incentive andreputation system

Energy-Related Applications

The growth of small-scale renewable energy generation puts existing centralized
energy management systems to the test (Cachin & Vukoli¢, 2017). The widespread
adoption of blockchain technology in the energy sector is due to dispersed
energyresources and the integration of loT technology for a distributed platform
for energymanagement and exchange is required for metering energy output and
consumption.

LIMITATIONS AND CHALLENGES

While being studied by practitioners and academia, concerns and challenges
arise, just as they do with any other novel technology with the potential to
disrupt particular industries. The resulting challenges limit blockchain (BC)
enormous potential and widespread application across industries. As a result,
this section examines the numerous technical and business limitations. Despite
the fact that the characteristics show that the BC technological idea is very
promising in terms of establishing exceptional data security, several technical
issues must be investigated. The BC’s security is enhanced by both hash
algorithms and smart contracts, but the cryptographic technique is still
vulnerable to attack (McKinney et al., 2017), (Millard, 2017). Time jacking is a
third well-known cyber-attack in which a hacker attempts to change the
timestamps of BC before they are recorded to the protocolin order to introduce
inauthentic records and phoney BCs. One of the other issues that must be
investigated is the loss of privacy. On the one hand, keeping the wholeinformation
and history of transaction data on each node seems to be useful from asecurity
standpoint, but also raises doubts about the technology concept’s general
viability for use cases requiring greater anonymity. Furthermore, the



immutability of all transaction data highlights another shortcoming of this
system, as some business use cases necessitate changes to specific transactions
(Risius & Spohrer,2017). There are significant concerns about the BC protocol’s
long-term viability,



particularly for blockchains that are utilized for public-facing applications. The mining
grid’s security measures and corresponding consensus methods squander a large
amount of energy (Casino, Dasaklis & Patsakis, 2019; Yli-Huumo, 2016). Takinga
closer look at China’s energy use, the country that leads BC mining, exemplifies
this. China consumes more electricity than 159 countries combined, according to
the bitcoin energy consumption index (Index, 2017).This overall complexity is the
source of a lack of acceptance, not only from the viewpoint of proper
technologicaloperationand handling by users, but also from the perspective of legal
and regulatory compliance by authorities. The key drivers of BCTs’ increasing
acceptability area lack of knowledge and faith in technology, the legality of the
transaction, and general data protection (Hughes et al.,, 2019). Aspects to
examine include, amongother things, the horrific costs of implementation and
energy usage, as well as the hazards of opening up the business model and
infrastructure to third parties. Usingthis technology to bring additional economic
value while still ensuring the integrity of the data will put the entire concept and
implementation to the test (Seebacher &Schiiritz, 2017; Hughes et al., 2019).

Concerns regarding the Block chain technology has limits in a variety of uses
areas were raised in the literature linked to block chain application as explain in
figure 5 the obstacles that limit blockchain adoption are primarily divided into
threecategories: Technical, economic, and human factors issues.

DISCUSSION

From the perspective of current technology, the entire potential has yet to be
realized. The combination of the internet and BC allows government institutions to
fully exploit the revolutionary technology’s full potential to align novel capacities
to achieve individual citizen goals while simultaneously creating societal value
(Paintner, 2021). Some of these ideas have already been implemented, but with a
more basicpremise. As a result, the maturity of the distribution channel must be
considered while evaluating the type of service delivery. Services with a higher level
of maturity address not just basic office concerns, but also more complex
challenges involving multiple departments and organizational bodies (Ahmad &
Shah, 2021). BCT and public administration, two distinct disciplines, have been
thoroughly explored. Beyond the hurdles and constraints that practically any
innovative innovation faces, there is a strong chance that BCT and BC-based
systems can be used to enable multidimensional practices for a wide range of
public administration applications. There has never been any interference
between these two domains in the past. By combining them, new



multidisciplinary solutions for individuals, corporations, and other governments
can be developed. Similarly, to propose and construct a new



Figure 5. Overview of Limitation of Blockchain
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sector, namely “e-gov,” which consists of a collection of artefacts developed and
built in accordance with essential normative structures and executive principles.
Our contribution to this chapter is that, in today’s information world, citizens
have grown to demand an easy and effective government-to-citizen connection.
Electronic government solutions, these systems, which are aimed at automating
choice systems on a large basis, are assisting with meeting these goals while also
improving government and social communications efficiency for all members of
society. E-government significantly transforms the distributed governance
systemand has an impact on all document management and processing duties.
Among the numerous technological alternatives available, which vary in speed,
dependability,and data security, a few recent technology advancements stand out
as being foundedon radically new compatible principles and showing substantial
promise forelectronic administration. The logical outcome of blockchain-based
solutions and their integration into electronic governance systems will be
increased government efficacy, lower transaction costs, and a simpler, faster,
more effective, and thus more convenient way of engaging the government with



citizens. An administrative procedure entails recording civil status, property
rights, health information, and



other information in an official registry. As a result, blockchain technology may be
considered a unique and universal technology that helps streamline and
automate practically all administrative activities while boosting the transparency
and efficacyof e-government.

CONCLUSION AND FUTURE WORK

Currently implementation of blockchain with e-government has raised several
complexities. When an area has satisfied the requirements for e-government
implementation, new challenges willappear. Asaresult of theinformation technology
revolution, governments and industries are being forced to deliver more
effective and secure internet services. Every government in the world attempts
to provide the public with electronic services that are fast, quick, and beneficial
for the users. Furthermore, a distributed ledger is described as a “blockchain”
that is accessible among network participants and is used to record transactions
that are authenticated by a consensus method that establishes network trust.
Governments have begunto investigate the advantages and disadvantages of
implementing blockchain technology inside the public sector. Blockchain is
considered to have significant potential benefits for the government since it is a
combination of technologies suchas distributed ledgers, privacy, authentication,
and consensus mechanisms. The useof blockchain technology in the public sector
appears to benefit citizens and also organizations. However, this advanced
technology is still in its development, and e-government faces a number of
difficulties and challenges. Furthermore, more study can be conducted to
determine the extent to which a single platform or ecosystem might aid in the
intensification of collaboration between the government, society, and
enterprises, as well as contribute to an increase in government confidence and
capacities. Not least, further research is needed to determine the extent to
which the government’s digital services generate value through the usage of BCT
while also increasing trust in the public sector.

REFERENCES

Agbo, C. C., Mahmoud, Q. H., & Eklund, J. M. (2019, June). Blockchain technology in
healthcare: a systematic review. In Healthcare (Vol. 7, No. 2, p. 56). Multidisciplinary
Digital Publishing Institute. https://www.mdpi.com/2227-9032/7/2/56


https://www.mdpi.com/2227-9032/7/2/56

Ahmad, M. S., & Shah, S. M. (2021). Moving Beyond the Crypto-Currency Successof
Blockchain: A Systematic Survey. Scalable Computing: Practice and Experience,
22(3), 321-346. https://link.springer.com/chapter/10.1007/978-3-030-77637-4_6

Alamri, M., Jhanjhi, N. Z., & Humayun, M. (2019). Blockchain for Internet of Things
(loT) research issues challenges & future directions: A review. Int. J. Comput. Sci.
Netw. Secur, 19, 244-258.

Algahtani, M., & Braun, R. (2021). Examining the Impact of Technical Controls,
Accountability and Monitoring towards Cyber Security Compliance in E-government
Organizations. https://web.archive.org/web/20210428072623id_/https://www.
researchsquare.com/article/rs-196216/v1.pdf

Avina, G. E., Bogner, K., Carter, J., Friedman, A., Gordon, S. P., Haney, J,, ... Wolf,
D.(2017). Tailoring of cyber security technology adoption practices for operational
adoption in complex organizations.
https://citeseerx.ist.psu.edu/viewdoc/download
?d0i=10.1.1.549.7147&rep=repl&type=pdf

Bao, J., He, D., Luo, M., & Choo, K. K. R. (2020). A survey of blockchain applicationsin
the energy sector. IEEE Systems Journal. https://www.revistageintec.net/index.
php/revista/article/view/2409

Barrane, F. Z., Karuranga, G. E., & Poulin, D. (2018). Technology adoption and
diffusion: A new application of the UTAUT model. International Journalof Innovation
and Technology Management, 15(06), 1950004.
https://www.worldscientific.com/doi/abs/10.1142/50219877019500044

Cachin, C., & Vukoli¢, M. (2017). Blockchain consensus protocols in the wild.
https://arxiv.org/abs/1707.01873

Chen, X., Chen, L., & Wu, D. (2018). Factors that influence employees’ security
policy compliance: An awareness-motivation-capability perspective. Journal of
Computer Information Systems, 58(4), 312-324.
https://www.tandfonline.com/doi/abs/10.1080/08874417.2016.1258679

Choi, B. G, Jeong, E., & Kim, S. W. (2019). Multiple security certification system
between blockchain based terminal and internet of things device: Implication for
open innovation. Journal of Open Innovation, 5(4), 87.

Choi, M., Lee, J., & Hwang, K. (2018). Information Systems Security (ISS) of
EGovernment for Sustainability: A Dual Path Model of ISS Influenced by Institutional
Isomorphism. Sustainability. https://www.mdpi.com/2071-1050/10/5/1555


https://link.springer.com/chapter/10.1007/978-3-030-77637-4_6
http://www/
https://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.549.7147&rep=rep1&type=pdf
https://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.549.7147&rep=rep1&type=pdf
https://www.revistageintec.net/index.php/revista/article/view/2409
https://www.revistageintec.net/index.php/revista/article/view/2409
https://www.worldscientific.com/doi/abs/10.1142/S0219877019500044
https://www.worldscientific.com/doi/abs/10.1142/S0219877019500044
https://arxiv.org/abs/1707.01873
https://www.tandfonline.com/doi/abs/10.1080/08874417.2016.1258679
https://www.tandfonline.com/doi/abs/10.1080/08874417.2016.1258679
https://www.mdpi.com/2071-1050/10/5/1555

De Filippi, P., Mannan, M., & Reijers, W. (2020). Blockchain as a confidence
machine: The problem of trust & challenges of governance. Technology in Society,
62,101284. doi:10.1016/j.techsoc.2020

Donalds, C., & Osei-Bryson, K. M. (2020). Cybersecurity compliance behavior:
Exploring the influences of individual decision style and other antecedents.
International Journal of Information Management, 51, 102056. https://www.
sciencedirect.com/science/article/abs/pii/50268401218312544

El Haddouti, S., & El Kettani, M. D. E. C. (2019, April). Analysis of identity
management systems using blockchain technology. In 2019 International Conference
on Advanced Communication Technologies and Networking (CommNet) (pp. 1-7).
IEEE. https://ieeexplore.ieee.org/abstract/document/8742375/

Fan, K., Wang, S., Ren, Y., Li, H., & Yang, Y. (2018). Medblock: Efficient and secure
medical data sharing via blockchain. Journal of Medical Systems, 42(8), 1-11.
https://link.springer.com/article/10.1007/s10916-018-0993-7

Galvez, J. F., Mejuto, J., & Simal-Gandara, J. (2018). Future challenges on the useof
blockchain for food traceability analysis. Trends in Analytical Chemistry, 107,
222-232.

Han, M., Li, Z., He, J., Wu, D., Xie, Y., & Baba, A. (2018, September). A novel
blockchain-based education records verification solution. In Proceedings of the
19th Annual SIG Conference on Information Technology Education (pp. 178-183).
https://dl.acm.org/doi/abs/10.1145/3241815.3241870

Harris, M. A., & Martin, R. (2019). Promoting cybersecurity compliance. In
Cybersecurity education for awareness and compliance (pp. 54-71). 1G| Global.
https://www.igi-global.com/chapter/promoting-cybersecurity-
compliance/225917

Hofbauer, D., Ivkic, I., & Tauber, M. (2019). On the Cost of Security Compliancein
Information Systems. 10th International Multi-Conference on Complexity,
Informatics and Cybernetics 2019 (IMCIC). https://www.igi-global.com/chapter/
promoting-cybersecurity-compliance/225917

Huang, K., & Madnick, S. (2021, January). Does High Cybersecurity Capability Leadto
Openness in Digital Trade? The Mediation Effect of E-Government Maturity. In
Proceedings of the 54th Hawaii International Conference on System Sciences (p.
4352). https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3542552


https://www.sciencedirect.com/science/article/abs/pii/S0268401218312544
https://www.sciencedirect.com/science/article/abs/pii/S0268401218312544
https://ieeexplore.ieee.org/abstract/document/8742375/
https://link.springer.com/article/10.1007/s10916-018-0993-7
https://dl.acm.org/doi/abs/10.1145/3241815.3241870
https://www.igi-global.com/chapter/promoting-cybersecurity-compliance/225917
https://www.igi-global.com/chapter/promoting-cybersecurity-compliance/225917
https://www.igi-global.com/chapter/promoting-cybersecurity-compliance/225917
https://www.igi-global.com/chapter/promoting-cybersecurity-compliance/225917
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3542552

Kim, C., & Kim, K. A. (2021). The institutional change from E-Government toward
Smarter City; comparative analysis between royal borough of Greenwich, UK, and
Seongdong-gu, South Korea. Journal of Open Innovation, 7(1), 42. https://www.
mdpi.com/2199-8531/7/1/42

Kim, H. M., & Laskowski, M. (2018). Agriculture on the blockchain: Sustainable
solutions for food, farmers, and financing. Supply Chain Revolution. https://papers.
ssrn.com/sol3/papers.cfm?abstract_id=3028164

Krishnaraju, V., Mathew, S. K., & Sugumaran, V. (2016). Web personalization for
user acceptance of technology: An empirical investigation of E-government services.
Information Systems Frontiers, 18(3), 579-595.

Kumar, M. S., Vimal, S., Jhanjhi, N. Z., Dhanabalan, S. S., & Alhumyani, H.

A. (2021). Blockchain based peer to peer communication in autonomous drone
operation. Energy Reports. https://www.sciencedirect.com/science/article/pii/
$2352484721006752

Li, L., He, W., Xu, L., Ash, I, Anwar, M., & Yuan, X. (2019). Investigating the
impact of cybersecurity policy awareness on employees’ cybersecurity behavior.
International Journal of Information Management, 45, 13-24. https://www.
sciencedirect.com/science/article/abs/pii/50268401218302093

Liu, C., Wang, N., & Liang, H. (2020). Motivating information security policy
compliance: The critical role of supervisor-subordinate guanxi and organizational
commitment. International Journal of Information Management, 54, 102152.
https://www.sciencedirect.com/science/article/abs/pii/S0268401219302877

Liu, D., & Carter, L. (2018, May). Impact of citizens’ privacy concerns one-
government adoption. In Proceedings of the 19th Annual International Conference
on Digital Government Research (pp. 1-6). Governance in the Data Age. https://
dl.acm.org/doi/abs/10.1145/3209281.3209340

McKinney, S. A., Landy, R., & Wilka, R. (2017). Smart contracts, blockchain, and the
next frontier of transactional law. Wash. JL Tech. & Arts, 13,313. https://heinonline.
org/HOL/LandingPage?handle=hein.journals/washjoltal3&div=18&id=&page=

Mengelkamp, E., Garttner, J., Rock, K., Kessler, S., Orsini, L., & Weinhardt, C.
(2018). Designing microgrid energy markets: A case study: The Brooklyn Microgrid.
Applied Energy, 210, 870-880.
https://dl.acm.org/doi/abs/10.1145/3241815.3241870

Millard, J. (2017). European Strategies for e-Governance to 2020 and Beyond. In


https://www.mdpi.com/2199-8531/7/1/42
https://www.mdpi.com/2199-8531/7/1/42
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3028164
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3028164
https://www.sciencedirect.com/science/article/pii/S2352484721006752
https://www.sciencedirect.com/science/article/pii/S2352484721006752
https://www.sciencedirect.com/science/article/abs/pii/S0268401218302093
https://www.sciencedirect.com/science/article/abs/pii/S0268401218302093
https://www.sciencedirect.com/science/article/abs/pii/S0268401219302877
https://www.sciencedirect.com/science/article/abs/pii/S0268401219302877
https://dl.acm.org/doi/abs/10.1145/3209281.3209340
https://dl.acm.org/doi/abs/10.1145/3209281.3209340
https://dl.acm.org/doi/abs/10.1145/3241815.3241870

Government 3.0—Next Generation Government Technology Infrastructure and Services
(pp. 1-25). Springer. https://link.springer.com/chapter/10.1007/978-3-319-63743-
31


https://link.springer.com/chapter/10.1007/978-3-319-63743-3_1
https://link.springer.com/chapter/10.1007/978-3-319-63743-3_1

Muller, S. R., & Lind, M. L. (2020). Factors in Information Assurance Professionals’
Intentions to Adhere to Information Security Policies. International Journal of
Systems and Software Security and Protection, 11(1), 17-32. https://www.igi-global.
com/article/factors-in-information-assurance-professionals-intentions-to-adhere-
to-information-security-policies/249763

Naik, N., & Jenkins, P. (2020, April). Self-Sovereign Identity Specifications: Govern
your identity through your digital wallet using blockchain technology. In 2020 8th
IEEE International Conference on Mobile Cloud Computing, Services, and
Engineering (MobileCloud) (pp. 90-95). IEEE. https://ieeexplore.ieee.org/
abstract/document/9126742

Nawari, N. 0., & Ravindran, S. (2019). Blockchain and the built environment:
Potentials and limitations. Journal of Building Engineering, 25, 100832. https://
www.sciencedirect.com/science/article/abs/pii/52352710218312294

Paintner, P. (2021). Blockchain technology in the area of e-Governance—Guidelines
for implementation (Doctoral dissertation).
https://run.unl.pt/handle/10362/123244

Ravi, N., Verma, S., Jhanjhi, N. Z., & Talib, M. N. (2021, August). Securing VANET
Using Blockchain Technology. In Journal of Physics: Conference Series (Vol. 1979,
No. 1, p. 012035). IOP  Publishing. https://iopscience.iop.org/
article/10.1088/1742-6596/1979/1/012035/meta

Risius, M., & Spohrer, K. (2017). A blockchain research framework. Business&
Information Systems Engineering, 59(6), 385-409. https://link.springer.com/
article/10.1007/s12599-017-0506-0

Ronchi, A. M. (2019). e-Government: Background, Today’s Implementation and
Future Trends. In e-Democracy (pp. 93-196). Springer.

Salam, S., & Kumar, K. P. (2021). Survey on Applications of Blockchain in E-
Governance. Revista Geintec-Gestao Inovacao E Tecnologias, 11(4), 3807-3822.
https://www.revistageintec.net/index.php/revista/article/view/2409

Simonova, A. (2020). An Analysis of Factors Influencing National Institute of
Standards and Technology Cybersecurity Framework Adoption in Financial Services: A
Correlational Study (Doctoral dissertation). Capella University. https://www.
proquest.com/openview/8482434364a539361dbd14f5dd872752/1?pq-
origsite=gscholar&cbl=18750&diss=y


https://www.igi-global.com/article/factors-in-information-assurance-professionals-intentions-to-adhere-to-information-security-policies/249763
https://www.igi-global.com/article/factors-in-information-assurance-professionals-intentions-to-adhere-to-information-security-policies/249763
https://www.igi-global.com/article/factors-in-information-assurance-professionals-intentions-to-adhere-to-information-security-policies/249763
https://www.igi-global.com/article/factors-in-information-assurance-professionals-intentions-to-adhere-to-information-security-policies/249763
https://ieeexplore.ieee.org/abstract/document/9126742
https://ieeexplore.ieee.org/abstract/document/9126742
https://www.sciencedirect.com/science/article/abs/pii/S2352710218312294
https://www.sciencedirect.com/science/article/abs/pii/S2352710218312294
https://run.unl.pt/handle/10362/123244
https://iopscience.iop.org/article/10.1088/1742-6596/1979/1/012035/meta
https://iopscience.iop.org/article/10.1088/1742-6596/1979/1/012035/meta
https://link.springer.com/article/10.1007/s12599-017-0506-0
https://link.springer.com/article/10.1007/s12599-017-0506-0
https://www.revistageintec.net/index.php/revista/article/view/2409
https://www.proquest.com/openview/8482434364a539361dbd14f5dd872752/1?pq-origsite=gscholar&cbl=18750&diss=y
https://www.proquest.com/openview/8482434364a539361dbd14f5dd872752/1?pq-origsite=gscholar&cbl=18750&diss=y
https://www.proquest.com/openview/8482434364a539361dbd14f5dd872752/1?pq-origsite=gscholar&cbl=18750&diss=y
https://www.proquest.com/openview/8482434364a539361dbd14f5dd872752/1?pq-origsite=gscholar&cbl=18750&diss=y

Singh, A. P., Pradhan, N. R., Luhach, A. K., Agnihotri, S., Jhanjhi, N. Z., Verma, S.,

... Roy, D. S. (2020). A novel patient-centric architectural framework for blockchain-
enabled healthcare applications. IEEE Transactions on Industrial Informatics, 17(8),
5779-5789. https://ieeexplore.ieee.org/abstract/document/9259231

Su, Z.,, Wang, Y., Xu, Q., Fei, M., Tian, Y. C., & Zhang, N. (2018). A secure charging
scheme for electric vehicles with smart communities in energy blockchain. IEEE
Internet of Things Journal, 6(3), 4601-4613. https://ieeexplore.ieee.org/abstract/
document/8457186

Tasca, P., & Tessone, C. J. (2017). Taxonomy of blockchain technologies. Principlesof
identification and classification. arXiv preprint arXiv:1708.04872.

Tosh, D. K., Shetty, S., Liang, X., Kamhoua, C., & Nijilla, L. (2017, October).
Consensus protocols for blockchain-based data provenance: Challenges and
opportunities. In 2017 IEEE 8th Annual Ubiquitous Computing, Electronics and
Mobile Communication Conference (UEMCON) (pp. 469-474). |IEEE.

Twizeyimana, J. D., & Andersson, A. (2019). The public value of E-Government—A
literature review. Government Information Quarterly, 36(2), 167-178.
https://www.sciencedirect.com/science/article/pii/S0740624X1730196X

United Nations. (2018). https://publicadministration.un.org/egovkb/en-us/data/
compare-countries

Xia, Q., Sifah, E. B., Smahi, A., Amofa, S., & Zhang, X. (2017). BBDS: Blockchain-based
datasharing for electronic medical records in cloud environments. Information, 8(2),
44. https://www.mdpi.com/2078-2489/8/2/44

Yang, T., Guo, Q., Tai, X., Sun, H., Zhang, B., Zhao, W., & Lin, C. (2017, November).
Applying blockchain technology to decentralized operation in future energy internet.
In 2017 IEEE Conference on Energy Internet and Energy System Integration (EI2).
IEEE. https://ieeexplore.ieee.org/abstract/document/8244418

Yazdanmehr, A., Wang, J., & Yang, Z. (2020). Peers matter: The moderating roleof
social influence on information security policy compliance. Information Systems
Journal,30(5),791-844. https://onlinelibrary.wiley.com/doi/abs/10.1111/isj.12271

Yoo, C. W., Sanders, G. L., & Cerveny, R. P. (2018). Exploring the influence of flow
and psychological ownership on security education, training and awareness
effectiveness and security compliance. Decision Support Systems, 108, 107-118.
https://www.sciencedirect.com/science/article/abs/pii/S0167923618300381


https://ieeexplore.ieee.org/abstract/document/9259231
https://ieeexplore.ieee.org/abstract/document/8457186
https://ieeexplore.ieee.org/abstract/document/8457186
https://www.sciencedirect.com/science/article/pii/S0740624X1730196X
https://www.sciencedirect.com/science/article/pii/S0740624X1730196X
https://publicadministration.un.org/egovkb/en-us/data/compare-countries
https://publicadministration.un.org/egovkb/en-us/data/compare-countries
https://www.mdpi.com/2078-2489/8/2/44
https://ieeexplore.ieee.org/abstract/document/8244418
https://onlinelibrary.wiley.com/doi/abs/10.1111/isj.12271
https://www.sciencedirect.com/science/article/abs/pii/S0167923618300381

Zambrano, R., Seward, R. K., & Sayo, P. (2017). Unpacking the disruptive potentialof
blockchain technology for human development. https://idl-bnc-idrc.dspacedirect.
org/handle/10625/56662

Zheng, Z., Xie, S., Dai, H. N., Chen, X., & Wang, H. (2018). Blockchain challengesand
opportunities: A survey. International Journal of Web and Grid Services, 14(4),352-
375. https://www.inderscienceonline.com/doi/abs/10.1504/1JWGS.2018.095647


https://idl-bnc-idrc.dspacedirect.org/handle/10625/56662
https://idl-bnc-idrc.dspacedirect.org/handle/10625/56662
http://www.inderscienceonline.com/doi/abs/10.1504/IJWGS.2018.095647

