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Abstract 
The re-use of administrative data for social research holds great potential. From a privacy 
perspective, administrative data present some additional challenges, including lack of consent, 
existence of matching databases, and the association with data breaches by administrative staff. 
Access to government data for research is currently undergoing a slow, small but significant 
transformation from the defensive strategies of the past. A key driver of this is attitudinal change; 
the new approach is characterised as evidence-based default-open, risk-managed, user-centred 
decision-making, and offers more security at lower cost with greater researcher value.  
Despite its apparent superiority, this approach is still a minority position. It fundamentally challenges 
the way decisions are made in the public sector, at an individual and institutional level, as well as 
making risks more explicit. The effective re-use of administrative data may then depend upon the 
degree to which attitudes to decision-making in the public sector can be changed. 
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Introduction 
 
The use of administrative data for social policy research offers great possibilities. The data are often 
the population of interest – for example, all those who have engaged with a service in some way. 
The data are used for delivering the service, and so are likely to be checked for accuracy. Systems 
already exist for acquiring the data, so extracting the data can be done at a relatively low marginal 
cost. Finally, the data are likely to be fully identified at source, opening the possibility of datasets 
being linked through exact matching – for example, merging social security data with medical 
reports to evaluate the impact of interventions. The Wellcome Trust (2015) notes that this last 
aspect is particularly important for epidemiological (public health) studies, where the research value 
of linking contemporary medical records to longitudinal surveys is unparalleled. 

Not everything is rosy in the garden of administrative delights. Data collected for 
administrative purposes may not be suitable for research purposes. Data cleaning for operational 
purposes may not meet the particular accuracy required for statistical analysis. Having access to the 
population of service users does not allow one to ask questions about non-service users. The 
dynamic nature of administrative data creates additional management and distribution problems 
(compared to, say, the defined sample for a periodic survey). Nevertheless, allowing the research 
use of administrative data opens up the possibility of large, low-cost, high-quality linkable data. 

When the data under consideration are confidential (in other words, not suitable for public 
release), additional issues arise. Consent for re-use may not be given, and the use of statutory 
gateways to access information in such cases may not be clear. Sharing data may be seen as a 
breach of confidentiality by the service user irrespective of the legal basis of any access agreement, 
which may affect users’ willingness to engage with the service. When considering the likelihood of 
breaches of confidentiality by a malicious party, the intruder is helped enormously by the fact that 
there always exists at least one perfect match for the data being targeted. 
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Overarching all of this is the attitude to risk in the public sector. Ritchie (2014b) argues that 
decisions which have a risky outcome are harder to accept in the public sector, for a variety of 
personal and institutional reasons. Such decisions are even harder when the benefit of such a 
decision is likely to be, at best, indirect, which is mostly the case for research data access (Moore, 
2010; Ritchie and Welpton, 2012). Additionally, the resulting defensive decision-making is supported 
by almost all the academic literature on statistical protection of data. 

Making administrative data available for research purposes has to balance the public benefit 
from research with the right to privacy of the individual to whom the data relate. There is however a 
growing concern that the current balance is tilted too far in favour of privacy. The counter-
arguments in support of greater access include the lack of evidence for malicious ‘intruders’, a 
growing recognition of the role of mistakes, more understanding of the social elements of the 
researcher-data owner relationship, an acknowledgement of the indirect costs to society of over-
protective activity, and the excellent record of the academic research community in looking after 
confidential data. 

Two factors are driving this this change in perspective. The first is operational improvements 
based on technological advances and psychological insights into researchers’ incentives. More 
important is attitudinal change: new ways of looking at the world provide the context within which 
the gains from operational advances can be maximised. Data access solutions in the public sector 
following these new approaches have been shown to deliver more security at lower cost with 
greater researcher value.  

This new approach fundamentally challenges the way decisions are made in the public 
sector, at an individual and institutional level. Experience suggests that organisational attitudes can 
change, but only slowly – precedent is often the most powerful argument wielded in the public 
sector, and building precedents takes time. Making truly effective use of administrative data may 
therefore depend upon whether attitudes to decision-making in the public sector can be changed. 
This article explores that question. 

The next section covers, briefly, the literature on public-sector decision-making and 
attitudes to risk; it also describes the current literature on statistical risk, showing how the 
conceptual homogeneity has made it extremely difficult for decision-makers in the public sector to 
challenge traditional perspectives. Section three considers the privacy challenges presented by 
administrative data, and their relationship to the statistical models of risk. Section four brings these 
elements together to discuss why ‘defensive’ decision-making dominates in the public sector. 

Section 5 then describes how a different approach to evaluating risk is generating radically 
different perspectives, and the evidence for this new approach leading to better social and private 
outcomes. Given the apparent superiority of the new approach, Section 6 considers why its wider 
adoption has been limited. Section 7 concludes that to fully exploit the gains from administrative 
data, a much wider change in attitudes is needed. 

 
Decision-making and risk 
 
Decision-making in the public sector 
 
Ritchie (2014b) reviews the literature on decision-making under uncertainty in the public sector. 
Much use is made of various forms of public choice theory, which adopts the rational, utility-
maximising individual central to standard (neoclassical) economic models. Decision-making is carried 
out within a framework of known, fixed and consistent preferences, and the individual is only 
concerned with his or her own interests (which may include the interests of others).  

This model has come under substantial attack from multiple directions. Authors such as 
Boyne (1998), Andrews et al (2011) and Carpenter and Krause (2015) argued that the statistical 
evidence for such models is profoundly flawed, Schillemans and Busuioc (2015) that the core 
theoretical assumptions underlying the models have no empirical support. 
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More importantly, others have argued that, to all intents and purposes, humans are 
irrational and are strongly influenced by aspects such as the starting position of any discussion, 
memory of recent events, perceptions of fairness, over- or under-confidence, and so on. For 
example, see Sutherland (1992) or Kahnemann (2012) for the behavioural psychology perspective; 
Feeney and DeHart-Davis (2009) for institutional influences; and Viscusi et al (2011), Linde and 
Sonnemans (2012), Kjeldsen and Jacobsen (2013) and Gazley (2014) for social effects.  

Despite this, the rational decision-maker remains immensely important. A natural 
consequence of the rational model is the ‘market-based governance model’ (Somers, 2008; Adams, 
2013), sometimes referred to as ‘new public management’ (Hartley, 2005), which encourages 
turning public services into private markets. This has been the dominant political perspective in 
recent decades, particularly in the Anglo-Saxon countries but also increasingly in other OECD 
economies. In other words, while the irrational, institutionalised, social individual is widely accepted 
in academic circles, in practical policymaking the rational model is still dominant. 
 

Risky decision-making  
 
A standard tenet in economics (and hence, public choice theory) is that people are risk averse; that 
is, given the choice between a certain outcome and an uncertain outcome with the same expected 
value, an individual would choose the certain outcome. Risk-aversion derives from ‘expected utility 
theory’, and provides the basis for much economic analysis (eg Gollier et al, 2013). 

However, experimental work in the 1970s showed that this result was asymmetric and 
dependent upon the reference point and framing (Kahneman and Tversky, 1979): while risk-aversion 
is typical when considering gains, the same individual will display risk-loving behaviour when faced 
with a choice between losses. The result arises because people tend to regret losses more than they 
value gains (Kahneman, Knetsch and Thaler, 1991).  

More generally, uncertainty is frequently associated with irrational decisions. The extensive 
surveys of Sutherland (1992) and Kahneman (2012) both note that humans are particularly poor at 
evaluating probabilities. Perceptions are influenced by the way options are presented, by the 
difficulty of any calculations, and by irrelevant information which is presented at the same time. 
People make use of heuristics (rules-of-thumb) to ‘home in’ on answers; the presence of uncertainty 
increases the importance of these heuristics. 

 

Risky decision-making in the public sector 
 
In economic theory, the collective rationality of the government makes it risk-neutral (Eckerd, 2014), 
as no individual bears the direct costs/benefits of any action. By design, the administrator’s rewards 
are largely unaffected by performance; successful innovations may bring enhanced career prospects 
or some performance related pay, but in general the return to the administrator is expected to be 
independent of the success of the innovation. This symmetric approach to gains and losses ensures 
the rationality of the decision-making process.  

This perspective has been challenged on the basis that decisions are still made by individuals 
who look to their own interests first. Public choice theory leads to a model of ‘pork barrel’ politics 
and administration, as decisions made by the bureaucrat leading to his or her specific benefit are 
diffused across a wide population. However, as Ritchie (2014b) notes, for most public servants the 
opposite is the case: when taking decisions they face specific costs (their continuing employment 
prospects if the decision turns out to be the wrong one) and diffuse benefits (many of the 
beneficiaries of the decision might not even recognise that they are beneficiaries). Various authors 
have noted the focus on ‘avoiding failure’ rather than a neutral assessment of options (eg Lofstedt, 
2004; Moore, 2010; Mazzucato, 2014) as have practitioners and auditors (Office of the Auditor-
General of Canada, 1998; House of Lords, 2006; Australian Government, 2015b).  
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Yang and Holzer (2013) suggest a potential reason for this in ‘grievance asymmetry’: users of 
government services tend to consume them out of necessity (for example, completing a tax return), 
and hence are only likely to reflect on the quality of service when that service fails. Bhatta (2003) 
notes that ‘government’ tends to be seen as indivisible: each failure is seen as symptomatic of a 
general failure of government. Finally, Cabantous et al (2012) show that different types of 
uncertainty are perceived differently: some bad calls are more acceptable than others; Ritchie 
(2014b) uses this argument to build a rationale for crises in public sector decision-making. 

Overall, Ritchie (2014b) concludes that, while the theoretical rationale for risk-neutrality in 
the public sector seems sound, in practice the incentives faced by individuals making risky decisions 
encourage excessively cautious outcomes. 

 
 Attitudes to data risk in the statistical literature 
 
There is a very large literature relating to ‘statistical disclosure control’ (SDC), the use of statistical 
techniques to analyse and address disclosure risks associated with the analysis of confidential data; 
see Hundepool et al (2010) for a review. SDC covers both the application of anonymisation 
techniques to source data before it is released to a researcher, and ensuring that outputs produced 
from confidential data do not lead to disclosure through, for example, a graph which highlights 
outliers. 

The underlying techniques on which SDC theory is based have barely changed in recent 
decades. Hafner et al (2015) describe the ethos of any research paper or practice guide as: 

 default-closed: data or statistics should not be released unless the protection method has 
been ‘proven’ to reduce confidentiality risk to a sufficiently low level 

 intruder-driven: any release is assumed to be at risk of ‘intruders’ who are well-supplied 
with statistical knowledge and external data, and who have unlimited time, resources and 
malicious intent 

 data-centred: discussions focus on protecting the data owner 

 theory-driven: consideration of risks focuses on hypothetical possibilities rather than likely 
outcomes; little or no evidence is used to support attack scenarios 

 worst-case planning: models typically define a ‘worst-case scenario’, which simplifies 
modelling; all other cases are included in this one 

 
The orthodoxy of this position is such that it is rarely spelt out; for example, the manuals for 

the widespread SDC software tau-Argus and mu-Argus make no justification for this very specific 
world-view. Hundepool et al (2010) identify ‘Analysing data needs’ as one of the stages of 
anonymisation (albeit after identification of problematic variables and the data owner’s interests), 
but no further reference to this is made. 

The SDC literature echoes the public-choice literature in its assumption of the objectivity and 
rationality of decisions being made. Risk and utility are measurable characteristics of the data; users 
and intruders evaluate information in the same way as data owners; user and intruder preferences 
and incentives are independent of the data protection measures taken. 

The underlying assumptions are occasionally criticised. For example, Skinner (2012) noted 
that ‘worst-case’ is a subjective decision, driven by the concerns of the data owner. Hafner et al 
(2015) argue that ‘worst case’ in practice is simply the highest-risk mathematically tractable problem 
which can be fully parameterised. Overall, however, the SDC literature presents a unanimous front 
in the specification and analysis of confidentiality problems. 

As Hafner et al (2015) point out, a common ethos and method is useful for the theoretical 
development of SDC: it provides consistency, familiarity, reproducibility of results, and a level 
playing field for comparing new results. The problem is that this perspective reinforces defensive 
attitudes to risk in the public sector. 
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Confidentiality challenges presented by administrative data 
 
Ethical and legal challenges 
 
Personal data collected for statistical purposes generally have well-defined legal and ethical 
gateways for access. In general, re-use of administrative data for research purposes does not. There 
may be an implicit or explicit duty of confidentiality; for example, in the UK an implicit duty of 
confidentiality always exists unless explicitly waived. Therefore, statutory gateways (laws) are used 
to provide a legal mechanism by which research use is enabled. 

As it is not possible to define all possible states of the world in advance, laws necessarily 
leave some room for interpretation. For example, no data protection law provides definitions of 
‘confidential’, ‘personal’ or ‘anonymous’ which are unambiguous. Thus when using statutory 
gateways, the data owners become responsible for the correct ethical and legal interpretation of the 
law (‘data owner’ is used as shorthand here for ‘someone making decisions on the release of data’).  

Almost all statutory gateways have the same form: 

 The data must only be used for statistical purposes, not for targeting individuals 

 There must be a public benefit which outweighs the loss of privacy to the data subject 

 Confidentiality measures must be put in place to minimise the loss of privacy 
 

All three topics pose some conceptual problems. Consider the first: suppose research 
justifies a policy intervention targeted at a particular ethnic group in a particular location; at what 
point does the intervention become so precise that the data are being used to target individuals? 

On the second topic, ‘public benefit’ is almost impossible to define, let alone measure, as is 
the potential privacy loss. Public benefit might be very specific (for example in the case of access to 
UK and US tax records where the tax department itself must benefit) or very general (gateways to 
data held by the Australian Department of Social Services only require that relevant ministers draw 
up ‘guidelines’ for what may be released).  

In practice, both topics have precedents and experience, and generally are seen as ad hoc 
empirical problems rather than general barriers to research access.  

Confidentiality also seems to be a ‘solved’ conceptual issue. There are three mechanisms for 
data access: fully anonymised data distributed without restriction (Public Use File, or PUF); partially 
anonymised data distributed to bona fide researchers with restrictions (Scientific Use File, or SUF); 
and highly detailed data limited to researchers using a secure facility under the data owner’s control 
(Secure Use File, or SecUF). Although a minority of countries view PUFs as the only solution that 
maintains confidentiality, most OECD countries recognise that PUFs are only part of the answer; 
partial anonymisation combined with non-statistical measures also provides a sufficient guarantee of 
ongoing confidentiality. As with the first topics, this is seen often as an empirical problem: data 
anonymisation techniques have changed very little over the last twenty years, and there are now 
off-the-shelf tools such as mu-Argus and sdcMicro that implement all the standard techniques. 

Ritchie (2014b), Hafner et al (2015) and Hafner et al (2016) strongly criticised the way that 
such techniques are used. It is clear that confidentiality can be maintained at any desired level 
through a combination of statistical and non-statistical measures, but the question of whether it 
should be is unanswered. As an analogy, traditional anonymisation can be likened to building a brick 
wall; there are different techniques, but the strengths and weaknesses of different methods are 
well-known. The critics of this approach argue that the builders fail to consider objectively (a) 
whether a wall is necessary and (b) whether it should be made of brick. 
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Public relations 
 
The lack of consent can give rise to concerns over accountability: who knows what an anonymous 
Civil Servant is doing with your personal data? These concerns are likely to be heightened when the 
interaction with the government department is not voluntary (for example, when providing tax 
information or registering a change of address). 

The Wellcome Trust (2015) reviewed barriers to data sharing for epidemiology, and argued 
that public attitudes to allowing research use of their administrative data are crucially dependent on 
three things: 

 The way questions about access are asked (eg Haddow et al, 2011) 

 The trust in the institution holding the data (GMC, 2007; Wellcome Trust, 2013) 

 Anything data-related that might have recently occurred (eg canvassing public opinion in 
2007, just after the UK tax department mislaid detailed financial data for ten million 
households) 

 
The second of these, trust in the institution providing the access to data, seems to be the 

most important. Health organisations are generally seen as trustworthy; other government 
departments generally are seen as less trustworthy, although in the Nordic countries overall trust in 
government to manage data effectively is very high. 

The Wellcome Trust (2015, p75) drew some general conclusions: inter alia, the general 
public are broadly 

 concerned about the security of their data; 

 unable to distinguish between operational and statistical use; 

 unable to distinguish between levels of anonymisation; 

 happy to change their minds when provided with more information. 
 

This presents a problem for public organisations who have to justify their use of statutory 
gateways to override privacy concerns. Ethics would suggest keeping the public well-informed is 
essential to maintaining public confidence. However, practical experience suggests that raising the 
topic of research data access with the general public runs a high risk of creating active opposition. 
Accordingly, much of the public dialogue around research data sharing focuses on control of risks 
(“look at all the things we do to make sure your data isn’t misused”) rather than the benefits of use. 

 
Disclosure risk 
 
Almost all SDC theory is based around the concept of an ‘intruder’ who has access to some 
additional information (the ‘external dataset’) and uses it in combination with the confidential data 
to breach data privacy. Identification can be two-way: an intruder may use external information to 
help identify an individual in the data, and so uncover some information in the confidential data; or 
the intruder may use something in the confidential data to identify an individual in the external data. 

In survey data, this concept of the external dataset is highly problematic. Data collected are 
de-identified as soon as possible. Data are collected for statistical analysis which may not have 
external relevance. Exact samples are generally not known, and even when collecting a (sub-) 
population there always exists some uncertainty over the specific form of inclusion. Finally, the 
entire data flow is usually managed within the data collecting organisation. Modern studies trying to 
match government survey data with external data sources have shown the difficulty in this, even in 
ideal circumstances (eg Evans and Ritchie, 2006; Hafner, 2008; both articles deal with business data 
which is generally assumed to be very identifiable). 

In contrast, with administrative data the external dataset definitely exists, and is probably 
fully-identified. Anyone who has access to the original data for administrative purpose is now a 
credible potential intruder. Unlike survey managers, who only need access to identifying information 
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for the data collection phase, and who have procedures in place to separate identifying and non-
identifying information, administrators are likely to need permanent access to full-identified data. 
The source administrative data may not even be under the control of the department giving 
research access; it may have been delivered from a completely different organisation. 

Finally, the research dataset is potentially more risky because every variable that can have a 
unique value is a potential identifier. Consider a researcher noting that “the highest weekly earnings 
in region X are £12,452”. With survey data, this is likely to be a ‘target’ variable: information an 
intruder would like to discover by finding out who the top earner is. With administrative data, 
anyone who has access to the source data can immediately identify that person, assuming that only 
one person in the region has that exact salary.  

 
Confidentiality risks with administrative data: summary 
 
The research use of administrative data presents a number of practical challenges, not least in the 
dynamic nature of the data: the data owners need to decide when, how and how often a research 
dataset is to be extracted from the administrative source. Whilst these are important problems and 
do have some privacy implications, in this section attention was focused on three specific issues 
which have a direct impact on the way data owners in the public sector make decisions: 

 With statutory gateways rather than consent the basis for re-use, those making decisions 
about data access are required to interpret legal and ethical boundaries, and are responsible 
for their interpretations 

 Without consent, public trust may be both more important and harder to gain 

 Allowing researchers to re-use data which is accessible to others produces additional risks of 
disclosure 

 
Defensive decision-making in the public sector 
 
Default-open versus default-closed 
 
Hafner et al (2015) report the effect of giving data professionals (that is, anyone engaged in the 
collection, management, dissemination or research use of data) in the public sector the following 
scenario. 

Suppose you are responsible for making data release decisions, and have a mechanism for 
deciding whether such a release is ‘safe’. There are two ways that you could view your role in 
deciding on releases: 

a) Do not release data unless the release is shown to be safe 
b) Release data unless the release is shown to be unsafe 

 
The audience is then asked two questions, with the second being posed only after the first has been 
answered: 

Which of these should be your default perspective? 
Which of these is your organisation’s default perspective in practice? 

 
Hafner et al (2015) report that the experiment almost always reports the same results: 80%-90% say 
that (b) is their preferred perspective; the same proportion report that (a) is their organisation’s 
position. 

Ritchie (2014a) argues that this difference in perspective is the key element limiting effective 
use of research data. Although the two statements are functionally identical (data releases either 
meet both rules or neither), psychologically they are worlds apart and will almost certainly lead to 
different outcomes. 
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Option (a), referred to as default-closed, has complete security but not access and hence no 
utility; if the security constraints can be relaxed without compromising confidentiality, utility is 
gained but security lost. Option (b), referred to as default-open, assumes that there is complete 
access to the data, and hence maximum usefulness; if the data has to be restricted to meet 
confidentiality criteria, then security is gained but utility is lost. Humans put more weight on losses 
than gains, and so a decision maker starting from ‘no release’ would come to a different conclusion 
to a decision-maker starting from ‘no restrictions’ (Ritchie, 2014a). 

There is no conceptual reason for choosing default-open or default-closed. Both are 
epistomologically valid, and in the rational, objective world of public choice theory would produce 
the same recommendations.  

In practice, almost all public sector data access is based on a default-closed model, for two 
reasons already discussed: 

 Public servants are likely to be incentivised to avoid failure as a personal objective 

 The SDC literature universally uses the language of  the default-closed model 
In these circumstances, the rational choice of a public servant who is not an expert in SDC is to 
choose the default-closed option. The purchasing-industry catchphrase “nobody ever got fired for 
buying IBM” has a direct, if windier, counterpart: “nobody ever got fired for saying that they thought 
the case for releasing data had not been made adequately to overcome the confidentiality risks.” 

 
Use of evidence 
 
A second reason for the defensive stance taken by public-sector decision-makers is the lack of 
evidence in building release cases. As noted, the SDC literature focuses almost exclusively on worst-
cases based on hypothetical scenarios, and rarely discusses the likelihood of different scenarios. 
From the perspective of a decision-maker without expert knowledge, this makes perfect sense. If 
data is protected against the worst case, then it is also protected against all other cases, and so there 
is no need to worry about the likelihood of other scenarios. 

The problem with this is twofold. From a theoretical perspective, worst-case scenario 
planning has been criticised (Skinner, 2012; Hafner et al, 2015) as being convenient rather than 
objective or methodologically robust. More importantly, there is no evidence whatsoever to support 
these worst-case scenarios (Hafner et al, 2015; DSS, 2016); realised risks are almost always 
associated with non-malicious human behaviour (Desai and Ritchie, 2010; Ritchie and Welpton, 
2014). 

 
Lack of identification of benefits 
 
Ritchie and Welpton (2012) argue that a key factor influencing public servants’ willingness to focus 
on the downside of any data release decision is the frequent lack of any perceivable upside; The 
National Research Council (2014, p118), for example, notes that the US HIPAA guidelines explicitly 
exclude consideration of data utility when classifying datasets. 

While advocates of greater research use of data claim that research use directly benefits the 
organisation through researcher feedback, in practice such benefits are small and rarely achieved 
(DSS, 2016), particularly relative to the perceived risk. This is the case even in organisations where 
the research community has had a significant input into data access arrangements, such the data 
laboratories run by the US Census Bureau, the UK Office for National Statistics, or the German 
Labour Department. As Ritchie (2004) notes, government data is typically collected to produce 
aggregate statistics; the insights into quality offered by external users of the data are minor, 
compared to the effort expended in getting key statistics right. 
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Crime and punishment in a rational world 
 
Any confidentialisation of the data which does not lead to complete anonymisation must have some 
amount of residual risk. In a rational world, this is straightforward to manage: users are informed of 
their duty to maintain the confidentiality of the data and the necessary procedures; any resulting 
breach of confidentiality is the result of failure on the part of the user. Penalties ensure that the user 
acts appropriately; if the possibility of a breach is high, penalties should be raised until no rational 
user would breach confidentiality. 

This appeals to the defensive mindset: it absolves the data owner of responsibility for 
breaches, making clear that the user is at fault. However, it assumes that researchers come to the 
same ‘rational’ decision as the data owners would expect; but Desai and Ritchie (2010) point out 
that, there is very little evidence that users know or care about the data owners’ interests. 
Moreover, training programmes which emphasise researchers’ guilt are likely to be counter-
productive (Desai and Ritchie, 2010; Jackson et al, 2012). 

 
Impact on the release and re-use of administrative data 
 
Those outside the SDC literature who have looked at data sharing (eg Research Councils UK, 2008; 
National Research Council, 2014, especially ch.5; Australian Government, 2015b; Academy of Social 
Sciences, 2016) have typically concluded that government re-use of data is overly defensive. It fails 
to take account of the full public benefit, is too concerned with hypothetical risks, places too much 
reliance on anonymisation without considering other risk control measures, and assumes that users 
are rational individuals who nevertheless care about data protection. 

The re-use of administrative data exacerbates these problems. The lack of consent, and the 
consequent need for the data collector justify the re-use; the potential public relations disaster of re-
using data supplied, possibly involuntarily; and the existence of matching data, all contribute to 
heighten the difficulty of allowing re-use of administrative data. In other words, given that 
government attitudes to data release are generally defensive, exploiting the research value of 
administrative data is likely to face even more objections than re-using datasets collected for 
statistical purposes. 

 
The modern management approach 
 
Since the mid 2000s, an alternative approach to microdata access has been developed. This model is 
sometimes referred to as the ‘modern’ approach (to distinguish it from the ‘traditional’ defensive 
approach), but here we adopt the acronym EDRU (‘evidence-based, default-open, risk-managed, 
user-centred’; DSS, 2016). The model was originally developed to manage use of SecUFs through 
remote-access facilities, but since 2012 has been extended to all areas of data access. 

 
The ‘evidence-based, default-open, risk-managed, user-centred’ ethos 
 
The EDRU ethos directly challenges the problems identified above with data access; as the name 
implies, it has four components. 

Central to the EDRU process is the use of evidence to assess risk, utility, and the desirability 
of options. If the data owner wishes to use worst-case planning, that worst-case should be based 
upon reasonable (even if low) probability, rather than hypothetical possibility. For example, Gregory 
(2014) uses expert panels to test anonymisation processes, rather than relying on statistical analysis. 

The model is default-open: data are assumed to be available, and the only consideration is 
whether restrictions need to be placed on access to maintain confidentiality. Note that the 
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restrictions are placed on access, not on data; non-statistical solutions (such as licensing, or 
restricted access facilities) may be better solutions than reducing the value of data.  

In the EDRU perspective risk is explicitly acknowledged to be subjective. This encourages 
joint acceptance of risk: if there is no ‘right’ answer, then the views of all interested parties have 
some validity. A unilateral decision by the data owner on the appropriate level of risk leaves the data 
owner exposed to criticism for being under- or over-cautious. Engaging with the users and other 
stakeholders avoids this criticism. Engaging the users in decisions about risk also helps to remind 
users that they are part of the solution, not just passive recipients of instructions. 

The model is user-centred, recognising that the biggest risk in data access is the human 
factor (Ritchie and Welpton, 2014), but that a positive relationship can bring substantial security 
gains. This in turn leads to cost savings: designing an access system for users who can be trusted is 
much simpler than designing one for users who can’t. A clear understanding of user needs helps to 
set objectives (Hafner et al, 2016). Finally, a positive relationship with users should increase the 
likelihood of the data owner reaping the direct benefits of data release, such as methodological and 
analytical feedback from engaged experts. 

 
Implementation 
 
The EDRU ethos leads to a number of important consequences for implementation. 

First, personal and institutional relationships become much more important. The traditional 
approach to data management does not discuss attitudes as the process is seen as objective and the 
preferences of actors do not change. In contrast, in EDRU the default-open attitude is seen as the 
enabler for all the other elements, and therefore getting early agreement on the principles 
underlying the data solution is essential. For example, the Australian Department of Social Services 
drew up an attitudinal policy statement before carrying out a strategic review of options (DSS, 2016). 

Second, relations with users come to the fore. A key factor is how users perceive that they 
are treated by the data owners (Desai and Ritchie, 2010). Users are an integral part of the design 
process: not just for identifying useful data, but for their contribution to the security model. Even if 
the solution is a PUF (and so the data owner intends no control over how the data is used, and by 
whom), the active appreciation of users encourages trust. For SUFs or SecUFs, the training of 
researchers becomes a key consideration. Unlike the static rational world of the traditional model, 
the EDRU model allows the preferences and incentives of all parties to change and develop. 

Third, the consideration of non-statistical solutions to confidentiality challenges means that 
perturbation or restriction on the data becomes much less important. The popular ‘Five Safes’ 
framework for designing strategies (Desai et al, 2015) explicitly makes data limitation the residual, 
something to be done only when all the options relating to the users, the use and the environment 
have been considered and found wanting. 

Finally, the emphasis on unavoidable human error and the certainty of mistakes encourages 
the development of a support framework involving all interested parties. Suppose Department X 
releases data to support research of interest to Department Y. Department Y needs to acknowledge 
both the value of the research and the risk taken by Department X so that, when something goes 
wrong, a fair assessment can be made of whether the risk was justified in the context of the overall 
benefit to society. A secondary consequence of this relationship management is that it can lower the 
perceived boundaries between producers and consumers of research data, increasing the sense of a 
research community.  

 
Impact 
 
The EDRU model was developed for access to SecUFs through remote access facilities, where the 
gains for non-statistical approaches to confidentiality are largest. Hafner et al (2015) note that the 
first EDRU-compliant facility, run by the UK Office for National Statistics, was able to support more 
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researchers with more data at costs significantly below those of similar facilities; yet it also achieved 
a class-leading level of security. The EDRU principles have been and are now generally acknowledged 
as the best practice for these sorts of facilities (for example Sullivan, 2011, or Webster, 2015). 

Less progress has been made in areas where less control is possible. Hafner et al (2016) 
describe the first SUFs built on EDRU principles. The data were previously confidentialised using the 
defensive approach: the SUFs was widely perceived to have teaching value only, and Hafner et al 
(2016) show that identified security risks were not addressed. Applying the EDRU approach led to 
minimal perturbation of the data while still addressing the security risks omitted in the previous 
solution.  

Gregory (2014) independently conceived the EDRU principles, and applied them to the 
creation of PUF for administrative records of electricity use. The assumption was made that the data 
should be available; user need and acceptable restrictions were identified through active 
consultation; and the disclosure risks were tested not by theoretical models, but by setting up panels 
of users who were offered prizes for successful re-identification (none were successful). This 
approach received substantial positive support from the user community, and is seen as potential 
model for wider adoption across the UK government. 

The most radical developments are currently underway in Australia. A formal statement on 
data strategy was published (Australian Government, 2015b) to the effect that data access would be 
default open, consultative, and seeking to maximise the benefits of re-use and linking. Webster 
(2015) and DSS (2016) describe complete data strategies for the Australian Bureau of Statistics and 
Australian Department of Social Services, respectively, based on the EDRU ethos. 

 
Challenges 
 
If EDRU is a superior and cheaper approach to data access why is it not universally adopted? There 
are three possible reasons for this. 

First, EDRU directly challenges a data access paradigm which has developed over decades. 
Changing such modes of thought is a slow process and typically requires extensive negotiation. The 
preponderance of the traditional method also means that EDRU advocates are in a very small 
minority, and struggle to make an impact. It is noticeable that EDRU has had the most impact on the 
remote-access community which is relatively small and which shares ideas on a regular basis. 

Second, EDRU is relatively new and therefore has few precedents. For decision-makers 
wanting reassurance that a defensible decision has been made, precedents are invaluable. In the 
case of administrative data this is even more so: with the exception of Gregory (2014) and 
DSS(2016), EDRU has largely been applied to survey data and so the risk posed by external matching 
datasets has not been demonstrable assessed. 

Third, EDRU is time-consuming, require investment in relations between data owners, users, 
and other interested parties. Part of this relationship building also involves getting agreement to 
share risk, which may not be appealing to those who are just used to seeing the policy benefits of 
research, for example. 

One challenge which has not been widely addressed is public perceptions. EDRU assumes 
that mistakes will be made; therefore, plans should be put in place to minimise impact. Such plans 
should include dealing with public criticism of risky behaviour. In theory a sensible way to avoid this 
is to pro-actively manage public expectations; for example, the UK Administrative Data Research 
Network has produced publicity material designed for the general public, and has privacy 
campaigners on its advisory board. However, there are also examples of badly designed public 
information campaigns which have led to a public backlash against the proposed development; 
O’Dowd (2014) discusses the ill-fated care.data health data linkage programme in the UK. At 
present, there is no consensus over whether greater public engagement increases or lowers the 
acceptability of projects. 
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Conclusion 
 
Governments collect very large amounts of data. There is enormous value in making these data 
available for research use, and the evidence of the last half-century shows that the re-use of these 
data by academics is valuable for public policy and extremely low risk. Nevertheless, decision-makers 
typically adopt a defensive attitude to the release of data, as a result of personal and institutional 
concerns. Administrative data presents more confidentiality challenges compared to data collected 
solely for statistical purposes, and so is even less likely to be released for research. 

A small but growing number of data access solutions take a different path, leading to more 
access to better quality data at a lower cost and with lower risk. Central to the model is the change 
in attitudes to risk, relationships, and reference points. This approach has been usefully 
implemented in restricted access facilities over the last data, and is increasingly being adopted in a 
wider range of data access solutions. 

If this is so successful, why is adoption slow? The answer lies in the change in mindset 
needed to make use of these new approaches: risk is negotiated rather than estimated, and cannot 
be transferred to the user; user objectives determine outcomes instead of data owner objectives; 
and the assessment of hard evidence replaces hypothetical speculation on worst cases. All of these 
are difficult for data owners to accept, particularly when this is a very minority view, there are few 
specialists, and the available precedents to copy are few and far between. 

Nevertheless, experience shows that it is possible to change the defensive mindset, leading 
to gains for all parties. In answer to the question “can we make effective use of administrative data 
for social research?”, the answer is “yes; if we really want to.” 
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