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Abstract. The ever-increasing popularity of web service sharing communities 
have produced a considerable amount of web services that share similar function-
alities but vary in Quality of Services (QoS) performances. To alleviate the heavy 
service selection burden on users, lightweight recommendation ideas, e.g., Col-
laborative Filtering (CF) have been developed to aid users to select their preferred 
services. However, existing CF methods often face two challenges. First, service 
QoS is often context-aware and hence depends on the spatial and temporal infor-
mation of service invocations heavily. While it requires challenging efforts to 
integrate both spatial and temporal information into service recommendation de-
cision-making process simultaneously. Second, the location-aware and time-
aware QoS data often contain partial sensitive information of users, which raise 
an emergent privacy-preservation requirement when performing service recom-
mendations. In view of above two challenges, in this paper, we integrate the spa-
tial-temporal information of QoS data and Locality-Sensitive Hashing (LSH) into 
recommendation domain and bring forth a location-aware and time-aware rec-
ommendation approach considering privacy concerns. At last, a set of experi-
ments conducted on well-known WS-DREAM dataset show the feasibility of our 
approach.   

Keywords: Service recommendation, Spatial-Temporal QoS, Locality-Sensitive 
Hashing, Privacy-preservation, Collaborative Filtering. 

1 Introduction 

With the increasing maturity and popularization of web of things, many software de-
velopers or vendors have begun to encapsulate their software tools or program interfaces 
into lightweight web services that can be accessed easily, and register them in various 
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service sharing communities or platforms, e.g., ProgrammableWeb (PW)1 and api-plat-
form.com2. In this situation, a service community often contains a considerable amount 
of candidate web services that share same or similar functions but vary in QoS (Quality 
of Services) performances [1-2], which impacts the service selection decisions of users 
especially when a user does not have much detailed knowledge of candidate web ser-
vices. 

In this situation, various recommendation techniques, e.g., Collaborative Filtering (CF) 
have been introduced to aid the users’ service selection decision-makings. Typically, CF 
technique can filter out massive services not preferred by a user and only recommend 
appropriate new services that satisfy the user’s preferences; thus the search space of 
optimal recommended services is reduced significantly and the user’s service selection 
burden is decreased accordingly. Benefiting from the easy-to-understand and domain-
independent characteristics, CF has been widely adopted in various recommender 
systems [3-5], such as news recommendation, spot recommendation and E-commerce 
recommendation. Typically, by evaluating past service execution records (e.g., historical 
QoS data of candidate services), CF can effectively predict user preferences and then 
make accurate recommendations. 

However, in the dynamic network environment, service QoS data are often not fixed 
but fluctuant with service execution context [6-8]. For example, a long waiting time is 
possible if we invoke a web service at its busy time; besides, a user in USA often invokes 
a web service hosted in USA quickly while invokes another web service hosted in China 
slowly. In other words, service QoS often depends on the spatial and temporal 
information of each service invocation. This location-aware and time-aware QoS 
variation brings a new challenge for accurate service recommendation as it is often hard 
to precisely predict the future QoS performance of candidate services. 

Furthermore, the location-aware and time-aware QoS data often contain partial 
information that is sensitive to users [9-10], e.g., a larger response time for invoking a 
cloud storage service often indicates that a user is transmitting a big file. In this situation, 
the recommender systems need to secure the sensitive QoS data when analyzing the QoS 
data for accurate recommendation decision-makings. In other words, the 
recommendation process should be not only accuracy-guaranteed but also privacy-aware. 
However, it requires challenging efforts to achieve the above two goals simultaneously 
as there is often a tradeoff between the released QoS data and the recommendation 
accuracy. 

Considering the above challenges, we take into consideration the spatial-temporal 
information of QoS and the Locality-Sensitive Hashing (LSH) technique and then 
propose a location-aware and time-aware recommendation solution with a high 
capability of privacy-preservation. LSH has a good property of “similarity retain”: two 
neighboring points will be assigned the same index with high probability. Therefore, 
through LSH, we can convert sensitive user QoS data into less-sensitive user indices and 
then uses user indices to make further recommendations. This way, user privacy can be 
protected and meanwhile recommendation accuracy can also be guaranteed.  Overall, 
the major academic contributions of our work are two-fold.  

 
1 https://www.programmableweb.com/ 
2 https://api-platform.com/ 
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(1) We combine the spatial-temporal information of historical QoS data and the LSH 
technique together and then introduce a recommendation solution named Recst-LSH. 
Different from the traditional CF approaches that use original and sensitive QoS data for 
similar friend findings, LSH employs less-sensitive user indices to search for similar 
friends of a target user. Therefore, private user information is protected. In other words, 
Recst-LSH can not only output an accurate recommended list but also protect the sensitive 
user information hidden in historical QoS data. 

(2) A set of experiments are designed based on a popular QoS dataset, i.e., WS-
DREAM that contains the spatial-temporal QoS data of 4532 web services invoked by 
142 users distributed in different countries. Experiment results prove the effectiveness 
and efficiency of our proposal.  

The reminder of this paper is structured as below. In Section 2, we summarize the 
related work associated with the spatial-temporal and privacy-aware service recommen-
dation problem. In Section 3, the spatial-temporal data-driven recommendation prob-
lems with privacy-preservation is formalized. In Section 4, we integrate the spatial-tem-
poral information of historical QoS data and the LSH technique into recommendation 
decision-making process and propose a novel service recommendation approach named 
Recst-LSH. In Section 5, a set of experiments on real-world QoS dataset, i.e., WS-DREAM 
are carried out to evaluate the performances of Recst-LSH. Section 6 concludes the whole 
paper and analyzes the possible improvements in future work. 

2 Related Work 
Next, we review the research progress of spatial-temporal service recommendations 

with privacy-preservation from two perspectives: spatial-temporal data-driven 
recommendation and privacy-preserving service recommendation. 

(1) Spatial-temporal data-driven recommendation 
In [1], the correlation between service QoS and service invocation time is 

investigated by transforming the user-service QoS matrix into the product of two sub-
matrices, i.e., user-time sub-matrix and time-service sub-matrix. After that, the derived 
two sub-matrices are employed to make time-aware service recommendations. Most 
recommender systems take the all-time statistics of user-service usage patterns as the 
recommendation bases, while neglect the time-aware QoS evolution in the dynamic 
network environment. Such a static QoS measurement often cannot reflect the latest 
QoS variation trend very well. In view of this shortcoming, in [2-3], Latent Dirichlet 
Allocation (LDA) technique is used to extract time-aware QoS evolution patterns of 
web services, after which a service popularity-based recommendation method is 
brought forth. In [4-6], traditional CF-based recommendation approaches are improved 
by adding a time-aware user similarity or item similarity; this way, time-aware QoS 
variations are successfully integrated into the recommendation decision-making 
process to pursue higher recommendation accuracy.  

In [7], the authors investigate the correlation between service QoS and user location; 
afterwards, Nonnegative Tensor Factorization (NTF) technique is introduced into the 
traditional CF recommendations to improve the accuracy of location-based 
recommended POIs (Point-of-Interest). In [8], both user location and service location 
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are taken into consideration and finally, only those similar users who are physically 
close to a target user are returned to make appropriate recommendations.  

In [9], the authors propose a temporal decay model for user similarity in traditional 
CF approaches and then recruit the spatial-temporal correlations hidden in historical 
QoS data to extract user preferences and perform preferences-aware service 
recommendations. In [10], the authors utilize the spatial-temporal information 
generated from past service invocations to analyze user behaviors and then determine 
the neighboring users of a target user who have similar behavior patterns. In [11], the 
authors analyze the common influence of location and time factors on service QoS 
performances. Through experiments deployed on a real-world QoS dataset, the authors 
reveal the QoS data of spatially-close user-service pairs are correlated with high 
probability. Motivated by this observation, the authors put forward a Matrix 
Factorization-based recommendation approach. In [12], the users and candidate 
services are grouped by their respective locations; afterwards, a time weight and a 
location weight are assigned to user similarity or item similarity to improve the service 
recommendation accuracy. In [13], the authors investigate  the multi-dimensional 
service recommendation problems where the QoS data with multiple dimensions 
(including time and location) are modeled as a tensor; afterwards, tensor decomposition 
technique is used to find out the component matrices of the QoS tensor; finally, the 
derived component matrices are employed to predict unknown QoS values and then 
make optimal recommendation decisions. 

 Therefore, existing research often focuses on either location-aware service 
recommendation or time-aware service recommendation or spatial-temporal service 
recommendation. However, they often lack the capability of protecting the private 
information of users contained in spatial-temporal QoS data. Although partial research 
work, e.g., [14] considers both time-aware QoS data and privacy-preservation 
requirement, they overlook the location factor that plays a key role in most 
recommender systems.  

 (2) Privacy-preserving service recommendation. 
Obfuscation technique is adopted in [15] to protect the sensitive QoS data by adding 

a random number; thus the obfuscated QoS data are recruited to approximately 
calculate user similarity. This way, user privacy is protected; however, recommendation 
accuracy is decreased to some extent due to the inherent tradeoff between data 
availability and data privacy. In [16], the authors randomly divide each QoS data into 
multiple segments with little privacy; afterwards, the QoS segments are used to 
calculate item similarity and make recommendations. However, this privacy protection 
technique is only applicable to the specific PCC (Pearson Correlation Coefficient)-
based similarity calculation; besides, much storage cost is incurred by the divided QoS 
segments. In [17], the authors propose a cloud-assisted differentially private video 
recommendation system based on distributed online learning technique, to secure the 
sensitive data involved in recommendation process. However, the time complexity of 
differential privacy is often high; besides, the accumulated noise data by differential 
privacy techniques can decrease the data availability and further influence the accuracy 
of the final recommended list. 
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In our previous work [18-22], various hash techniques are used to achieve the goal 
of privacy protection in distributed recommendation process, e.g., LSH technique in 
[18-20], SimHash technique in [21] and MinHash technique in [22]. These hash 
techniques can effectively balance the recommendation performances in terms of 
accuracy and privacy-preservation. Although the above literatures can protect user pri-
vacy involved in recommendation process, they often suppose service QoS is fixed, 
without considering the QoS fluctuation incurred by the frequent change of time and 
location. Motivated by this fact, a novel recommendation solution named Recst-LSH is 
brought forth as elaborated in the following sections. 

3 Formulation and Problem Specification 

In this section, we formulate the spatial-temporal service recommendation problems 
with privacy that we focus on in this paper. Inspired by the three-dimensional user-
service-time QoS representation in [14], we model the spatial-temporal QoS data as a 
four-dimensional vector QoS = (user, service, time, location) depicted intuitively in 
Fig.1. In Fig.1, different locations are remarked in distinct colors; each QoS data is 
represented by a four-dimensional point qi,j,k,d where dimensions i, j, k, d denote user, 
service, time and location, respectively. 

 
 
 
 
 
 
   
 
 

Fig.1 Four-dimensional QoS model. 

For formal discussions in the rest of paper, we make the following specifications. 

(1) web service set. The set of candidate web services in a service sharing commu-
nity, denoted by WS_Set = {ws1, …, wsn} 

(2) user set. The set of users who have executed any web service in WS_Set previ-
ously, denoted by U_Set = {u1, …, um}. 

(3) time slot set. The set of time slots when a web service was invoked by users in 
U_Set, denoted by T_Set = {t1, …, tP}. For simplicity, we assume that the time slots for 
ws1, …, wsn are the same. 

(4) user location. user u’s locations where u invoked a service, denoted by LOC_Set 
= {loc1, …, locQ}. 

     
 
 
… 
 
 
 

• qi,j,k,d 

i (user) 

j (service) 

k (time) 

• 
• 

location (d) legend 
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(5) service quality. Service QoS is denoted by a four-dimensional qi,j,k,d that indicates 
the quality of service wsj (∈WS_Set) by user ui (∈U_Set) from location locd (∈
LOC_Set) at time slot tk (∈T_Set). 

(6) target user. utarget (∈U_Set) denotes a target user who requests recommended 
service items. 

Generally, the historical QoS data qi,j,k,d (1 ≤ i ≤ m, 1 ≤ j ≤ n, 1 ≤ k ≤ P, 1 ≤ d ≤ Q) are 
recorded by different platforms or servers. These distributed QoS data are the major 
bases for the subsequent recommendation decision-makings. So according to the above 
formal specifications, we can describe the spatial-temporal data-driven recommenda-
tion problems with privacy-preservation as follows: a recommender system integrates 
and analyzes the historical QoS data qi,j,k,d  distributed across multiple platforms, and 
then returns utarget a set of new services that may be preferred by utarget, during which 
the sensitive QoS data qi,j,k,d in different platforms are secure. To solve the above chal-
lenge, we propose a novel spatial-temporal data-driven recommendation approach 
named Recst-LSH in Section 4. 

4 Our Solution: Recst-LSH 

In this section, we clarify the details of our proposed Recst-LSH approach. The basic 
idea behind Recst-LSH is: first, we build time-aware user indices (with little even no pri-
vacy) according to the user-service-time QoS matrix; second, according to the less-
sensitive user indices, determine the similar users of utarget; third, weight each similar 
user according to his or her location information; at last, we predict the unknown QoS 
in the user-service-time QoS matrix and make appropriate recommendations. Con-
cretely, Recst-LSH approach includes four steps, as elaborated in Fig.2. Here, please note 
that Step-1 is executed by each platform or server hosting sensitive QoS data; while 
Step-2 ~ Step-4 are executed by the recommender system. 

 

Step-1: Time-aware user indices building. According to the user-service-time QoS matrix M, build L 
time-aware user index tables Tb1, …, TbL with less privacy based on LSH technique. 

Step-2: Similar user finding for utarget. According to the less-sensitive user index tables Tb1, …, TbL, 
look for the similar users of utarget and put them into set Sim_U(utarget). 

Step-3: Similar user weighting. For each user ui in set Sim_U(utarget), we weight him or her according to 
the distance between ui and utarget.  

Step-4: Service quality prediction & service recommendation. In the user-service-time matrix, ac-
cording to the known QoS data of the derived similar users of utarget, we predict the unknown QoS 
data of utarget and finally return utarget a service wsoptimal with the optimal QoS prediction value at 
current time slot. 

 

Fig.2 Four steps of Recst-LSH approach 
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Step-1: Time-aware user indices building. 
In this step, we build less-sensitive user indices based on the original user-service-

time QoS matrix (denoted by M). As specified in Section 2, the QoS matrix involves 
four dimensions, i.e., user, service, time and location, which is often difficult to describe 
with a matrix. Considering this, we simply depict the QoS matrix with two dimensions 
(i.e., service and time): each user ui corresponds to a service-time QoS matrix M(ui) 
(see equation (1)) and ui’s location information is not considered temporally.                                               

M(ui) =    

1

1 ,1,1 ,1,

, ,1 , ,

P

i i P

n i n i n P

t t

ws q q

ws q q

ª º
« »
« »
« »¬ ¼

                                                 (1) 

Next, we generate a P*n LSH function matrix, denoted by LSH_M as in (2) where 
xi,j is randomly chosen from range [-1, 1].  Then we calculate the product of matrices 
M(ui) and LSH_M by (3), whose results are represented by an n*n matrix A. In matrix 
A, we only record the elements in the diagonal line and calculate their sum as in (4). 
Next, we transform the sum value in (4) into a binary value sum# in (5) according to the 
transformation rule of LSH.  

LSH_M =    
1,1 1,

,1 ,

n

P P n

x x

x x

ª º
« »
« »
« »¬ ¼

                                                      (2) 
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n

n n n

a a

a a

ª º
« »
« »
« »¬ ¼

= M(ui) * LSH_M = 

,1,1 ,1,

, ,1 , ,

i i P

i n i n P

q q

q q

ª º
« »
« »
« »¬ ¼

* 

1,1 1,

,1 ,

n

P P n

x x

x x

ª º
« »
« »
« »¬ ¼

      (3) 

sum = ,
1

n

i i
i

a
=

¦                                                                   (4) 

sum# = ^1,  if  > 0

0, if 0

sum

sum d
                                                           (5) 

Next, we repeat the above process to generate r LSH_M matrices, i.e., LSH_M1, …, 
LSH_Mr, and derive r sum# values, i.e., sum1

#, …, sumr
#. Then the r-dimensional vector 

Hi = (sum1
#, …, sumr

#) can be regarded as the index of user ui. Thus, the projections 
from the original and sensitive QoS matrix of ui (1 ≤ i ≤ m), i.e.,  M(ui) to the less-
sensitive index value Hi form a hash table (denoted by Tb). In the reminder of our ap-
proach, the recommender system only uses less-sensitive user indices H1, …, Hm for 
recommendation decisions without revealing the real and sensitive QoS values in orig-
inal matrix M(u1), …, M(um). Therefore, user privacy involved in the recommendation 
process is secured. Concrete details are specified in Algorithm 1. 
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Algorithm 1: user_index building 

Input:  
u1, …, um: user set 
r: number of LSH functions 
ws1, …, wsn: candidate service set 
M: user-service-time QoS matrix 

Output: 
H1, …, Hm: time-aware user indices 

1 for i = 1 to m do 
2     generate service-time QoS matrix M(ui) from M 
3 end for 
4 for i = 1 to P do 
5      for j = 1 to n do 
6          xi,j = random (-1, 1)  
7      end for 
8 end for 
9 for i = 1 to m do 

10       calculate matrix A by (3) 
11       calculate sum by (4)  
12       calculate sum#  by (5) 
13  end for 
14   repeat Lines 4~13 r times 
15   for i = 1 to m do 
16       return Hi 
17   end for 
 

Step-2: Similar user finding for utarget. 
In Step-1, we have obtained the index value Hi for each user ui (1 ≤ i ≤ m). According 

to the similar object judgment rule in LSH, we can draw a conclusion that ui and utarget 
are similar if their indices are equal, i.e., Hi = Htarget. However, LSH is a probability-
aware search manner; therefore, the above similar user search condition is often a bit 
rigid and may produce false-negative search results. In view of this shortcoming, we 
relax the search condition of Hi = Htarget. Concretely, we repeat Step-1 multiple times to 
generate L (L > 1) hash tables Tb1, …, TbL. If Hi = Htarget holds in any of the L hash 
tables, then the two users ui and utarget could be regarded as similar. In other words, the 
equation in (6) holds. 

ui is similar with utarget iff Hi = Htarget holds in any Tbz (z = 1, …, L)                            (6) 

Next, we search for all the similar users of the target user utarget through (6) and put 
them into a new set Sim_U(utarget). The pseudo code of Algorithm 2 specifies the details 
of this step.  
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Algorithm 2: Similar user finding for utarget 

Input:  
u1, …, um: user set 
H1, …, Hm: user indices 
L: number of LSH tables 
utarget: a target user 

Output: 
    Sim_U(utarget) 

1 repeat Algorithm 1 to generate L hash tables Tb1, …, TbL 
2 for i = 1 to m do 
3     for z = 1 to L do 
4         if Hi = Htarget holds in Tbz 
5             then do put ui into Sim_U(utarget) 
6                           break 
7         end if 
8     end for 
9 end for 

10  return Sim_U(utarget) 
 

Step-3: Similar user weighting. 
In Step-2, we have derived a set of similar users of utarget, i.e., the users in set 

Sim_U(utarget). Assume Sim_U(utarget) include K similar users of utarget, denoted by u1, …, 
uK, respectively. The next question is to rank their respective importance in the subse-
quent QoS missing-value prediction.  A promising way is to rank and weight all the 
similar users of utarget according to their location information as location is a key factor 
that influences the service running quality heavily (discussed in Section 1).  

Concretely, we use the Sigmod function in (7) to model the weights of the K similar 
users of utarget. In (7), wi means the weight of ui (1 ≤ i ≤ K), D(ui, utarget) measures the 
distance between the locations of ui and utarget. Concrete weight function is presented in 
Fig.3. As the weight sum of K similar users is equal to 1, we replace wi by wi / ∑wi. 

  wi = 
( , )

1
1

1 i targetD u ue−
−

+
                                                    (7) 

 

 

 

 

 

 

wi 

D(ui, utarget) 

Fig. 3 Location-based weighting for similar users of utarget 
 

0 
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Step-4: Service quality prediction & service recommendation. 
In this step, we use the similar users (i.e., u1, …, uK) of utarget obtained in Step 2 and 

the user weights obtained in Step 3 to predict the missing QoS data in the user-service-
time matrix M. In concrete, for utarget, its missing QoS data on service wsj at time slot 
tk, i.e., qtarget,j,k can be calculated by (7). At last, we choose the web service wsoptimal with 
optimal predicted quality by (8) and return wsoptimal to utarget.  

qtarget,j,k = 
, ,

_ ( )

* /i j k
u Sim U ui target

iw q K
�

¦                                              (7)   

wsoptimal = {wsj | wsj∈WS_Set and qtarget,j,k = optimal{ qtarget,j,k }}                     (8) 

Thus, with the above four steps of Recst-LSH, a recommender system can produce 
accurate recommended results for utarget in a privacy-preserving way due to the follow-
ing two reasons: first, we predict the missing service QoS of a target user at a time slot 
according to the known QoS of the similar users at the same time slot, which ensures a 
relatively high recommendation accuracy; second, the similar users of utarget are deter-
mined based on less-sensitive user indices Hi, …, Hm, instead of sensitive QoS matrix 
M,  which guarantee the capability of Recst-LSH in terms of privacy protection. 

5 Experiments 

5.1 Experiment Settings 
We take the well-known QoS dataset WS-DREAM as our experiment data source. 

This dataset contains the historical QoS data of 4532 services monitored by 142 users 
at 64 time slots. The user location information can be obtained by analyzing the user 
IP. Therefore, this dataset contains the spatial-temporal information of QoS and hence 
can be used to prove the feasibility of Recst-LSH. We compare Recst-LSH with three state-
of-the-art ones: SerRectime-LSH [5], SerRecdistri-LSH [18] and benchmark UPCC [23]. Ex-
periment parameters are specified in Table 1. 

Experiments were running on a pc with 2.60 GHz processor and 8.0 GB memory. 
The software configurations are Windows 10 and Python 3.6. Tests are repeated 100 
times and average running results are reported finally for display. Detailed running re-
sults are represented in the next subsection. 

Table 1. Specifications of experiment parameters 

symbol meaning values 

m number of users 142 

n number of web services 4532 

P number of time slots 64 

L number of hash tables 4, 6, 8, 10 

r number of hash functions 4, 8, 12, 16 

β density of QoS matrix 1% 
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5.2 Experiment Results 

Profile-1: Accuracy comparison of four approaches. 
Accuracy of recommended service items is a core criterion to evaluate the perfor-

mance of different recommender systems. Here, we measure the accuracy (through 
RMSE, smaller is better) of four solutions. Parameter L = 10, r = 4. Experiment com-
parison results are presented in Fig.4. 

We can observe from Fig.4 that the RMSE values of the three LSH-based solutions 
(i.e., Recst-LSH, SerRectime-LSH and SerRecdistri-LSH) are all lower than that of UPCC due to 
the inherent characteristics of LSH in term of similar object search. Moreover, the 
RMSE value of Recst-LSH is lower than those of the three competitive approaches, which 
indicates that our solution can return more accurate recommended list compared to 
other approaches. This is because in Recst-LSH approach, both spatial and temporal in-
formation hidden in historical QoS data is taken into consideration to analyze users’ 
potential preferences, which is beneficial for recommending “more accurate” candidate 
services to the target users. 

 

 

Fig.4 Accuracy comparisons (RMSE) 

 

Fig.5 Efficiency comparison 
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Profile-2: Efficiency comparison of four approaches. 
Recommendation efficiency is a key factor that influences users’ willingness to use 

a recommender system. Next, the time costs of different approaches are evaluated. Pa-
rameter L = 10, r = 4. Test results are displayed in Fig.5. As shown in Fig.5, the com-
putational cost of UPCC solution is much higher than the rest three ones as frequent 
and time-consuming user similarity calculation is necessary in UPCC. While in the 
three LSH-based solutions (i.e., Recst-LSH, SerRectime-LSH and SerRecdistri-LSH), user indi-
ces or service indices are built offline beforehand; as a result, the efficiency is improved 
significantly, which is rendered in Fig.5 (the log values of time costs are all negative). 
The comparison result means that our Recst-LSH approach can response to the users’ rec-
ommendation requests quickly. 

Profile-3: Recall comparisons. 
Recall is another criterion to evaluate the performance of a recommender system. In 

this profile, we also compare the recall value of Recst-LSH and compare it with another 
two approaches, i.e., SerRecdistri-LSH and UPCC (here, we do not test the recall value of 
SerRectime-LSH because this approach does not involve the step of “similar user” finding, 
instead, it focuses on the “similar time slot” finding). Here, we choose the Top-30 sim-
ilar users of a target user and evaluate the recall of different approaches based on their 
respective returned 30 users. Parameters L = 10, r = 4. Test results are presented in 
Fig.6. We can see from Fig.6 that UPCC is the benchmark for recall measurement, 
therefore, its recall value is 100%. Our Recst-LSH achieves 49.56% recall compared to 
21.62% of SerRecdistri-LSH as Recst-LSH considers more useful context information than 
SerRecdistri-LSH.  

 

Profile-4: Accuracy of Recst-LSH with respect to L and r. 

As two inherent parameters of LSH technique, L and r may affect the recommenda-
tion performance of Recst-LSH approach. Inspired by this fact, we measure the correlation 
between the accuracy of Recst-LSH and L-r pairs. Experiment parameter settings: r = 4, 
8, 12, 16; L = 4, 6, 8, 10. Concrete test results are demonstrated in Fig.7. 

Fig.6 Recall comparison 
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The comparison results in Fig.7 indicate that the RMSE value increases when r 
(number of functions) grows. This is due to the fact that the dataset density is very low 
(1%). Therefore, when the similar user search condition becomes narrow (i.e., large r), 
it is hard to find the similar users of a target user, which also influences the recommen-
dation accuracy. 

Profile-5: Efficiency of Recst-LSH with respect to L and r. 
According to LSH, parameters L and r are two factors involved in the process of 

LSH-based recommendation solutions. Motivated by the above analyses, we investi-
gate the correlation between the efficiency of Recst-LSH and L-r pairs. Parameter settings: 
r = 4, 8, 12, 16; L = 4, 6, 8, 10. Fig.8 shows the concrete test results. Experiment data 
reveal that the efficiency of Recst-LSH is not affected by the parameters L and r much as 
most of the computational tasks are finished offline; as a consequence, the needed time 
cost is often small enough.  

Fig.7 RMSE of Recst-LSH w.r.t. (L, r) 

 

Fig.8 Time cost of Recst-LSH w.r.t. (L, r) 
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Fig.10 RMSE convergence of Recst-LSH w.r.t. (L, r) 

Profile-6: Recall of Recst-LSH with respect to L and r. 
Parameters L and r are two factors that may influence the recall of a recommender 

system. Inspired by this observation, we test the recall values under different parameter 
settings. Parameter settings: r = 4, 8, 12, 16; L = 4, 6, 8, 10. Fig.9 shows the concrete 
test results. Experiment data reveal that the recall value of Recst-LSH declines with the 
growth of r and the decrease of L.  This is due to the fact that a larger r or a smaller L 
often implies a more rigid search condition of similar users in the LSH theory; as a 
result, it is much harder to find similar users of a target user when r becomes larger or 
when L becomes smaller.  

Profile-7: RMSE Convergence of Recst-LSH with respect to L and r. 
In the experiment setting, we claim that our experiments are repeated 100 times. 

Such a conclusion is drawn from the test results in Fig.10. We can see from the figure 
that the RMSE values of Recst-LSH become convergent when the experiments are exe-
cuted 100 times. 

Fig.9 Recall of Recst-LSH w.r.t. (L, r) 

 



15 

6 Conclusions 

The ever-increasing popularity of web services as well as their produced big volume 
of QoS data call for various lightweight recommendation solutions including CF to 
reduce the service selection cost of users. While existing CF solutions mainly face the 
challenges of context-aware QoS fluctuation and privacy leakage. In view of these 
challenges, we integrate the spatial-temporal QoS data and the LSH technique into 
recommendation domain to pursue more accurate recommended results with privacy-
preservation. At last, experiments conducted on well-known WS-DREAM dataset 
prove the advantages of our approach. 

Service-oriented systems are often environment-aware [24-27] and hence probably 
generate multi-dimensional quality data [28-33]. Therefore, we will continue to refine 
the proposed recommendation model by integrating additional context information be-
sides time and location. In addition, the location partition manner in this paper is a bit 
coarse. In the future, we will continue to investigate more fine-grained user location 
measurement manner. 
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