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Abstract—This paper investigates the cooperative adaptive
cruise control (CACC) problem under composite attacks. A novel
resilient scheme is proposed for connected vehicle systems to deal
with several types of attacks, including denial of service (DoS),
camouflage, false-data injection (FDI), and actuator attacks. In
contrast to the existing literature dealing with composite attacks,
this work not only studies the effect of DoS and FDI attacks
on CACC but also investigates the camouflage attacks and
unbounded actuator attacks that are intentionally designed to
mislead the platoon and jeopardize the dynamics of the vehicles.
Also, it is considered that the information of the leader vehicle
is not available to the follower vehicles and should be estimated.
The proposed scheme is designed based on a two-layer approach
to ensure effective CACC with ultimately bounded errors under
the mentioned attacks. The presented algorithm is validated using
two practical simulation examples.

Index Terms—Connected vehicles, Cooperative adaptive cruise
control, Composite attacks, Secure control.

I. INTRODUCTION

INTELLIGENT transportation systems are changing how
cities manage traffic by dealing with problems like traffic

jams, safety, saving energy, and pollution. With the rising
number of vehicles on the road, these issues affect our daily
lives and development. Making transportation systems smarter
with better scheduling, wireless communication, and automatic
controls can solve these problems. Intelligent transportation
systems make traffic smoother, enhance road capacity, reduce
jams, help self-driving cars, and ensure road safety [1]–[4].
They also save fuel and cut pollution, with methods like
managing emissions and controlling energy use in diesel
vehicles [5]–[8].
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One of the fundamental issues in intelligent transportation
systems is CACC which aims to maintain a desired distance
among vehicles in the connected vehicle systems (CVSs)
[9]. By holding the desired inter-vehicle distance, CACC can
improve traffic congestion [10], [11]. Also, this technology
increases road capacity while saving energy and guaranteeing
safety [12]–[14]. It should be mentioned that addressing the
CACC problem is a challenging task when CVSs face issues
like delays, obstacles, disturbances, and so on. To solve
these problems, different strategies have been developed. For
example, [15] and [16] worked on improving CACC systems
to handle delays in the communication network, making them
more reliable. [17] created a method to help vehicles brake
together to avoid collisions, which improves safety. Another
study by Hu et al. [18] used special controls to keep vehicle
groups stable even when disturbances don’t match expected
patterns. [19] designed a model to make vehicle groups more
fuel-efficient while managing delays and input limits. [20]
focused on improving how vehicles share information with
each other, even when communication is poor. Xie et al.
[21] looked into controlling vehicle groups when there is lim-
ited communication bandwidth, using learning-based methods.
Also, [22] developed a control strategy that keeps CASs safe
and functional under faults.

In addition to the aforementioned constraints, CVSs are
also vulnerable to different types of attacks since these
kinds of systems are considered as a substance subclass of
cyber-physical systems. In recent years, CACC under attack
has gained considerable attention in the connected vehicles
community [23]. For example, a resilient distributed security
control scheme was proposed and practically validated for
connected vehicles under DoS attacks, which may happen at
some sampling time instant and influence the communication
links among vehicles [24]. Following this, a control law
has been introduced under this kind of attack such that the
controller updating frequency is reduced, thereby resulting in
saving energy consumption of CVSs [25]. [26] established
a control approach for a team of connected vehicles with
nonlinear dynamics to accomplish secure tracking of the
desired spacing, speed, and acceleration in the presence of
deception attacks. In [27], the secure CACC problem was
solved for automated vehicles affected by replay attacks. By
creating redundancy of inter-vehicle communication paths,
attack detection and isolation, and robust control problems
have been investigated for CVSs whose communication paths
suffer from cyberattacks [28]. A CACC algorithm has been
designed against jamming attacks where the attacker sends a
jamming signal to channels from a different location to disrupt
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communication among vehicles [29]. Using a machine learn-
ing approach, a resiliency framework has been developed for
CACC under vehicle-to-vehicle attacks [30]. [31] developed a
resilient scheme for connected vehicles, assuming the vehicle-
to-vehicle communication is under FDI attacks.

The existing works, including [24]–[31], have mostly dealt
with the CACC under a single type of attack while the
connected vehicles may face composite attacks in practical
environments where different types of attacks affect the vehicle
platoon at the same time and make the whole system to be
unstable. There exist few works that have considered CACC
under composite attacks. For instance, [32] studied the CACC
problem for connected vehicles with second-order dynamics
under multiple cyber-attacks, including DoS attacks and de-
ception attacks. The proposed scheme not only guarantees
the CACC of connected vehicles but also was based on
the event-triggered scheme resulting in saving communication
resources. The results of [32] have been developed based
on a sampling period event-triggered approach to reduce the
network bandwidth pressure and characterize the effect of
DoS attacks [33]. [34] proposed a resilient CACC algorithm
for heterogeneous CVSs to prevent delay in the transmission
data among vehicles and cope with decreasing the accuracy of
receiving information related to follower vehicles affected by
FDI and message-delay attacks. In [35], an adaptive scheme
was developed for mitigating state-dependent adversarial ac-
tuator and sensor attacks while ensuring CACC with uniform
ultimate boundedness error.

Upon reviewing the previous works under composite attacks
([32]–[35]), several issues remain to be addressed. Actually,
the existing CACC algorithms have primarily been developed
for CVSs assuming the availability of information of the
leader vehicle. However, this assumption does not hold in
some practical environments because of problems like limited
energy, limitations in communication ranges, and sensor node
faults. Also, a range of attacks has not yet been studied in the
context of the dynamics and network of CVSs. One of them is
camouflage attacks in which the attacker plans to take control
of the vehicle platoon and misleads the vehicles. Another
type of attack is unknown unbounded attack signals that are
generated by the attackers and injected into the actuator of
each follower vehicle to destabilize the platoon dynamics in
practice. Therefore, it is important to propose secure and
resilient architectures that can guarantee CACC when CVSs
face composite attacks, including these two types of attacks in
addition to other types of attacks such as DoS and FDI ones
while the information of the leader vehicle is unavailable.

Motivated by the explanations provided above, this work
solves the CACC problem for CVSs facing composite attacks.
To this end, the preliminaries and problem statement are first
given in Section II. Then, in Section III, the CACC algorithm
is introduced to cope with composite attacks, comprising
DoS, camouflage, FDI, and actuator attacks. Utilizing the
digital twin approach [36], [37], a dual-layer control scheme
comprising a virtual resilient layer (VRL) and cyber-physical
layer (CPL) is developed. The VRL as a virtual represen-
tation of the CPL possesses the same CPL communication
topology and engages in real-time interaction with the CPL.

Remarkably, the VRL is equipped with robust security and
privacy features, which result in being effective in countering
data manipulation attacks like FDI and camouflage attacks in
communication networks. Consequently, this paper primarily
focuses on designing a defense strategy with two components:
the first one is countering DoS attacks on the VRL, and
the second one is resisting actuator attacks on the CPL.
Finally, Sections IV and V present numerical examples and
conclusions to validate and summarize the results of this study.
The noteworthy contributions of this paper are as follows:

1) Compared with the existing algorithms of [24]–[35],
which deal with the CACC problem under single and
double types of attacks, our algorithms are designed
to function effectively in the face of composite attacks
and efficiently mitigate four types of attacks, such as
camouflage and unknown unbounded actuator attacks,
that affect communication networks and dynamics of
CASs.

2) To establish the proposed resilient framework, this re-
search assumes that the leader vehicle states are not
available to any follower vehicle because of practical
constraints and should be estimated by a distributed
estimator. The resilient approaches in [32]–[35] were
developed for scenarios where the leader vehicle is
connected to at least one of the follower vehicles, and
its states are accessible.

3) In this study, we present a VRL using the digital twin
methodology for CVS, aiming to ensure heightened con-
fidentiality and security. This is achievable by deploying
the VRL in the Cloud, where it holds less physical
significance. By simulating the CVS communication
network and estimating states of followers and leader
vehicles on this suggested VRL, a substantial portion of
attacks on the CPL are effectively impeded.

Notation: The symbol Iη represents a square identity matrix
with dimensions η × η. λmin(.) and λmax(.) express the
minimum and the maximum eigenvalues, respectively. The
Kronecker product is indicated by ⊗. Let Rη denote the
dimensional Euclidean space. Rη1×η2 stands for the set of
η1 × η2 real matrices. The notation W > 0 is employed to
express that matrix W is positive definite. The Euclidean norm
for vectors is represented by ∥·∥.

II. PRELIMINARIES AND PROBLEM DEFINITION

A. Communication Graph

The interactions among follower vehicles in CVSs are
depicted by an undirected graph denoted as G = (ϑ, q,A)
where the node set is defined as ϑ = {1, 2, ..., v} consists of v
follower vehicles, the edge set q ∈ ϑ×ϑ = {(i, j) : i, j ∈ ϑ},
and the adjacency matrix A = [aij ] ∈ Rv×v . The Laplacian
matrix L = [Lij ] is defined with elements Lij = −aij for
i ̸= j and Lii =

∑
j ̸=i

aij . The second smallest eigenvalue

of this matrix is expressed by λ2(L). When vehicles i and
j exchange information with each other, aij = aji > 0,
otherwise, aij = 0. A graph G is considered connected when
there is a path from each node to every other node.
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B. Vehicles Model

Consider CVSs comprising one leader vehicle and v fol-
lower vehicles. The follower vehicles’ dynamics are described
by

ẋi = Axi +Bui, i = 1, ..., v, (1)

where ui ∈ Rm and xi ∈ Rs represent the input and the state
of vehicle i. A ∈ Rs×sand B ∈ Rs×m are constant matrices.
The leader vehicle’s state is assumed to be η ∈ Rs with the
dynamics

η̇ = Aη. (2)

The sensing model of the vehicle i is defined as

yi = Cη. (3)

It should be mentioned that the communication among the
follower vehicles is bidirectional communication which means
every follower vehicle receives/sends relative information
from/to both the preceding and the following vehicle as
illustrated in Fig. 1. Also, it is assumed that the follower
vehicles do not receive any information from the leader vehicle
(2) and they should obtain this information using a proposed
distributed estimator introduced later.

C. Composite Attacks Description

This paper considers four types of attacks illustrated in Fig.
2 to affect the performance of the CVS as follows:

1) Camouflage attacks: The attacker misleads the vehicles
platoon, potentially confusing by disguising itself as the leader
vehicle.

2) FDI attacks: These kinds of attackers distort the infor-
mation exchanged among vehicles. Here, the FDI attack is
defined as

xc
j = xj + xa

j (4)

where xj represents the true state of neighboring vehicle j, xa
j

stands for the signal of attacker, and xc
j denotes the disrupted

state measurement transmitted to the vehicle i.
3) Actuator attacks: The control input is compromised by

the attackers, resulting in the manipulation of the vehicle’s
control command signal. The attack on actuators is described
as

uc
i = ui + ua

i (5)

where ua
i denotes the actuator attacker signal and uc

i represents
the compromised control input.

4) DoS attacks: The attacker interrupts the communication
links among vehicles and hinders the vehicles from receiving
information from their neighbors. This work considers the
most destructive DoS attacks, known as zero-topology attacks,
that disrupt all communication links on the CPL and VRL
during their active attack periods. Assume t2k+1 and t2k+2

denote the start and end time of the (2k+1)-th DoS attack,
where k = 0, 1, 2, . . .. Therefore, for any time t > t0 ∈ R,
the time instants set influenced by DoS attacks on the com-
munication network is represented by

ΥA[t0, t ) =
⋃

k=0,1,2,...
[t2k+1, t2k+2 ).

 

Fig. 1. The communication topology of vehicular platoon

DoS attacksFDI attacks

Vehicle 1Vehicle 2Vehicle 3Vehicle v Leader vehicle Malicious vehicle

Virtual vehicle 1Virtual vehicle 2Virtual vehicle 3Virtual vehicle v

Cyber-Physical Layer

Virtual Resilient Layer

Actuator attacks Camouflage attacks

Fig. 2. A double layer scheme.

Furthermore, we define the set of time instants for a safe
communication network as

ΥN [t0, t ) =
⋃

k=0,1,2,...
[t2k, t2k+1 ).

The frequency and duration of DoS Attack are defined in the
following definition.

Definition 1 ([38]): For any t2 > t1 ≥ t0, let Na(t1, t2 )
and Ta(t1, t2 ) denotes the number and the total time interval
of DoS attacks during the time interval [t1, t2 ). Therefore,
the attack frequency and attack duration for t ∈ [t1, t2 ) are
defined as

Fa(t1, t2 ) =
Na(t1, t2 )

t2 − t1
,

Ta(t1, t2 ) ≤ T0 +
t2 − t1
ta

,

where ta > 1 and T0 > 0 are constant.
Assumption 1: The actuator attack can be unbounded but its

derivative, represented by u̇a
i , is bounded by d̄.

D. Problem Definition

Without considering the composite attack, the local CACC
error for vehicle i can be defined by

ϱi(t) =

v∑
j=1

aij [xj − xi +Dij ] + (η − xi +Dio) (6)

where Dij and Dio are the terms to guarantee the expected
distance between vehicle i and vehicle j, and between vehicle
i and the leader vehicle (2), respectively. However, in the
presence of composite attacks, the local CACC error (6)
converts to the following form:

ϱ̄i(t) =

v∑
j=1

dij [x
c
j − xi +Dij ] + (η − xi +Dio)

+ da (ηa − xi +Dia) (7)
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where dij stands for the edge weight influenced by the DoS
attacks, with dij = 0 for denied communications and dij = aij
for normal communications. Additionally, da indicates the
edge weight affected by the camouflage attack on vehicle
i. Here, it should be mentioned that although each of four
types of attacks related to composite attacks is able to have a
hugely destructive effect on CVSs and even result in instability
of the whole system, this work studies the effect of the
composite attacks which have the destructive influence of all
these four types at the same time and can damage more
to the system compared to a single type of attack due to
the following reasons: 1) Highly aggressive: The composite
attacks discussed in this paper are highly aggressive and
target both the communication and actuation channels of the
vehicular platoon. This is evident from (5) and the difference
between equations (6) and (7). Such attacks pose a significant
threat to the overall CVS. 2) Highly coupling: The various
types of attacks are interconnected and challenging to suppress
simultaneously. The local CACC error, a crucial feedback sig-
nal in the distributed control scheme, is compromised by DoS
attacks, camouflage attacks, and FDI attacks simultaneously,
as depicted in equation (7). 3) Potential collusion: There is a
possibility of collusion among different kinds of attacks, such
as camouflage attacks and FDI attacks, which could mislead
the attacked follower. The attacker’s goal is to destabilize the
whole CVS and jeopardize the string stability of platoons.

The main goal of this work is to establish a resilient
scheme for CVSs under composite attacks, with the goal of
guaranteeing the desired distance between follower vehicle i
described in (1) and the leader vehicle given in equation (2)
such that the global CACC error Ei = xi−η−Dio is ultimately
bounded.

III. PROPOSED CACC METHOD AGAINST COMPOSITE
ATTACKS

This section introduces a resilient double layer strategy
designed to tackle CACC problem under composite attack.
Initially, we introduce a VRL capable of effectively resisting
FDI, camouflage, and actuator attacks. By using the proposed
VRL, a resilient control framework is presented to cope with
composite attacks by separating the defense strategy into two
parts including protecting follower vehicles (1) from DoS
attacks on the VRL as well as actuator attacks on the CPL. The
proposed CACC scheme is demonstrated in Fig. 3 where the
leader vehicle states and the states of the follower vehicles are
reconstructed under DoS attacks on the VRL and transmitted
to the distributed control law ui in the CPL. Also, the actuator
attack is estimated on the CPL, and applied to the controller
ui. Utilizing this obtained information on VRL and CPL, the
control law ui can cope with the composite attacks. The details
of the proposed control scheme are presented as follows.

A. Virtual Resilient Layer Design Under DoS Attacks

As previously mentioned, the VRL is immune from most of
the attack types of composite attacks except for DoS attacks.
Therefore, here the goal is to formulate a resilient defense
strategy against the DoS attack. To accomplish this objective,

 

Fig. 3. The proposed CACC framework.

the first step is estimating the states of the leader vehicle (2)
by using the proposed distributed estimator

˙̃ηi = Aη̃i +Qi(yi − Cη̃i) + Ξ−1
i

v∑
j=1

dij [η̃j − η̃i] (8)

where η̃i ∈ Rs stands for the estimation of η, Ξi > 0 ∈ Rs×s

is a symmetric matrix, and Qi = Ξ−1
i CT . In the second step,

we introduce a distributed resilient estimation algorithm based
on the distributed estimator (8) for follower vehicles (1) to
estimate the well-tuned state (η + Dio) under DoS attacks.
This distributed state estimator on the VRL is represented by
the following equation:

˙̂xi = Ax̂i+BBT∆(

v∑
j=1

dij [x̂j − x̂i +Dij ]+(η̃i− x̂i+Dio))

(9)
where x̂i is the i-th follower vehicle’s estimation of the actual
leader state plus term Dio, and ∆ > 0 ∈ Rs×s is a symmetric
matrix. Defining the observer error as ςi = x̂i − η − Dio

and the leader vehicle estimation error as η̄i = η − η̃i, the
error dynamics under normal communication conditions is
expressed by

ς̇i = Aςi +BBT∆(−
v∑

j=1

aij [ςi − ςj ]− (ςi + η̄i)),

˙̄ηi = Aη̄i −QiCη̄i − Ξ−1
i

v∑
j=1

aij [η̄i − η̄j ]. (10)

Also, during the periods of denied communication, the error
dynamics is described as follows:

ς̇i = Aςi −BBT∆(ςi + η̄i),

˙̄ηi = Aη̄i −QiCη̄i. (11)

Theorem 1: Consider the leader vehicle (2) and the follower
vehicles described in equation (1) faced DoS attacks. By
employing the resilient distributed estimators (8) and (9), the
errors η̄i and ςi exponentially converge zero when following
conditions hold:

∆A+AT∆−∆BBT∆+M = 0, (12)

ΞiA+ATΞi − 2CTC + (α+ ε)Is < 0, (13)
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where ε and α > λmax(∆BBT∆) are positive constants.
Proof: Select the following Lyapunov function:

V =

v∑
i=1

ςTi ∆ςi +

v∑
i=1

η̄Ti Ξiη̄i. (14)

During the normal communication that no DoS attacks occur,
i.e., t ∈ ΥN [t0, t ), the derivation of V is obtained as

V̇ =

v∑
i=1

2ςTi ∆(Aςi +BBT∆(−
v∑

j=1

aij [ςi − ςj ]− (ςi + η̄i)))

+

v∑
i=1

2η̄Ti Ξi(Aη̄i −QiCη̄i − Ξ−1
i

v∑
j=1

aij [η̄i − η̄j ]).

(15)

Using the inequalities (introduced in [39])

ξT1 ξ2 ≤
∣∣ξT1 ξ2∣∣ ≤ ∥ξ1∥ ∥ξ2∥ , (16)

2 ∥ξ1∥ ∥ξ2∥ ≤ ξT1 ξ1 + ξT2 ξ2, (17)

we obtain that

−2ςTi ∆BBT∆η̄i ≤ ςTi ∆BBT∆ςi + η̄Ti ∆BBT∆η̄i. (18)

Choosing a positive constant Ω satisfying Ω ≤ 2λ2(L) and
replacing (18) in (15), one can get

V̇ ≤
v∑

i=1

ςTi
(
∆A+AT∆− (1 + Ω)∆BBT∆

)
ςi

+

v∑
i=1

η̄Ti (ΞiA+ATΞi − 2CTC − ΩIs +∆BBT∆)η̄i.

(19)

Under (12) and (13), one has

V̇ ≤ −
v∑

i=1

ςTi
(
M +Ω∆BBT∆

)
ςi −

v∑
i=1

η̄Ti ((Ω + ε)I)η̄i

≤ −µ1

v∑
i=1

∥ςi∥2 − µ2

v∑
i=1

∥η̄i∥2

≤ −µ̄1V (20)

in which µ1 = λmin(M +Ω∆BBT∆), µ2 = λmin((Ω+ ε)I)

and µ̄1 = min(µ1,µ2)
λmax(P ) with P = diag(∆,Ξi). When commu-

nication is disrupted, t ∈ ΥA[t0 , t), V̇ can be calculated as
follows

V̇ =

v∑
i=1

2ςTi ∆
(
Aςi −BBT∆(ςi + η̄i)

)
+

v∑
i=1

2η̄Ti Ξi (Aη̄i −QiCη̄i). (21)

Utilizing inequalities (16-18), one can derive

V̇ ≤
v∑

i=1

ςTi
(
∆A+AT∆−∆BBT∆

)
ςi

+

v∑
i=1

η̄Ti (ΞiA+ATΞi − 2CTC +∆BBT∆)η̄i (22)

It follows from (12) and (13) that

V̇ ≤ −
v∑

i=1

ςTi Mςi −
v∑

i=1

η̄Ti (εI)η̄i

≤ −µ3

v∑
i=1

∥ςi∥2 − µ4

v∑
i=1

∥η̄i∥2

≤ −µ̄2V (23)

where µ3 = λmin(M), µ4 = λmin(εIs), and µ̄2 = min(µ3,µ4)
λmax(P ) .

By (20) and (23), one has

V (t) ≤
{

e−µ̄1(t−t2k)V (t2k), t ∈ [t2k, t2k+1)
e−µ̄2(t−t2k+1)V (t2k+1), t ∈ [t2k+1, t2k+2).

(24)

Denoting µ̄ =

{
−µ̄1, t ∈ [t2k, t2k+1)
−µ̄2, t ∈ [t2k+1, t2k+2)

, the inequality

(24) can be rewritten as

V (t) ≤ eµ̄(t−t0)V (t0). (25)

For t ∈ ΥN [t0, t ), (25) leads to

V (t) ≤ e−µ̄1|ΥN (t0,t )|−µ̄2|ΥA(t0,t )|V (t0). (26)

Similarly, we can deduce that (26) holds for t ∈ ΥA[t0, t ).
Under Definition 1, one gets

− µ̄1 |ΥN (t0, t )| − µ̄2 |ΥA(t0, t )|
=− µ̄1(t − t0 − |ΥA(t0, t )|)− µ̄2 |ΥA(t0, t )|

≤ − µ̄1(t − t0) + (µ̄1 − µ̄2)(T0 +
t − t0
ta

)

≤− ω(t − t0) + (µ̄1 − µ̄2)T0 (27)

where ω = µ̄1 − (µ̄1−µ̄2)
ta

. Subsisting (27) into (26), one has

V (t) ≤ e−ω(t−t0)+(µ̄1−µ̄2)T0V (t0)

≤ δe−ω(t−t0) (28)

with δ = e(µ̄1−µ̄2)T0V (t0). By Definition 1, it is derived that
ω > 0. Therefore, one obtains that ςi → 0 and η̄i → 0
exponentially for i = 1, . . . , v. ■

B. Resilient Controller Design Under Unbounded Actuator
Attacks

In the previous section, we established two distributed
estimators for the estimation of the well-tuned state and states
of the leader vehicle against DoS attacks. This section aims to
present a resilient control framework including the distributed
estimators (8) and (9) and a resilient controller to cope with
CACC in a scenario involving both DoS and actuator attacks.
The proposed distributed control law against actuator attacks
(5) is formulated as follows:

ui(t) = −Kσi − θi,

θi =
BT∆σi

∥σT
i ∆B∥+β

ϱi,

ϱ̇i =
∥∥σT

i ∆B
∥∥+ l,

(29)

where σi = xi − x̂i denotes the tracking error, θi is the
estimation of the actuator attack ua

i , the parameter β is
defined as β = c1e

−c2t with positive constants c1 and c2, l
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stands for a given positive constant, ϱi represents an adaptive
updating parameter, and the controller gain K is determined
as K = 1

2B
T∆.

Theorem 2: Consider v follower vehicles represented by
(1) under composite attacks, which encompass unbounded
actuator attacks. Under conditions (12)-(13) and Assumption
1, the CACC problem is solved using distributed controllers
(29) and the distributed estimation algorithms (8) and (9).

Proof: Theorem 1 demonstrated that the VRL can effec-
tively withstand DoS attacks under relevant conditions. To
prove Theorem 2, the convergence of the true state xi to the
estimator state x̂i should be shown. To this goal, the tracking
error dynamics is firstly obtained as follows:

σ̇i = Aσi −BKσi +Bθ̃i

+BBT∆(

v∑
j=1

dij [ςi − ςj ] + (ςi + η̄i)) (30)

where θ̃i = ua
i − θi. Consider a Lyapunov function

V1 =

v∑
i=1

σT
i ∆σi. (31)

The derivation of V1 can be written as:

V̇1 =

v∑
i=1

2σT
i ∆(Aσi −BKσi +Bθ̃i

+BBT∆η̄i +BBT∆(

v∑
j=1

dij [ςi − ςj ] + ςi)) (32)

Using (12) and (18), one obtains

V̇1 = −
v∑

i=1

σT
i Mσi + 2σT∆bBbB

T
b ∆bΞς

+

v∑
i=1

2σT
i ∆BBT∆η̄i +

v∑
i=1

2σT
i ∆Bθ̃i

≤ −λmin(M)∥σ∥2 + 2
∥∥σT

∥∥ ∥∥∆bBbB
T
b ∆bΞ

∥∥ ∥ς∥
+ 2 ∥σ∥

∥∥∆bBbB
T
b ∆b

∥∥ ∥η̄∥+ v∑
i=1

2σT
i ∆Bθ̃i (33)

where ∆b = Iv ⊗∆ and Ξ = (L + Iv) ⊗ Is. In Theorem 1,
it was demonstrated that ς and η̄ converge zero exponentially.
Utilizing Young’s inequality, one can consequently deduce that

2
∥∥σT

∥∥∥∥∆bBbB
T
b ∆bΞ

∥∥ ∥ς∥ ≤

h

2
∥σ∥2 +

2
∥∥∆bBbB

T
b ∆bΞ

∥∥2
h

γ2
1e

−2γ2t,

2 ∥σ∥
∥∥∆bBbB

T
b ∆b

∥∥ ∥η̄∥ ≤

h

2
∥σ∥2 +

2
∥∥∆bBbB

T
b ∆b

∥∥2
h

γ2
3e

−2γ4t (34)

where γ1, γ2, γ3, γ4 and h are positive constants. In addition,
we have

σT
i ∆Bθ̃i = σT

i ∆Bua
i −

∥∥σT
i ∆B

∥∥2∥∥σT
i ∆B

∥∥+ β
ϱi

≤
∥∥σT

i ∆B
∥∥ ∥ua

i ∥ −
∥∥σT

i ∆B
∥∥2∥∥σT

i ∆B
∥∥+ β

ϱi

=

∥∥σT
i ∆B

∥∥2(∥ua
i ∥ − ϱi) +

∥∥σT
i ∆B

∥∥ ∥ua
i ∥β∥∥σT

i ∆B
∥∥+ β

. (35)

It follows from Assumption 1 that d∥ua
i ∥

dt is bounded. There-
fore, one can deduce that ∥ua

i ∥β → 0. By selecting∥∥σT
i ∆B

∥∥ + l > d̄ and employing the fact d∥ua
i ∥

dt ≤ d̄, one
obtains the following inequality:

d ∥ua
i ∥

dt
− ϱ̇i < 0. (36)

Thus, there is t1 > 0 such that for all t ≥ t1 one has ∥ua
i ∥ −

ϱi < 0, which implies
v∑

i=1

2σT
i ∆Bθ̃i < 0. (37)

Substituting (34) into (33) and using (37), one can derive

V̇2 ≤ −ω1∥σ∥2 + ω2 (38)

where ω1 = λmin(M)− h, ω2 =
2∥∆bBbB

T
b ∆bΞ∥2

h γ2
1e

−2γ2t +
2∥∆bBbB

T
b ∆b∥2

h γ2
3e

−2γ4t.
Given that matrix M is positive definite, the inequality

λmin(M) > h holds for any arbitrary parameter h. Conse-
quently, ω1 is verified to be positive. Additionally, it is evident
that there is an upper bound for ω2, represented by ω̄2. Let’s
define ω3 = ω1

λmax(∆b)
. This yields

V̇2 ≤ −ω3V1 + ω̄2. (39)

Applying the well-known Comparison Lemma, one can derive

V1(t) ≤ (V1(0)−
ω̄2

ω3
)e−ω3t +

ω̄2

ω3
. (40)

Considering the inequality λmin(∆b)∥σ∥2 ≤ V1(t), we obtain

∥σ∥2 ≤ (V1(0)−
ω̄2

ω3
)

e−ω3t

λmin(∆b)
+

ω̄2

λmin(∆b)ω3
. (41)

Since e−ω3t approaches zero as t → ∞, it can be concluded
that σ is ultimately bounded. Thus, the resilient control law
(29) guarantees the CACC under unbounded actuator attacks
with an ultimately bounded error. ■

Remark 1: It is important to note that the existence of the
parameters Ξi and ∆ depends on the feasibility of LMIs (12)
and (13). To obtain ∆, (12) should be solved that need (A,B)
should be controllable. Additionally, to compute matrix Ξi, it
is necessary for the LMI (13) to have a solution, implying that
the pair (A,C) should be observable.

Remark 2: The CACC problem is investigated for CVSs
under composite attack in this work but there are also some
other practical constraints such as packet loss and network
latency which destructively influence CVSs and their effects
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on the proposed CACC algorithms should be considered.
Based on Theorems 1-2 and their proof, the proposed CACC
algorithm is resilient to DoS attacks. Moreover, the considered
DoS attack in our paper may last for a long period of time
satisfying the mentioned conditions in Definition 1. In fact,
when the frequency of communication failure is less than
a specific value, the considered DoS attacks may involve
scenarios where the network of vehicles is blocked for a
specific period of time. It implies the considered DoS attacks
usually comprise the category of packet loss since the number
of packet losses is usually a member of an integer set, with
the number of continuous packet losses being less than a
small number. Therefore, the proposed scheme is also able
to cope with packet losses since the communication failure
frequency caused by packet losses is usually small and meets
the conditions related to DoS attacks mentioned in Definition
1.

In addition to packet loss, network latency is one of the main
factors influencing the CVS performance. As the connection
among the vehicles and between VRL and CPL relies on real-
time data transfer to keep them always synchronized, high
latency of this communication process can lead to inaccurate
system updates in real-time and even instability in the CVS. To
deal with communication latency, high-speed wireless network
technologies such as 5G wireless communication systems can
be used to ensure high transmission rates with high quality
resulting in reduced transmission duration and latency. Also,
compressing data by decreasing the amount of transmitted
data is another method for reducing the transmission latency.
This can involve employing various existing data compression
techniques or utilizing machine learning algorithms to detect
changes in the CVS, transmitting only updates while omitting
redundant data transmissions when no updates occur.

IV. SIMULATION EXAMPLES

This section presents two numerical simulations to show the
efficiency of the suggested CACC algorithm. The simulations
are done on a CVS in which the interaction among vehicles
is shown in Fig. 1. First, the CACC problem is studied for
a CVS that faces composite attacks and its follower vehicles
have the following dynamics [25]:

ẋi =

[
0 1
0 0

]
xi +

[
0
1

]
uc
i , i = 1, ..., 4, (42)

where xi =

[
pi
vi

]
is the state of the i-th follower vehicle in

which pi and vi denote its position and velocity, respectively.
The leader vehicle is described by [25]:

η̇ =

[
0 1
0 0

]
η (43)

where η =

[
po
vo

]
represents the state of the leader vehicle.

Meanwhile, the sensing model is defined as:

yi = 3po + 2vo. (44)

Fig. 4. The estimation error of the states of leader vehicle (43) and the
well-tuned states: The duration of the DoS attacks is denoted by the light red
blocks.

For this example, Dij and Dio are Dij =

[
pij
0

]
and Dio =[

pio
0

]
where pij = pi−pj and pio = pi−po. It is assumed the

desired distance between vehicle i and vehicle j , and between
vehicle i and the leader vehicle are 5 and 5i meters that implies
|pij | = 5 and pio = −5i, respectively. The duration of the time
intervals for the DoS attack is defined as [0.7+2k, 2+2k)s for
k = 0, 1, 2, . . ., following conditions in Definition 1. The FDI
and camouflage attacks are assigned as xa

j = [0.4 sin t 0.3t]T

and ηa = [0.3e0.1t 0.2 cos t]
T , respectively. The actuator

attack is represented as ua
i = 0.5t and the simulations employs

the following parameters:

Ξi =

[
15.1524 -6.1524
-6.1524 21.4572

]
, Qi =

[
0.2669
0.1697

]
, ∆ =[

1.7321 1.0000
1.0000 1.7321

]
, K = [0.5000 0.8660], M = I2, aij = 1,

α = 4.5, ε = 0.5.
To handle composite attacks including DoS, camouflage,

FDI, and actuator attacks, the proposed controller (29) is
applied to the CVS (42). As mentioned in the main results
section, the proposed CACC algorithm splits the attack re-
silient problem into two distinct tasks: defending against DoS
attacks on the VRL and protecting follower vehicles from
actuator attacks on the CPL. It means the CVS (42) with
(29) is resilient to FDI and camouflage attacks because the
distributed control law (29) does not utilize the information
transmitted on the CPL. Fig. 4 illustrates the estimation errors
of the states (position and velocity) of the leader vehicle (43)
and the well-tuned state in the presence of DoS attacks on the
VRL. It is obvious from these figures that the CVS (42) with
(29) efficiently cope with DoS attacks on the VRL. To defend
against actuator attacks, θi in (29) is employed to estimate
the actuator attack, with the results shown in Fig. 5. Then,
this estimation is used in the controller (29) to remove the
effect of the actuator attack. Fig. 6 demonstrates the states
of followers and leader vehicles under composite attacks,
respectively. This figure verifies that the CACC of connected
vehicles (42) and leader vehicle (43) under composite attacks
with the proposed scheme is achieved holding a prescribed
distance among vehicles of the CVS and tracking a desired
velocity with an ultimate bounded error.
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Fig. 5. The actuator attack estimation.

Compared with the existing CACC algorithms, the proposed
approach has a promising performance to cope with composite
attacks. To show this, CVS (42) with the proposed CACC
scheme (29) is compared with the CACC scheme of [32]
in three scenarios. In the first scenario, the proposed CACC
approach is compared with the algorithm of [32] under DoS
and FDI attacks since the scheme of [32] has been proposed
under these two types of attacks. The simulation results of this
comparison are shown in Fig. 7 where the proposed scheme
achieves CACC while the follower vehicles in (42) using the
approach of [32] have a collision based on the position curve
in Fig. 7 (b) and fail to guarantee CACC. This is because
the approach of [32] has been obtained for a CVS with
bounded states while there is not such a condition in our work.
In the second scenario, bounded camouflage and actuator
attacks are added to DoS and FDI attacks. It means composite
attacks including bounded ηa = [0.3 sin t 0.2 cos t]

T and
ua
i = 0.5 sin t are applied to the both CACC algorithms. In this

case, the proposed CACC algorithm has a similar performance
compared to the first scenario illustrated in Fig. 8 (a) while the
scheme of [32] has a higher CACC error shown in Fig. 8 (b). In
the third scenario, the controller (29) and the CACC algorithm
of [32] have been compared under composite attacks including
unbounded camouflage and actuator attacks mentioned at the
beginning of this section. The states of followers and leader
vehicles for both schemes under this kind of composite attack
are illustrated in Fig. 6 and Fig. 9. Also, the CACC errors of
these CACC protocols are indicated in Fig. 10 which verifies
that the composite attacks with unbounded camouflage and
actuator attacks have a considerably higher destructive effect
on the performance of the CACC algorithm of [32] compared
with the first and second scenarios. These effects are such that
not only the desired distance among vehicles is not maintained,
but also collisions occur among them. This is even though
the desired distance among vehicles is maintained using our
proposed algorithm under such destructive composite attacks.
This fact can be also seen in Fig. 11 where the norms of
CACC errors in the proposed scheme and the CACC approach
introduced in [32] for all three scenarios are illustrated. This
figure confirms that the CACC error norm related to the CACC
algorithm of [32] under composite attacks gradually increases
as time goes by while the proposed CACC controller (29) has
a bounded CACC error norm and can effectively cope with the

Fig. 6. The states (position and velocity) of the follower vehicles (42) and
leader vehicle (43) applying the controller (29).

Fig. 7. The states of the follower vehicles (42) and leader vehicle (43) under
DoS and FDI attacks using: (a) the proposed CACC scheme, (b) the CACC
approach of [32].

Fig. 8. The states of the follower vehicles (42) and leader vehicle (43) under
composite attacks including bounded camouflage and actuator attacks using:
(a) the proposed CACC scheme, (b) the CACC approach of [32].

composite attacks. It is worth noting that the CACC controller
(29) preserves the desired performance in the three scenarios
while the CACC algorithm of [32] has a different performance
with the highest error for composite attacks with unbounded
camouflage and actuator attacks. This verifies the ability of
the proposed CACC algorithm to cope with unbounded and
bounded composite attacks.

Next, a practical example is considered for validating the
proposed CACC algorithm against composite attacks. In this
case, a CVS composed of four vehicles is used in which the
dynamics of the i-th one is given by [33]:
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Fig. 9. The states of the follower vehicles (42) and leader vehicle (43) under
the CACC approach of [32].

Fig. 10. The CACC errors of follower vehicles in (42) using: (a) the controller
(29), (b) the CACC approach of [32].

ẋi =

0 1 0
0 0 1
0 0 − 1

τ

xi +

0
0
1
τ

uc
i , i = 1, ..., 4. (45)

where xi = (pi vi ai)
T is the state vector of vehicle i,

in which pi, vi, and ai represent the position, velocity, and
acceleration of vehicle i, respectively. τ = 0.5 is a time
constant relevant to the engine’s dynamics. The leader vehicle
is given by the dynamical system ([33])

η̇ =

0 1 0
0 0 1
0 0 − 1

τ

 η (46)

where η = (po vo ao)
T is the state vector of the leader

vehicle (being po, vo, and ao the leader position, velocity,
and acceleration, respectively). For vehicle i, the measurement
equation is defined as

yi = 3po + 2vo + ao.

The composite attacks are considered the same as those of
follower vehicles in (42). Here, Dij and Dio are defined as
Dij = (pij 0 0)

T and Dio = (pio 0 0)
T with |pij | = 20 and

pio = −20i, that means the goal is remaining the safe distance
20 meters between vehicles i and j, and distance 20i meters
between vehicle i and leader vehicle (46), and all follower
vehicles require to maintain the same velocity and acceleration
with the leader vehicle. The controller (29) and estimators in

(8)-(9) are applied to the CVS including vehicles (45) and (46)
with the following parameters:

Ξi =

17.9280 -9.1345 -6.3771
-9.1345 26.5516 7.2792
-6.3771 7.2792 13.5973

 , Qi =

0.2845
0.1365
0.1339

 ,

∆ =

2.2650 2.0652 0.5000
2.0652 4.1777 1.1325
0.5000 1.1325 0.5326

 ,

K = [0.5000 1.1325 0.5326], aij = 1, ε = 0.5, α = 7.5.
The CACC errors for four vehicles are displayed in Fig. 12,
which demonstrate the effectiveness of the suggested CACC
scheme. In addition, Fig. 13 shows the states of the followers
and leader vehicles under composite attacks, which confirms
that the desired distance between vehicles and the velocity
and acceleration of all vehicles remain constant. Thus, as
mentioned in Theorem 2, the proposed approach can withstand
the effect of composite attacks, which ensures CACC with
ultimate bounded errors.

As mentioned in Remark 2, network latency is a factor
that can negatively affect the CVS performance. Therefore,
the proposed CACC performance is investigated under latency
here. To this goal, it is assumed that the connection among the
follower vehicles and between VRL and CPL are affected by
latency. It means the neighboring states of η̃j(t) and x̂j(t)
related to algorithms (8) and (9) as well as the transmitted
states between VRL and CPL, x̂i(t) in (29), are under delay.
In this case, η̃j(t), x̂j(t) and x̂i(t) are replaced by η̃j(t− τd),
x̂j(t− τd), and x̂i(t−τd) where τd denotes the communication
delay caused by network latency. It should be mentioned that
the type of communication among vehicles and between VRL
and CPL is wireless. Also, it is known that the maximum
latency of most of the existing wireless communication net-
works is 0.2 s, as an example of a maximum of 0.1 s and 0.15
s for 4G and 3G networks under normal operating conditions.
Thus, the CVS (45) and the proposed CACC are simulated
under different communication delays of 0.1 and 0.2 s. Fig.
14 illustrates the CACC errors of follower vehicles in (45)
approving the proposed CACC algorithm can guarantee the
string stability of the CACC systems under communication
delays of 0.1 s and 0.2 s while preserving the desired distance
among vehicles. It is worth noting that the CVS (45) with
higher communication delay is also simulated, implying string
instability and the existence of some collision among vehicles
for τd > 1.5.

V. CONCLUSION

In this study, the CACC problem has been tackled for
CVSs with general linear dynamics. Considering the effect
of the composite attacks on the dynamics and communication
network of CVSs, a defense strategy based on the digital twin
technology is developed and a distributed resilient controller
is established to effectively protect the CVS from the adverse
effects of different types of attacks and maintain the desired
distance between vehicles. The obtained results have assured
the achievement of the CACC without the availability of the
leader vehicle information. The numerical examples have been
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Fig. 11. CACC error norms of the proposed algorithm and CACC approach
of [32] for scenario I (SI), scenario II (SII), and scenario III (SIII).

Fig. 12. The CACC errors of follower vehicles in (45).

Fig. 13. The states (position and velocity) of the follower vehicles in (45)
and leader in vehicle (46).

Fig. 14. The CACC errors of the follower vehicles (45) under communication
error: (a) τd = 1, (b) τd = 2.

employed to illustrate the efficiency of the proposed CACC
protocol in maintaining the desired inter-vehicle distance under
composite attacks.

However, the proposed approach still has some limitations.
Firstly, the same dynamics has been utilized for all follower
vehicles while considering a heterogeneous vehicle string
consisting of follower vehicles with different characteristics
can be more practical. Secondly, the communication among
the follower vehicles is bidirectional communication which
results in more communication burden compared with direc-
tional communication. Lastly, even if coping with composite
attacks has been addressed, there are still some practical
constraints on the system such as bounds on road speed limit,
acceleration, and input that are required to be dealt with. In our
future studies, we will develop our method for heterogeneous
CVSs with directional communication topology considering
the aforementioned practical constraints.
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